Winword.concept Virus Checking Macro





The Winword.concept virus is a Word Basic macro that infects your global document template. New documents created after the infection have a good chance of being infected themselves.





To identify and remove this virus, the WVFIX.DOC document you are now reading contains a macro named “AutoOpen”.





If you answered “No” to the dialog box that appeared when you opened the document, you can execute the macro again by simply closing and re-opening this document.





Notice  Because this document contains complex macros that will modify your document template, please make sure you have received this document from a secure source. If you’re unsure of the integrity of this document, contact your system administrator if you are an F-PROT Professional licensee. Otherwise you may obtain a secure copy directly from Command Software Systems via anonymous FTP at ftp.commandcom.com in the directory /pub/fix. Copies are also available on CompuServe (GO FPROT) or our BBS at 407-575-1281.





If you do not have electronic retrieval capabilities, the product is available for $12.95 by calling Command Software Systems customer service at (407)575-3200.





What the Virus Checking Macro Does





By default, this document will prompt you before performing the checking and removal of the Winword.concept virus. In addition, a permanent macro can be added to your document that not only prevents you from becoming re-infected, it will check all documents for the infection when you close them.





If you install the permanent macro, it will check all documents for the infection as you close them. If the infection is found, it will be removed and the document saved automatically. A message box will display to inform you that the document was infected.





It is recommended that you install the automatic protection. Not only will it prevent you from becoming infected, or re-infected, it will eliminate the possibility that you pass on an infected document to another user who may not be protected.





The automatic protection is provided using an “AutoClose” macro. If your global document template already contains an “AutoClose” macro, it will be renamed for you. Note that the renamed “AutoClose” will still be run. You don’t have to worry about losing any document template functionality.





If you have local and network copies of Microsoft Word, make sure you open this document in each copy of Word that you have to make sure all your global document templates are checked.





To Save or not to Save





When you close an opened document the AutoClose macro will automatically delete the infected macros from your document. By default the changes to the document are saved. If you do not want changes like this automatically saved, you need to make a modification to the AutoClose macro.





Select the Tools Macro command and edit the AutoClose macro. Near the top of the macro is a variable named “bPromptToSave”. Change the 0 to a 1 and close the macro window. Answer Yes to saving the changes.





Note that if you’re sharing a read-only document template with other users, you should not change this variable. Instead, contact your system administrator and discuss your situation.





Searching for Infected Documents





If you own F-PROT Professional, you can search for infected documents by performing the following steps:





1. Select the Options User-Defined Virus Strings menu item.





2. Choose the Add command.





3. Enter “AAAZAO” as the virus name.





4. Enter “3A 41 41 41 5A 41 4F” for the virus string.





5. Select the COM files and EXE files checkboxes.





6. Click the Ok command.





7. Choose the Add command again.





8. Enter “AAAZFS” as the virus name.





9. Enter “3A 41 41 41 5A 46 53” for the virus string.





10. Select the COM files and EXE files checkboxes.





11. Click the Ok command.





The dialog box should look similar to the following:
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12. Choose the Options Targets to Scan menu item. When the dialog box appears, select the User-Defined Virus Strings check box and click Ok.





13. From the main screen, select the Files to Scan drop-down list box and choose All Files.





14. Select all the drives you wish to scan for and then click Begin Scan.





If a the search string is found, you will see a line similar to the following appear in the Scan Results view:





C:\WINWORD\DOCS\PROJECT.DOC contains the AAAZAO search string.





Note that there is the possibility that the search strings could appear in non-Microsoft Word documents. When in doubt, you should isolate all such files until you can verify their contents.





To remove the infection, simply open the document into Microsoft Word. If the document is not in the Microsoft Word format a prompt will appear and you can cancel the file open. If it is not a Microsoft Word document, you do not need to worry about this infection.





If the document is in Microsoft Word format it will appear in the document window. Simply close the document window to have the identification and disinfection macro run.





Follow this procedure for all affected documents. If you have sent any of these documents to another user, either electronically or by any other means, please contact them immediately.





A Note to Network Administrators





A variable is defined at the top of the AutoOpen macro. It is named “bPromptUser”. If this is set to 0, no user prompts ever appear. The infection is removed if found and the automatic protection is added automatically. Notification message boxes will always appear. The default value is 1, which prompts the user each step of the way.





It is important that if you are a network administrator whose users share a read-only document template to make sure you add the protection to the shared document template before distributing this document to your users. If you do so, you can avoid having your users save their own private document templates.





One other area of customization needs to be considered: By default, the AutoClose macro this document adds to the global document template will automatically save any infected document after removing the virus. This could result in accidentally saving changes that the user did not want.





Near the top of the AutoCloseNew1 and AutoCloseNew2 macros is a variable named “bPromptToSave”. Change the 0 to a 1 and close the macro window. Answer Yes to saving the changes. Do this for both macros.





What this does is allow you to pre-configure the user’s AutoClose macro so the user does not have to make this modification. The section titled “To Save or not to Save” documents this procedure from the user’s point of view.





Converting your Document Templates





You may find that you cannot save changes to the document that was infected. To recover your document you should use the Edit Select All command, then copy the document to the clipboard with the Edit Copy command.





With the document now in the clipboard, create a new, untitled document using the File New command. Then, use Edit Paste to place the contents of the clipboard into the new document.





If you’re certain that the new document is identical to the old (except for the missing macros), close the original document and use the File Save command. Enter the name of the original filename in the dialog box and click Ok.





If you’re not certain that the new document is identical to the old, then you should save the new document with a new name, keeping the infected document isolated in a safe place until you are sure that you no longer need it.





Please do not distribute an infected document to anyone.





Removing the Macro Virus Checking





It is recommended that you keep the continual protection macro in place to prevent the spread of the Winword.concept virus. If, for some reason, you find it necessary to remove the protection, perform the following steps:





1. Select Tools Macro Macros menu item. When the dialog box appears, select the drop-down list box item Macros available in: and select the Global document template entry. Typically this is NORMAL.DOT.





2. Delete the PayLoad macro by selecting PayLoad from the list box and then clicking the Delete command button.





If you don’t have an AutoCloseOrg Macro





3. Delete the AutoClose macro.





4. You’re done.





If you do have an AutoCloseOrg Macro





3. Edit the AutoCloseOrg macro. When the macro window appears, select all the text in the macro. Select Edit Copy to place the text in the clipboard. Close the macro window.





4. Edit the AutoClose macro and select all the text. Choose the Edit Paste menu item to replace the existing AutoClose macro with your original.





5. Delete the AutoCloseOrg macro.





6. You’re done.








