Windows Firewall!

Step 1: Create Firewall Shortcut!

View >
Sort by 4
Refresh

Paste

Paste shortcut

Undc Move Ctrl+Z
i5]  Shared Folder Synchronization 4
Graphics Properties...
Graphics Options »
New | Folder

. Shortcut
B2  Screen resolution Y

[ Gadgets
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What item would you like to create a shortcut for?

This wizard helps you to create shortcuts to local or network programs, files, folders, computers, or
Internet addresses.

Type the location of the item:

Yewindir? em32\WF.msc Browse...

Click Next to continue.

[ Next ][ Cancel

What would you like to name the shortcut?

Type a name for this shortcut:

indows Firewall

Click Finish to create the shortcut.

[ Finish ][ Cancel




Open
Open file location

Author

| ’.fj_.r' Run as administrator
7-Zip >
[  Edit with Notepad++
Open with...

<: Pin to Taskbar >

Pin to Start Menu

Restore previous versions
Send to »

Cut
Copy

Create shortcut
Delete

Rename

Properties

You can alsopin itto your Taskbar for fasteraccess.



Step 2: Enable Two Way Firewall!

AR R

File Action View Help

Windows Firewall with Advanced Security on Local Computer Pr... ﬂ

P Windows Firewall with Advancy Domain Profile [ Private Profilef] Public Profile f|IPsec Settings | | Actions
&3 Inbound Rules

Windows Firewall with Adv.., «
&3 Outbound Rules ﬂ Wind Specify behavior for when a computer is connected to its corporate
4 i .
%% Connection Security Rules — d‘;":"' | Import Policy...

8. Monitoring 2

- Firewall state: On {recommended) v = i Exlort Folicy.
Overview ‘ ! Restore Default Policy
. Inbound connections: Block {default) v
Domain Prg¢ Diagnose / Repair
T Outbound connections: m
& Windows F View

G Inbound cg Protected network connections: Customize...

@ outbound

Refresh

Settings Properties

Private Pro Specify settings that control Windows :
Firewall behavior. Help

‘Q‘ Windows R
® Inbound cg
'@‘ QOutbound

Logging
{ Specify logging settings for
= troubleshooting.
Public Prof]
Windows B

Inbound cg
Outbound

Leam more about these settings

Windows
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You need to add same settings for each Profile Tab!

File Action View Help

=) ‘ Windows Firewall with Advanced Security on Local Computer Pr... ‘75'27 |
- . - [l T ——— 3
@ Windows Firewall with Advan indo || [ Domain Profie | Private Profie | Public Profle | IPsec Settings | l Actions
NS ) , ; + | Windows Firewall with Adv.., &
Outbound Rules ‘ Vindord o)
= 2 L 3 =

¥ Connection Security Rules Customize Logging Settings for the Domain Profile ] Import Policy...

8. Monitoring &a| Export Policy...
Overview Name: \system32\LogFiles\Firewall\pfirewall log & Restore Default Policy
Domain Py | qc jma (kp): 2092 s Diagnose / Repair
@ Windows =
Log dropped packets: No (default) - View 4
O Inbound g D Refoseh
‘o‘ Outbound Log successful connections: lYes vl pe I

i
Private P Note: If you are configuring the log file name on Group Policy object, ensure fOREsIes
that the Windows Firewall service account has write pemissions to the folder Til Hel
nvate Pilll  that the Windows Firewall h he fold p
@ Windows containing the log file.
® Inbound gi|  Default path for the log file is
- % % iles\fi Il\pfi Il log.
@ Oubound systemroot % \system32\lodfiles \firewall \pfirewall log
Leam more about logging

o
& Windows|
® Inbound

'(:l‘ Qutbound

oK | [ Cancel ][ Apply |

B} Windows A




Step 3: Add new Firewall Rules!

Use WindowsFirewall with Advanced Security MMC and us e the user interface
Each time to add new application rules, by using the New Outbound Rule Wizard.

File Action View Help

|

P Windows Firewall with Advance ot et 0 Actions

Rul
B Inbound Rules Name Group 2 Profile  Enabled 4 || Outbound Rules &

&3 Outbound Rules
%, Connection Security Rules [ BranchCache Content Retrieval (HTTP-Out) BranchCache - Content Retr... All No &8 NewRule.. @
¥ |; Monitoring .BranchCache Hosted Cache Client (HTTP-Out) BranchCache - Hosted Cach... All
. BranchCache Hosted Cache Server(HTTP-Out) BranchCache - Hosted Cach... All
. BranchCache Peer Discovery (WSD-Out) BranchCache - Peer Discove... All
. Connect to a Network Projector (TCP-Out) Connect to a Network Proje... Domain
. Connect to a Network Projector (TCP-Out) Connect to a Network Proje...  Private...
. Connect to a Network Projector (WSD Events-O... Connect to a Network Proje...  Private...
. Connect to a Network Projector (WSD Events-O... Connect to a Network Pro Domain
. Connect to a Network Projector (WSD EventsSe... Connect to a Network Proje...  Private...
. Connect to a Network Projector (WSD EventsSe... Connect to a Network Proje... Domain
. Connect to a Network Projector (WSD-Out) Connect to a Network Proje...  All
@Core Networking - DNS (UDP-Out) Core Networking All
@Core Networking - Dynamic Host Configuratio... Core Networking All
@Core Networking - Dynamic Host Configuratio... Core Networking All
@Core Networking - Group Policy (LSASS-Out) Core Networking Domain
@Core Networking - Group Policy (NP-Out) Core Networking Domain
@Core Networking - Group Policy (TCP-Out) Core Networking Domain
@Core Networking - Internet Group Management... Core Networking All
@Core Networking - IPHTTPS (TCP-Out) Core Networking All
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Filter by Profile
Filter by State
Filter by Group

»
4
4
4

View
Refresh

, Export List...
Help

BranchCache Content Retri... a
& EnableRule

‘%’ Cut

52 Copy

K Delete

Properties
Help
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New Rule...
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File Action Vi Rule Type
|z | Select the type of firewall rule to create.

@ Windows Firewall
&3 Inbound Rulg
3 Outbound Ry (@ Rule Type
% Connection S| Program

» B, Monitoring e © Program Iter by Profile
Profile Rule that controls connections for a program. c Iter by State
Name ) Port ilter by Group
Rule that controls connections for a TCP or UDP port. Eew

What type of rule would you like to create? nd Rules
ew Rule...

) Predefined: efresh
BranchCache - Content Retrieval (Uses HTTP) xport List...
Rule that controls connections for a Windows experience. elp
) Custom

Custom rule. che Content Retri...

nable Rule
ut

opy

elete
roperties

Iielp

Leam more about nule types
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File Action Vievj
a2 £

@ Windows Firewall
&3 Inbound Rulg
&3 Outbound Ry| |
‘!'&_ Connection Sf

» %, Monitoring

Specify the full program path and executable name of the program that this rule matches.

Steps:

Rule Type Does this rule apply to all programs or a specific program?

Program
Action
Profile

() All programs
Rule applies to all connections on the computer that match other rule properties.

Name

BExample: c:\path\program exe

“%ProgramFiles % \browser\browser.exe

Leam more about specifying programs

nd Rules
ew Rule...

Iter by Profile
lter by State
ilter by Group

iew
efresh
xport List...
elp
che Content Retri...
nable Rule
ut
opy
elete
Yroperties

Help

File Action

Vievj

= 2@ E

@ Windows Firewall
&3 Inbound Rulg
3§ Outbound Ry
% Connection S|

» %, Monitoring

Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Rule Type What action should be taken when a connection matches the specified conditions?

Program

Action

@ Allow the connection
This includes connections that are protected with IPsec as well as those are not.

Profile
Allow the connection if it is secure
Name

This includes only connections that have been authenticated by using IPsec. Connections

will be secured using the settings in IPsec properties and rules in the Connection Security

Rule node.

Leam more about actions

15:32
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elp
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Cancel
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File Action Vievj

Specify the profiles for which this rule applies.

@ Windows Firewall
&3 Inbound Rulg
K3 Outbound Ry | # Rule Type
2'!. Connection §{ | » Program

» %, Monitoring i
= @ Action [¥] Domain

Profile Applies when a computer is connected to its corporate domain. Iter by State

Steps:
When does this rule apply?

Name [V] Private Iter by Group
Applies when a computer is connected to a private network location.

[¥] Public
Applies when a computer is connected to a public network location. Boor List..
elp
che Content Retri...
inable Rule
ut
opy
elete
roperties

Help

Leam more about profiles
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Name #2 Internet Explorer Properties

Specify the name and descf ‘ Security I Details Previous Versions ‘

Windows Firewal | Genenl | Shotes Compatibilty | | -

&3 Inbound Rule F
3 Outbound Ru Rule Type @ Intemet Explorer und Rules
New Rule...

3'!_ Connection S Program
%, Monitoring Action Targettype:  Application Filter by Profile

Profile Target location: Intemet Explorer Filter by State

Name Target: "C:\Program Files\Intemet Explorer\iexplore exe" Filter by Group

View
Start in: %HOMEDRIVE%%HOMEPATH Refresh

Shortcut key: ~ None Export List...
Help

Run: [Nonnai window ']

Comment: fiisplays information and Web sites on the Intemet

hCache Content Retri... a

Enable Rule

[ Open File Location Hchange Icon... H Advanced... ] Cut

Copy
Delete

Properties

Help

! Finish Cancel

15:36
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You can get all information from shortcuts like full paths etc.



File Action Vievj

Specify the name and description of this rule.

@ Windows Firewall
&3 Inbound Rulg
K3 Outbound Ryl | @ FRule Type
2'!. Connection §{ | » Program

» %, Monitoring

Steps:

@ Action
Name: Iter by State

i Intemet Explorer Iter by Group

Profile

Description {optional):
Finds and displays information and Web sites on the Intemet.
xport List...
elp
che Content Retri...
nable Rule
ut
opy
elete
roperties

Help
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File Action

|2

@ Windows Firewall with Advance et L Actions

&3 Inbound Rules Name Group - Profile  Enabled 2 ~ || Outbound Rules
3 Outbound Rules

3'!_ Connection Security Rules
%, Monitoring

v /Intemnet Explorer All Yes New Rule...
BranchCache Content Retrieval (HTTP-Out) BranchCache - Content Retr... All No
. BranchCache Hosted Cache Client (HTTP-Out) BranchCache - Hosted Cach... All No
. BranchCache Hosted Cache Server(HTTP-Out) BranchCache - Hosted Cach... All No
. BranchCache Peer Discovery (WSD-Out) BranchCache - Peer Discove... All No
. Connect to a Network Projector (TCP-Out) Connect to a Network Proje.. Domain  No
.Connect to a Network Projector (TCP-Out) Connect to a Network Proje...  Private... No
. Connect to a Network Projector (WSD Events-O... Connect to a Network Proje...  Private.. No
. Connect to a Network Projector (WSD Events-O... Connect to a Network Proje... Domain  No
@ Connect to a Network Projector (WSD EventsSe... Connect to a Network Proje...  Private.. No
. Connect to a Network Projector (WSD EventsSe... Connect to a Network Proje... Domain
.Connect to a Network Projector (WSD-Out) Connect to a Network Proje...  All
@Core Networking - DNS (UDP-Out) Core Networking All
@Core Networking - Dynamic Host Configuratio... Core Networking All
@Core Networking - Dynamic Host Configuratio... Core Networking All
@Core Networking - Group Policy (LSASS-Out) Core Networking Domain
@Core Networking - Group Policy (NP-Out) Core Networking Domain
@Core Networking - Group Policy (TCP-Out) Core Networking Domain

@Core Networking - Internet Group Management... Core Networking All
@~ 3 o

Filter by Profile
Filter by State
Filter by Group
View
Refresh

:5h Export List...
Help

Internet Explorer

# Disable Rule

& Cut

52 Copy

K Delete

[Z] Properties

Help
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File Action View Help

@ Windows Firewall with Advancq
&3 Inbound Rules
&3 Outbound Rules
2‘!. Connection Security Rules
8. Monitoring

Domain Profile

Actions

Monitoring

‘ Private Profile

View

Public Profile is Active

Active Networks
3MobileWiFi-E157

Firewall State
@ Windows Firewall is on.

® Inbound connections that do not match a rule are blocked.

General Settings
Display a notification when a program is blocked:
Apply local firewall rules:

Apply local connection security rules:

® Outbound connections that do not match a rule are blocked.

|G Refresh

Help

A %o
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