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>8Oi/gB:

0Z 1 B, :i\ IBM Client Security Software;,1|,k Client Security Software

;pa)Di~DEv#

0Z 2 B, :Z Policy Director ~qwO20 Client Security i~;,1|,PXZ

Policy Director ~qwO20 Client Security 'VDHvu~M8>E"#

0Z 3 B, :dC IBM M'z;,1|,dC IBM M'zT9C Policy Director a

)DO$~qDHvu~E"M8>E"#

0Z 4 B, :JOoO;,1|,PXbvZ9C>8OPa)D8>E"1I\v=

DJbDPozDE"#

0=< A, :kT Client Security Software D@zvZ(f;,1|,PXm~D@z

vZ(fE"#

0=< B, :\kM\kLofr;,1|, UVM \kLoM2+>,\kDfr#

0=< C, :9C53G<D UVM #$Dfr;,1|,PX9CYw53G<D

UVM #$DE"#

0=< D, :ywMLj;,1|,(IywMLjE"#

&DA>8ODK1

>8OG)s5\m19CD,b)\m19C Policy Director f> 3.7 rf> 3.8 4

\mI IBM M'zOD User Verification Manager(UVM)2+T_ThCDO$T

s#

\m1XkZTBEnM}L=fP()D*6:

v SecureWay Directory a?6?<CJ-i(LDAP)D20M\m

v Policy Director Runtime Environment D20MhC}L

v Policy Director TsUdD\m

gN9C>8O

9C>8O4hC Client Security 'V,Tck Policy Director ;p9C#>8OG

6Client Security Software 208O7"6Client Security Software \m18O7M6Client

Security C'8O7D"C*#

> 8 O M y P C l i e n t S e c u r i t y D d | D 5 I S I B M W e b > c B X :
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>D5Pa)KT6Client Security Software 208O7D}C#hCMdC Policy
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X|`E",kNDZ 7 3DZ 3 B, :dC IBM M'z;#

T6Client Security Software \m18O7D}C

>D5Pa)KT6Client Security Software \m18O7D}C#6Client Security

Software \m18O7|,gNhC IBM M'zDC'O$M UVM _TDE"#2

0K Client Security Software s,k9C6Client Security Software \m18O74h
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Z 1 B i\ IBM Client Security Software

Client Security Software G*9C IBM 6k=2+>,S\"f"S\\?D IBM F

czhFD#Km~I&CLrMi~iI,b)&CLrMi~9 IBM M'z\;

Z>Xxg"s5rrXx6'Z9CM'z2+T#

Client Security Software &CLrMi~

1z20 Client Security Software 1,+20TBm~&CLrMi~:

v Administrator Utility:Administrator Utility G\m1CZ$nr!{$n6k=2

+>,,"CZ4("i5MXBzIS\\?0\kLoDgf#Kb,\m1

IT9CK5CLr+C'mS=I Client Security Software a)D2+T_T#

v User Verification Manager(UVM):Client Security Software 9C UVM 4\m

\kLoMd|*XTO$53C'#}g,UVM IT9C8FDAwxPG<O

$#UVM m~tCTB&\:

– UVM M'z_T#$:UVM m~9\m1IThCM'z2+T_T,bM8

(KM'zC'gNZ53OC=O$#

– UVM 53G<#$:UVM m~9\m1IT(}G<gfXFFczCJ#

UVM #$7#;P-2+T_T6pDC'EITCJYw53#

– UVM Client Security A;#$Lr#$:UVM m~9C'IT(} Client

Security A;#$LrgfXFTFczDCJ#

v Client Utility:Client Utility 9M'zC'IT|D UVM \kLo#Z Windows

NT O,Client Utility 9C'IT|D Windows NT G<\kTC UVM 6p,"

IT|B\?9uD5#C'2ITC IBM 6k=2+>,4(}V$iD8]1

>#

+2\?y!a9(PKI)&\

Client Security Software a)ZLqP4(+C\?y!a9(PKI)*sDyPi~,

}g:

v TM'z2+T_TD\m1XF#O$M'z6pDnUC'G2+T_TD;

vX*Z]#Client Security Software a)\m IBM M'zD2+T_T*sDg

f#KgfGO$m~ User Verification Manager(UVM)D;?V,|G Client

Security Software Dw*i~#

v +C\?\kuDS\\?\m#\m1C Client Security Software 4(Fcz2~

MM'zC'DS\\?#4(KS\\?s,|G(}\?cs(= IBM 6k=

2+>,,y!6p2~\?CZZdOS\\?,|,k?vM'zC'`XD

C'\?#IBM 6k=2+>,ODS\Mf"\?mSM'z2+TDy>=S

c,r*b)\?Q2+Xs(=Fcz2~O#

v \ IBM 6k=2+>,#$D}V$i4(Mf"#1z&CITCZ}V){r

S\gSJ~{"D}V$i1,Client Security Software 9zIT!q IBM 6k

=2+>,w*9C Microsoft CryptoAPI D&CLrDS\~q)&L#b)&C

Lr|, Internet Explorer M Microsoft Outlook Express#b7#K}V$iD(C

\?f"Z IBM 6k=2+>,O#Netscape C'2IT!q IBM 6k=2+>
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,w*CZ2+TD}V$iD(C\?zIw#9C+C\?\kuj<

(PKCS)#11 D&CLr(}g Netscape Messenger)IT{CI IBM 6k=2+

>,a)D#$#

v \?9uD5MV4bv=8#;vX*D PKI &\GZ-\?*'rbF514(

;vITSdV4\?D\?9uD5#Client Security Software a)9zIT("

I IBM 6k=2+>,4(DCZ\?M}V$iD9uD5Dgf,"9zIT

ZX*1V4b)\?M$i#

v 0R|%wS\1#0R|%wS\19M'zC'IT(}%wsjR|rcXS

\dD~#
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Z 2 B Z Policy Director ~qwO20 Client Security i~

O$M'z6pDnUC'DM'z6pGG2+TD;vX*Z]#Client Security

Software a)\m IBM M'zD2+T_Ty*sDgf#KgfGO$m~ User

Verification Manager(UVM)D;?V,|G Client Security Software Dw*i~#

IBM M'zD UVM 2+T_TIT(}=V==4\m:

v Z>X9C$tZ IBM M'zOD_T`-w

v Zs56'Z9C Policy Director

IT+ Client Security k Policy Director ;p9C.0,Xk20K Policy Director

D C l i e n t S e c u r i t y i ~ # K i ~ I T S I B M W e b > c B X :

http://www.pc.ibm.com/ww/security/secdownload.html#

Hvu~

ITZ IBM Client M Policy Director ~qw.d("2+,S0,XkZ IBM Client

O20KTBi~:

v IBM Global Security Toolkit

v IBM SecureWay Directory Client

v Policy Director Runtime Environment

PX20M9C Policy Director Dj8E",kNDTB Web >cOa)DD5:

http://www.tivoli.com/products/index/secureway_policy_dir/index.htm#

BX"20 Client Security i~

Client Security i~IS IBM Web >cbQBX#*Z Policy Director ~qwM IBM

M'zOBX"20 Client Security i~,kjITB}L:

1 . S T B W e b > c B X

PDCS.exe:http://www.pc.ibm.com/ww/security/secdownload.html#

2. %w4STBX Client Security Software,;sjI"am%MJm#

PDCS.exe IS|, Client Security Software zkD`, IBM Web 3fqC#

3. KP PDCS.exe Tb9uTBD~:

v PD_Add_ClientSecurity.txt KD~CZZ Policy Director ~qwOmS IBM

Solution TsUd"Client Security Action Mvp ACL n#IT`-r}%vp

ACL,;x,'r;*|D IBM Solution TsUdM Client Security Action#

v PD_Remove_ClientSecurity.txt KD~ICZ}%I PD_Add_ClientSecurity.txt

D~4(D OBject Space"Action M ACL n#

v PDCS.conf Policy Director/Client Security dCD~(PDCS.conf)Cwy>dC

D~#
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Z Policy Director ~qwOmS Client Security i~

pdadmin 5CLrG\m1ITCZ4Ps`} Policy Director \mNqD|nP$_#

`v|n4P9\m1IT9C|,`v pdadmin |nDD~44Pj{DNqr5P

Nq#pdadmin 5CLrM Management Server(pdmgrd).dD(E(} SSL #$#

pdadmin 5CLrw* Policy Director Runtime Environment(PDRTE)m~|D;?

V420#

pdadmin 5CLrS\6pbVD~;CD filename Td?,}g:

MSDOS>pdadmin [-a <admin-user >][-p <password >]<file-pathname >

TB|nGgNZ Policy Directory ~qwO4( IBM Solution TsUd"Client

Security Action Mvp ACL nD|n>}:

MSDOS>pdadmin -a sec_master -p password C:\PD_Add_ClientSecurity.txt

PX pdadmin 5CLr0d|no(D|`E",kN< Policy Director Base

Administrator Guide#

Z IBM M'zM Policy Director ~qw.d("2+,S

IBM Client XkZ Policy Director 2+rP("dT:DO$Dj6,Tks4T

Policy Director Authorization Service DZ(v(#

XkZ Policy Director 2+rP*&CLr4((;Dj6#*KCO$Dj64PO

$li,C&CLrXkG remote-acl-users iD;vI1#1&CLrkk2+r~q

.;*51,|XkWHG<=2+r#

svrsslcfg 5CLr9 IBM Client Security &CLrITk Policy Director Management

Server/Authorization Server (E#

svrsslcfg 5CLr4PTBNq:

v 4(&CLrDC'j6#}g,DemoUser/HOSTNAME

v 4(CC'D SSL \?D~#}g,DemoUser.kdb M DemoUser.sth

v +C'mS= remote-acl-users i

h*TBN}:

v -f cfg_file 9C PDCS.conf dCD~76MD~{

v -d kdb_dir CZ|,~qwD\?7}]bD~D?<#

v -n server_name 44D IBM Client C'D5J Windows Username/UVM C'{#

v -P admin_pwd Policy Director Administrator \k#

v -s server_type Xk8(*6L#

v -S server_pwd B4(DC'D\k#*sKN}#

v -r port_num hC IBM Client D`}KZE#bGZ PD Management Server D

Policy Director Runtime d? SSL Server Port P8(DN}#

*Z IBM M'zM Policy Director ~qw.d("2+,S,kjITB}L:

1. 4(?<"+ PDCS.conf D~F/=B?<#
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}g,MSDOS> mkdir C:\PDCS MSDOS> move C:\PDCS.conf C:\PDCS\

2. KP svrsslcfg T4(C'#

MSDOS> svrsslcfg -config -f C:\PDCS\PDCS.conf -d C:\PDCS\ -n <server_name> -

s remote -S <server_pwd> -P <admin_pwd> -r 7135

":C IBM M'z44D UVM C'{Mwz{f; <server_name>#}g:–n

DemoUser/MyHostName#(}Z MSDOS a>{Bdk “hostname” ITiR

IBM Client Hostname#svrsslcfg 5CLr+Z Policy Director ~qwP4(P

'Dn"*S\D(Ea)(;D SSL \?D~#

3. KP svrsslcfg T+ ivacld D;CmS= PDCS.conf D~#

1!ivB,PD Authorization ~qw`}KZ 7136#bIT(}Z Policy Director

~qwOD ivacld.conf D~D ivacld stanz PiR tcp_req_port N}4i$#q!

}7D ivacld wz{\X*#k9C pdadmin ~qwPm|n4q!KE"#~q

w{|*:<server_name>-<host_name>#TBGKP pdadmin ~qwPmD>}:

MSDOS> pdadmin server list ivacld-MyHost.ibm.com

;sCTB|n*OfT>D ivacld ~qwmS replica n#Y( ivacld `}1!K

Z 7136#

svrsslcfg -add_replica -f <config file path> -h <host_name> MSDOS>svrsslcfg

-add_replica -f C:\PDCS\PDCS.conf -h MyHost.ibm.com

Z 2 B Z Policy Director ~qwO20 Client Security i~ 5



6 IBM
®

Client Security bv=8: + Client Security Software f> 4.0 k Policy Director ;p9C



Z 3 B dC IBM M'z

IT9C Policy Director 4XF IBM M'zDO$Ts0,Xk(}9C Administrator

Utility 4dC?vM'z,|G Client Security Software a)D;vi~#b?V|,

dC IBM M'zDHvu~M8>E"#

Hvu~

7#TBm~4BP3r20Z IBM M'zO:

1. Microsoft Windows 'VDYw53#IT9C Policy Director 4XFvCZK

P Windows NT Workstation 4.0 r Windows 2000 D IBM M'zDO$*s#

2. Client Security Software f> 3.0 rsxf>#20Cm~,"tC IBM 6k

=2+>,#k9C Administrator Utility 4hCC'O$"`- UVM 2+T_

T#PX20M9C Client Security Software D+fD8>E",kND6Client

Security Software 208O7M6Client Security Software \m18O7#

dC Policy Director hCE"

(}9C Administrator Utility ITdC Policy Director hCE",Administrator Utility

G Client Security Software a)D;vm~i~#Policy Director hCE"ITBhC

iI:

v !q= Configuration File Dj+76

v !q Local Cache Refresh Interval

*Z IBM M'zOdC Policy Director hCE",kjITB}L:

1. %w*< > Lr > Client Security Software Utilities > Administrator Utility#

2. dk2~\k,"%w OK#

Administrator Utility 0Zr*#PX9C Administrator Utility Dj{E",kND

6Client Security Software \m18O7#

3. Z Administrator Utility P,%w Configure Application Support and Policies
4%#

4. %w Policy Configuration 4%#

5. Z Policy Director Setup Information B,!q= PDCS.conf dCD~Dj+76#

}g,C:\PDCS\PDCS.conf

6. %w Apply 4%#

hC"9C>X>X_Y:f&\

!q Policy Director dCD~s,IThC>X_Y:f"Bdt#I Policy Director

\mD2+T_TE"D>X4>Z IBM M'zO,$#ITZB(0-12)rU

(0-30)Dv?PwH>X_Y:fDT/"B#

*hCr"B>X_Y:f,kjITB}L:

1. %w*< > Lr > Client Security Software Utilities > Administrator Utility#

2. dk2~\k,"%w OK#

© Copyright IBM Corp. 2001,2002 7



Administrator Utility 0Zr*#PX9C Administrator Utility Dj{E",kND

6Client Security Software \m18O7#

3. %w Configure Application Support and Policies 4%#

4. %w Policy Configuration 4%#

5. 4PTBYw.;:

v *"B>X_Y:f,k%w Refresh Local Cache#

v *hCT/"BYJ,kZa)DVNPdkB(0-12)Ml(0-30),;s%

w Apply#+|B>X_Y:fD~}ZUZT8>B;vT/"BN1"z#

":+"BdtAYhC*;l#b+ssa_ Policy Director #$D Client

Security YwDT\#

tC Policy Director TXF IBM M'zTs

UVM _T(}+V_TD~4XF#Fw UVM _TD~D+V_TD~|,Z IBM

M'z53O4PDYwDO$*s,}gG<=53"e}A;#$Lrr){g

SJ~{"#

Jm Policy Director XF IBM M'zDO$Ts0,k9C UVM _T`-w4`

- UVM _TD~#UVM _TD~`-wG Administrator Utility D;?V#

*c:g{Jm Policy Director XFTs,a+TsXF(;x Policy Director Ts

Ud#g{byv,zXkXB20 Client Security Software TXB("TCTsD>

XXF#

`->X UVM _T

T<`->XM'zD UVM _T0,k7# UVM PAYGGK;vC'#qr,

1_T`-wT<r*>X_TD~1,+T>;ums{"#

`->X UVM _T"+|vCZTdxP`-DM'zO#g{+ Client Security 2

0 Z d 1 ! ; C , r > X U V M _ T f " * \ P r o g r a m

Files\IBM\Security\UVM_Policy\globalpolicy.gvm#;PQmS= UVM DC'IT9C

UVM _T`-w#

":g{+ UVM _ThC**sO$TsD8F(}gYw53G<)1,mS=

UVM DC'XkQ"ad8FT9CCTs#

*t/ UVM _T`-w,kjITB Administrator Utility }L:

1. %w Configure Application Support and Policies 4%#

2. Z UVM Policy B,%w Local Client,;s%w Edit Policy#Global Policy

Access Password 0Zr*#

3. Z UVM Policy xr,%w Local Client,;s%w Edit Policy#

Global Policy Access Password 0Zr*#

4. dk password ;s4B Enter |#

":UVM _TD~D1!CJ\kG%J password#Z`- UVM _Ts,I

T|DCJ\k#PX UVM _T`-wD|`E",kND6Client Security

Software \m18O7#
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5. Z Policy Selection 3fO,SB-PmP!q UVM _TD~(globalpolicy.gvm)#

6. %w Object Selection !n(,%w Action r Object type,;s!qzk*

*d8(O$*sDTs#

P'YwD>}|( System Logon"System Unlock M E-mail Decryption;Ts

`MD;v>}* Acquire Digital Certificate#

7. TZ!qD?vTs,k!q Policy Director controls selected object Tt

CCTsD Policy Director#

*c:g{Jm Policy Director XFTs,rz*+XF(;x Policy Director T

sUd#g{zTskXB("TCTsD>XXF,rXkXB20 Client

Security Software#

":Z`- UVM _TD,1,IT(}%w UVM Policy Summary i4_T

**E"#

8. %w Information !n(,;sZJ1DVNPdk53{F"C'j8E",T

053Ms5\m1j8E"#

9. %w Policy Selection !n(,;s%w UVM Policy 4%#

v *#f_TD~,k%w Save "4A;OD8>E"xPYw#

v *9CB\k#fD~,k%w Save as "4A;OD8>E"xPYw#

10. %w OK T#f|D"Kv#

`-M9C6LM'zD UVM _T

*Z`v IBM M'zO9C UVM _T,zXk`-"#f6LM'zD UVM _

T,;s+ UVM _TD~4F=d| IBM M'z#g{ Client Security 20Zd

1 ! ; C , r 6 L U V M _ T D ~ f " * \ P r o g r a m

Files\IBM\Security\UVM_Policy\remote\globalpolicy.gvm#XkZ4( \remote S?<0

dZ]0#f UVM _TD~#

":g{+6LM'zD UVM _ThC**sO$Ts(}gYw53G<)D8

F,rmS= UVM DC'XkQ"ad8FT9CCTs#yP+9CC_TD

6LM'z2Xk20K UVM P*8F+Pw#

*t/ UVM _T`-w,kjITB Administrator Utility }L:

1. %w Configure Application Support and Policies 4%#

2. Z UVM Policy xrP,%w Remote Clients,;s%w Edit Policy#

Global Policy Access Password 0Zr*#

3. dk password ;s4B Enter |#

":UVM _TD~D1!CJ\kG%J password#Z`- UVM _Ts,I

T|DCJ\k#

4. Z Policy Selection 3fO,SB-PmP!q UVM _TD~(globalpolicy.gvm)#

5. %w Object Selection !n(,%w Action r Object type,;s!qzk*

*d8(O$*sDTs#

Yw>}|, System Logon"System Unlock M E-mail Decryption;Ts`MD

;v>}G Acquire Digital Certificate#
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6. TZ!qD?vTs,k%w Policy Director controls selected object Tt

CCTsD Policy Director#

*c:g{Jm Policy Director XFTs,rz*+XF(;x Policy Director T

sUd#g{zTskXB("TCTsD>XXF,rXkXB20 Client

Security Software#

":`- UVM _TD~1,(}%w UVM Policy Summary ITi4_T**

E"#

7. %w Information !n(,;sZJ1DVNPdk53{F"C'j8E",T

053Ms5\m1j8E"#

8. %w Remote Configuration !n(#

9. !q+9CK UVM _TD6LM'zOICDO$*X,;s!q Policy
Director enabled client 4!r#

10. %w Policy Selection !n(,;s%w UVM Policy 4%#

v *#f_TD~,k%w Save "4A;OD8>E"xPYw#

v *9CB\k#fD~,k%w Save as "4A;OD8>E"Yw#

11. %w OK T#f|D"Kv#

12. +TBD~4F=+9CK UVM _TD6L IBM M'zO:

v \IBM\Security\UVM_Policy\remote\globalpolicy.gvm

v \IBM\Security\UVM_Policy\remote\globalpolicy.gvm.sig

":

1. g{+ Client Security Software 20Zd1!;C,r0vD~Dy?<G \Program

Files#

2. Xk+=vD~<4F=6LM'zOD \IBM\Security\UVM_Policy\ ?<76#

10 IBM
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Z 4 B JOoO

TB?Va)T@9r6p"@}9C Client Security Software 1I\zzDJbPo

zDE"#

\m1&\

>?V|,T\m1hCM9C Client Security Software I\PozDE"#

hC\m1\k(NetVista)

Z Configuration/Setup Utility PICD2+ThC9\m1IT4PTBYw:

v |D IBM 6k=2+>,D2~\k

v tCr{C IBM 6k=2+>,

v e} IBM 6k=2+>,

"b:

v Z Windows XP"Windows NT M Windows 2000 P,tC UVM G<#$1;*

e}r{C IBM 6k=2+>,#qr,2LDZ]+dC;I9C,xzXkX

Bq=/2L}/w"XB20yPm~#

*{C UVM #$,kr* Administrator Utility "e} Replace the standard
Windows logon with UVM’s secure logon 4!r#XkXBt/Fcz,{C

UVM #$Eaz'#

v g{tCK UVM #$,k;*e}r{C IBM 6k=2+>,#qr,2LDZ

]+dC;I9C,xzXkXBq=/2L}/w"XB20yPm~#

v e}K IBM 6k=2+>, 1,f"ZC>,ODyPS\\?M$i+*'#

r*b)2+ThCIT(}FczD Configuration/Setup Utility CJ,yTkhC\

m1\kTh94-Z(DC'|Db)hC#

*hC\m1\k:

1. XU"XBt/Fcz#

2. 1A;OvV Configuration/Setup Utility a>1,k4B F1#

Configuration/Setup Utility DwK%r*#

3. !q System Security#

4. !q Administrator Password#

5. dkzD\k"4B|LODrB}7#

6. YNdk\k"4BrB}7#

7. !q Change Administrator password "4B Enter |;;sYN4B Enter |#

8. 4B Esc Kv"#fhC#

hCK\m1\ks,?NT<CJ Configuration/Setup Utility 1<avV;va>#
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*c:k+\m1\kG<Z2+DX=#g{*'r|GK\m1\k,zM;\

CJ Configuration/Setup Utility,2;\|Dr>}\k,x^h6BFczzdG"

F/53eODx_#PX|`E",kNDFczf=D2~D5#

hC,6C'\k(ThinkPad)

Z IBM BIOS Setup Utility PICD2+ThC9\m1IT4PTBYw:

v tCr{C IBM 6k=2+>,

v e} IBM 6k=2+>,

"b:

v Z Windows XP"Windows NT M Windows 2000 P,tC UVM G<#$1;*

e}r{C IBM 6k=2+>,#qr,2LDZ]+dC;I9C,xzXkX

Bq=/2L}/w"XB20yPm~#

*{C UVM #$,kr* Administrator Utility "e} Replace the standard
Windows logon with UVM’s secure logon 4!r#XkXBt/Fcz,{C

UVM #$Eaz'#

v g{tCK UVM #$,k;*e}r{C IBM 6k=2+>,#qr,2LDZ

]+dC;I9C,xzXkXBq=/2L}/w"XB20yPm~#

v e} IBM 6k=2+>, 1,f"Z>,ODyPS\\?M$i+*'#

hC Client Security Software s,khC,6C'\kTh94-Z(DC'|Db)

hC#

*hC,6C'\k,kjITB}L:

1. XU"XBt/Fcz#

2. 1A;OvV IBM BIOS Setup Utility a>{1,k4B F1#

IBM BIOS Setup Utility DwK%r*#

3. !q Password#

4. !q Supervisor Password#

5. dk\k"4B Enter |#

6. YNdk\k"4B Enter |#

7. %w Continue#

8. 4B F10 #f"Kv#

hCK,6C'\ks,?NT<CJ IBM BIOS Setup Utility 1<avV;va>#

*c:k+,6C'\kG<fZ2+DX=#g{*'r|GK,6C'\k,z

M;\CJ IBM BIOS Setup Utility,2;\|Dr>}\k#PX|`E",kND

Fczf=D2~D5#

#$2~\k

hC2+>,\kTtCM'zD IBM 6k=2+>,#hCK2+>,\ks,T

Administrator Utility DCJIK\k#$#&C#$2+>,\kT{94-Z(DC

'|D Administrator Utility PDhC#
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e} IBM 6k=2+>,(NetVista)

g{*S IBM 6k=2+>,A}yPC'S\\?"e}>,D2~\k,rXk

e}C>,#e} IBM 6k=2+>,0kDATB0"b1rPDE"#

"b:

v g{tCK UVM #$,k;*e}r{C IBM 6k=2+>,#qr,2LDZ

]+dC;I9C,xzXkXBq=/2L}/w"XB20yPm~#

*e} UVM #$,kr* Administrator Utility "e} Replace the standard
Windows logon with UVM’s secure logon 4!r#XkXBt/Fcz,{C

UVM #$Eaz'#

v e}K IBM 6k=2+>,s,f"Z>,ODyPS\\?M$i+*'#

*e} IBM 6k=2+>,,k4PTBYw:

1. XU"XBt/Fcz#

2. 1A;OvV Configuration/Setup Utility a>vV1,k4B F1#

Configuration/Setup Utility DwK%r*#

3. !q System Security#

4. !q IBM Embedded Security Chip#

5. !q Clear IBM Security Chip#

6. !q Yes#

7. 4B Esc Lx#

8. 4B Esc Kv"#fhC#

e} IBM 6k=2+>,(ThinkPad)

g{*S IBM 6k=2+>,A}yPC'S\\?"e}>,D2~\k,rXk

e}C>,#e} IBM 6k=2+>,0kDATB0"b1rPDE"#

"b:

v g{tCK UVM #$,k;*e}r{C IBM 6k=2+>,#qr,2LDZ

]+dC;I9C,xzXkXBq=/2L}/w"XB20yPm~#

*e} UVM #$,kr* Administrator Utility "e} Replace the standard
Windows logon with UVM’s secure logon 4!r#XkXBt/Fcz,{C

UVM #$Eaz'#

v e}K IBM 6k=2+>,1,f"Z>,ODyPS\\?M$i+*'#

*e} IBM 6k=2+>,,k4PTBYw:

1. XU"XBt/Fcz#

2. 1 IBM BIOS Setup Utility a>vVZA;Os,k4B Fn#

":Z3) ThinkPad zMO,zI\h*Zg4r*14B F1 |Te}2+>

,#PXj8E",kZ IBM BIOS Setup Utility N<oz{"#

IBM BIOS Setup Utility DwK%r*#

3. !q Security#

4. !q IBM TCPA Feature Setup#

Z 4 B JOoO 13



5. !q Clear IBM TCPA Security Feature#

6. !q Yes#

7. 4B Enter |Lx#

8. 4B F10 #f"Kv#

Administrator Utility
TB?V|,9C Administrator Utility 1*G!DE"#

>}C'

S Windows XP"Windows NT M Windows 2000 >}C'1,+S Administrator Utility

DC'PmP>}C'{#

9C Policy Director X~4\xCJy!qDTs

1!qK Policy Director X~1,4{C Deny all access to selected object 4

!r#Z UVM _T`-wP,g{!q Policy Director controls selected object
TtC Policy Director 4XFO$Ts,r;{C Deny all access to selected
object 4!r#d; Deny all access to selected object 4!r#Vn/,+;

\!q|42G Policy Director X~#

Q*^F

>?V|,PXk Client Security Software `XDQ*^FDE"#

+ Client Security Software k Windows Yw53;p9C

yP Windows Yw53PTBQ*^F:g{Z UVM PGGDM'zC'|DK

d Windows C'{,yP Client Security &\T+*'#CC'XkZ UVM PXB

GGBC'{"ksyPB>$#

Windows XP Yw53PTBQ*^F:Z UVM PGGDC'g{H0Q-|DK

d Windows C'{,r^(; UVM Ov#UVM +8rH0DC'{x Windows ;

\OvBC'{#49Z20 Client Security Software 0Q-|DK Windows C'{,

K^FT;a"z#

+ Client Security Software k Netscape &CLr;p9C

(^JOs Netscape r*:g{ UVM \kLo0Zr*,rITLx0Xkdk

UVM \kLo"%w OK#g{dk;}7D UVM \kLo(rT8F(ha)K

;}7D8F),raT>ms{"#g{%w OK,+r* Netscape,+Gz;\9

CI IBM 6k=2+>,zID}V$i#XkKv"XBxk Netscape,;sZI

T9C IBM 6k=2+>,$i0dk}7D UVM \kLo#

;T>c(:g{Z Netscape Pi4K IBM 6k=2+>, PKCS#11 #i,r;

!qC#i'VDyP"Pc(#TBc(I IBM 6k=2+>, PKCS#11 #i'

V,+Z Netscape Pi41;6p*\'VD:

v SHA-1

v MD5
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IBM 6k=2+>,$iMS\c(
a)TBE"Toz6pPXIk IBM 6k=2+>,$i;p9CDS\c(DJ

b#PXIkdgSJ~&CLr;p9CDS\c(DnBE",kND Microsoft r

Netscape#

1+gSJ~S;v Outlook Express(128 ;)M'z"M=m;v Outlook
Express(128 ;)M'z1:g{+ Outlook Express k_P 128 ;f>D Internet

Explorer 4.0 r 5.0 ;p9CT+S\DgSJ~"M=9C Outlook Express(128 ;)

Dd|M'z,r9C IBM 6k=2+>,$iS\DgSJ~{";\9C 3DES

c(#

Z Outlook Express(128 ;)M'zM Netscape M'z.d"MgSJ~1:S

Netscape M'z= Outlook Express(128 ;)M'zD RC2(40)"RC2(64)r

RC2(128)S\ks<U5X=9C RC2(40)Dc(D Netscape M'z#

TZZ Outlook Express(128 ;)M'zPD!q,3)c(I\;IC:!vZ

zy9CD Outlook Express(128;)f>GgNdCr|BD,3) RC2 c(Md

|c(I\;\k IBM 6k=2+>,$i;p9C#PXk Outlook Express Df

>;p9CDS\c(D10E",kND Microsoft#

9C Lotus Notes C'j6D UVM #$

g{Z Notes a0PP;C'j6,r UVM #$;KP:zIT;* Notes a0D

10C'j6hC UVM #$#*S;vtCK UVM #$DC'j6P;=m;v

C'j6,k4PTBYw:

1. Kv Notes#

2. {C10C'j6D UVM #$#

3. xk Notes "P;C'j6#PXP;C'j6DE",kND Lotus Notes D5#

g{*hCP;=DC'j6D UVM #$,kLx=h 4#

4. xkI Client Security Software a)D Lotus Notes Configuration $_"hC UVM

#$#

Client Utility ^F

Windows XP ?FCJ^F,b)CJ^FT3)73BDM'zC'DIC&\xP

^F#

Windows XP Professional

Z Windows XP Professional P,M'zC'^FI\&CZTBiN:

v Client Security Software 20ZTs*;* NTFS q=DVxP

v Windows D~P;ZTs*;* NTFS q=DVxP

v 9uD5D~P;ZTs*;* NTFS q=DVxP

ZTOivP,Windows XP Professional Limited User I\;\4PTB Client Utility

Nq:

v |Dd UVM \kLo

v |BC UVM "aD Windows \k

v |B\?9uD5
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\m1t/"Kv Administrator Utility s,b)^F;e}#

Windows XP Home

Windows XP Home Limited User ;\9CTBNNiNPD Client Utility:

v Client Security Software 20Z NTFS q=DVxP

v Windows D~P;Z NTFS q=DVxP

v 9uD5D~P;Z NTFS q=DVxP

ms{"

k Client Security Software `XDms{"ZB~U>PzI:Client Security

Software 9CI\ZB~U>PzIms{"Dh8}/Lr#kb){"`XDms

;0lFczD}#KP#

g{TO$TsDCJ;\x,r UVM wCI`XLrzIDms{":g{ UVM

_ThC*\xTO$Ts(}ggSJ~b\)DCJ,ryw;\xCJD{"

+y]9CDm~x;,#}g,4T Outlook Express D;ums{"ywTO$T

sDCJ;\x,bk4T Netscape Dms{";,,4T Netscape Dms{"yw

CJ;\x#

JOoO<m

g{ Client Security Software v=Jb,rTB?V|,DJOoO<mI\Poz#

20JOoOE"

g{20 Client Security Software 1v=Jb,rTBJOoOE"I\Poz#
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Jb"4 I\Dbv=8

m~20}LPT>;ums{" Yw

20m~1T>;u{",/JzGqk*}

%!qD&CLr0dyPi~#

%w OK KvC0Z#YN*<20}LT2

0 Client Security Software DBf>#

20}LPT>;u{",ywQ-20K

Client Security Software DH0f>#

%w OK SC0ZKv#k4PTBYw:

1. 6XCm~#

2. XB20Cm~#

":g{zF.9C`,D2~\k4#$

IBM 6k=2+>,,r;Xe}C>,"X

BhC\k#

20CJIZ4*2~\k;\x Yw

1ZtC IBM 6k=2+>,D IBM M'z

O20m~1,IBM 6k=2+>,D2~\

k4*#

e}C>,TLx20#

^KU\20;*< Yw

Xk20 SMBus h8}/LrT4P^KU\

20#

20 SMBus h8}/Lr"XB*<20#

^KU\20}gax Yw

Z^KU\20}LP,;T>ms{"# 4PU\20Ti4I\T>DNNms{

"#

setup.exe D~l&;}7 Yw

g{S csec4_0.exe D~+yPD~b9u=+

2?<P,r setup.exe D~+;}#$w#

KP smbus.exe D~T20 SMBus h8}/

Lr,;sKP csec4_0.exe D~T20 Client

Security Software zk#

20 UVM P*8F+Pw1T>;ums{

"

Yw

Z DigitalPersona U.are.UPro 8F+Pw20}

LP,T>;u{"*sz4PTBYw:

1. ,S8F+Pw#

2. H}+PwODlFAA#

3. %w OK#

4. !q Yes, I want to restart my computer
now,;s%w Finish#

53+XBt/#

;*s|`Yw#8F+Pw+}720#

Administrator Utility JOoOE"

g{9C Administrator Utility 1v=Jb,rTBJOoOE"I\Poz#

Jb"4 I\Dbv=8

Z Administrator Utility Pdk"7OzD

UVM \kLos,Next 4%;IC#

Yw
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Jb"4 I\Dbv=8

ZKP Windows NT"Windows 2000 r

Windows XP D53O,1z+C'mS=

UVM 1,Z Administrator Utility Pdk"7

O UVM \kLos Next 4%I\;IC#

%w Windows0Nq81OD Information n

"LxC}L#

T<`->X UVM _T1T>;ums{" Yw

`->X UVM _T1,g{ UVM P;PC

'GG,rI\T>;ums{"#

ZT<`-_TD~0+C'mS= UVM#

|D\m1+C\?1T>;ums{" Yw

e}6k=2+>,;sV4\?9uD5

s,g{|D\m1+C\?,I\T>;u

ms{"#

I\D0,k+C'mS= UVM "ksBD

$i#

T<V4 UVM \kLo1T>;ums{" Yw

|DK\m1+C\?;sT<V4C'D

UVM \kLo1I\T>;ums{"#

k4PTBYw.;:

v g{;h*C'D UVM \kLo,r;h

*NNYw#

v g{h*C'D UVM \kLo,rXk+

C'mS= UVM "ksBD$i(I\D

0)#

T<#f UVM _TD~1T>;ums{" Yw

1zT<(}%w Apply r Save 4#f

UVM _TD~(globalpolicy.gvm)1,I\T

>;ums{"#

KvCms{",YN`- UVM _TD~T

4P|D,;s#fCD~#

T<r* UVM _T`-w1T>;ums{

"

Yw

10C'(QG<=Yw53OD);PmS

= UVM 1,UVM _T`-w+;r*#

+C'mS= UVM "r* UVM _T`-

w#

9C Administrator Utility 1T>;ums{

"

Yw

9C Administrator Utility 1,I\T>TBm

s{":

T<CJ Client Security >,1"z;v:e

x I/O ms#bIT(}XB}<4@}#

Kvms{""XBt/Fcz#

|D2+>,\k1T>;u{CD>,{" Yw

T<|D2+>,\k1,g{dk7O\k

s4BK Enter |r Tab > Enter,rtC

Disable >,4%"T>{CD>,7O{"#

k4PTBYw:

1. S{CD>,7O0ZKv#

2. *|D2+>,\k,kdkB\k,d

k7O\k,;s%w Change#dk7O

\ks;*4B Enter |r Tab > Enter#

Client Utility JOoOE"

g{9C Client Utility 1v=Jb,rTBJOoOE"I\Poz#
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Jb"4 I\Dbv=8

Limited User ^(4P Windows XP
Professional P3) Client Utility &\

Yw

Windows XP Professional Limited User I\;

\4PTB Client Utility Nq:

v |Dd UVM \kLo

v |BC UVM "aD Windows \k

v |B\?9uD5

\m1t/"Kv Administrator Utility s,b

)^F;e}#

Limited User ;\9C Windows XP Home
PD Client Utility

Yw

ZTBNNiNP,Windows XP Home Limited

User ;\9C Client Utility:

v Client Security Software 20Z NTFS q=

DVxP

v Windows D~P;Z NTFS q=DVxP

v 9uD5D~P;Z NTFS q=DVxP

bG Windows XP Home DQ*^F#KJb

;Pbv=8#

X(Z ThinkPad DJOoOE"

g{Z ThinkPad FczO9C Client Security Software 1v=Jb,rTBJOoO

E"I\Poz#

Jb"4 I\Dbv=8

"T Client Security \m1&\1T>;um

s{"

Yw

"T4P Client Security \m1&\sT>T

Bms{":ERROR 0197: Invalid Remote

change requested.Press <F1> to Setup

Xk{C ThinkPad ,6C'\kT4P3)

Client Security \m1&\#

*{C,6C'\k,k4PTBYw:

1. 4B F1 CJ IBM BIOS Setup Utility#

2. dk10,6C'\k#

3. dkUDB,6C'\k,;s7OU\

k#

4. 4B Enter |#

5. 4B F10 #f"Kv#

;,D UVM P*8F+Pw;}#$w Yw

IBM ThinkPad Fcz;'V`v UVM P*8

F+PwD`%;;#

;*P;8F+PwME#6L$w19Ck

S)9k$w1,yDME#

Microsoft JOoOE"

TBJOoO<m|,Z+ Client Security Software k Microsoft &CLrMYw53

;p9Cv=Jb1I\aPozDE"#
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Jb"4 I\Dbv=8

UVM PGGDC'D Client Security ;\}

#$w

Yw

GGDM'zC'I\Q|DKd Windows C

'{#g{"zKbViv,yP Cl ien t

Security &\<+*'#

Z UVM PXBGGBC'{"ksyPB>

$#

":Z Windows XP P,Z UVM PGGDC'g{H0Q-|DKd Windows C'{,r

;a; UVM 6p#49Z20 Client Security Software 0Q-|DK Windows C'{,K

^FT;a"z#

9C Outlook Express A!S\DgSJ~D

Jb

Yw

IZ"M=MSU=9CD Web /@wDS\

?HDnl,yT;\TS\}DgSJ~x

Pb\#

":*+ 128 ; Web /@wk Client Security

Software ;p9C,IBM 6k=2+>,Xk

'V 256 ;S\#g{ IBM 6k=2+>,

'V 56 ;S\,rXk9C 40 ; Web /@

w#ITZ Administrator Utility PR= Client

Security Software a)DS\?H#

ki$TBiv:

1. "M=9CD Web /@wDS\?HkS

U=9CD Web /@wDS\?Hf]#

2. Web /@wDS\?Hk Client Security

Software DL~a)DS\?Hf]#

S_P`vk.`XD$iDX79C$iD

Jb

Yw

Outlook Express ITPv`vk%;gSJ~

X7`XD$i,b)$iPD;)I\d*

^'#g{k$i`XD(C\?;YfZZ

zI$iD"M=FczD IBM 6k=2+>

,O,r$iI\d*^'#

ksSU=XB"Md}V$i;;sZ

Outlook Express D(6>P!q$i#

1"T}V){gSJ~{"1vV'\{" Yw

g{gSJ~{"Dw_;_PkdgSJ~

J'`XD$i1"T}V){gSJ~{

",rT>ms{"#

9C Outlook Express PD2+ThC48(*

kC'J'`XD$i#PX|`E",kN

D Outlook Express a)DD5#

Outlook Express(128 ;);9C 3DES c

(S\gSJ~{"

Yw

1Z+ Outlook Express k 128 ;f>D

Internet Explorer 4.0 r 5.0 ;p9CDM'z

.d"MS\DgSJ~1,;\9C 3DES

c(#

*+ 128 ;/@wk Client Security Software

;p9C,IBM 6k=2+>,Xk'V 256

;S\#g{ IBM 6k=2+>,'V 56 ;

S\,rXk9C 40 ; Web /@w#ITZ

Administrator Utility PR= Client Security

Software a)DS\?H#

kND Microsoft Tq!PXk Outlook Express

;p9CDS\c(D10E"#

Outlook Express M'z5X9C;,c(D

gSJ~{"

Yw
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Jb"4 I\Dbv=8

9C RC2(40)"RC2(64)r RC2(128)c

( S \ D g S J ~ { " S 9 C N e t s c a p e

Messenger DM'z;"M=9C Outlook

Express(128 ;)DM'z#S Outlook
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