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p9C#

Z>>}P,;vC'+*s?(M'zOD UVM DO$hC#yPC'<+"a{

GD8FTcICZO$#ZK>}P+20 UVM P*8F+Pw,xyPM'z*

sT Windows G<D UVM #$#

*hCM'z2+T,k4PTBYw:

1. Z Policy Director ~qwO20 Client Security i~#PXj8E",kND6+

Client Security k Policy Director ;p9C7#

2. ZyPM'zO20 Client Security Software#IZ*9C6LM'zD UVM _

T,rK1+m~20ZyPM'zO1Xk9C`,D\m1+C\?#PX

m~20Dj8E",kDA6Client Security Software 208O7#

3. Z?(M'zO20 UVM P*8F+PwMNNX*Dm~#PXICD UVM

P * z 7 D E " , k * A r , x :

http://www.pc.ibm.com/ww/security/secdownload.html#

4. Z?(M'zOhC UVM DC'O$#PXj8E",kNDZ 8 3D:+C'

mS= UVM;#;s,4PTBYw:

a. (}rC'8( UVM \kLo+C'mS= UVM#

b. Z?(M'zOhCT Windows G<D UVM #$#

c. "a?(M'zC'D8F#g{Z IBM M'zO*sxP8FO$,rCM

'zDyPC'Xk"ad8F#

5. Z?(M'zOdC Policy Director 20E"#PXj8E",kND6+ Client

Security k Policy Director ;p9C7.

6. ZdP;(M'zO`-"#f6LM'zD UVM _T,;s+d4Fxd|M

'z#hC UVM _T,9 Policy Director ITXFTBO$Ts:

v G<Yw53

v q!}V$i

v 9CgSJ~{"D}V){

PXj8E",kNDZ 19 3D:`-M9C6LM'zD UVM _T;#

7. XBt/?(M'zTTtC Windows G<D UVM #$#

8. + IBM 6k=2+>, PKCS#11 #i20=?(M'zO#C#iZ9C

Netscape "MMSUgSJ~{","9C IBM 6k=2+>,q!}V$iD

M'zOa)S\'V#PX|`E",kND6Client Security Software 208

O7#

9. 9C Policy Director 4XF Policy Director Management Console PvVD IBM

Client Security Solution Ts#

10. (*M'zC'QhCK UVM \kLo"T?(M'zhCK_T#

11. (iM'zC'DA Client Security User’s Guide TKbgN4PTBYw:

v 9C UVM #$Tx(MbxYw53

v 9C Client Utility

v +9C6k=2+>,D}V$i&C*k$iX*D\k~q)&L

v 9C}V$iS\C Netscape 4(DgSJ~{"

Z 2 B gN9C Client Security Software 5
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Z 3 B +C'mS= UVM

+C'mS= UVM 1,TBE"GPCD#

M'zC'DO$

O$M'z6pDnUC'GFcz2+TX"DX*Z]#Client Security Software a

)\m IBM M'zD2+T_T*sDgf#KgfGO$m~ User Verification

Manager(UVM)D;?V,|G Client Security Software Dw*i~#

IBM M'zD UVM 2+T_TIT(}=V==4\m:

v Z>X9C$tZ IBM M'zOD_T`-w

v Zs56'Z9C Policy Director

mSZ;vC'1zI2~S\\?#

O$*X

O$*X(}g UVM \kLorC'8F)CZi$ IBM M'zDC'#Z+C'

mS= UVM 1,z+*CM'zC'8(;v UVM \kLo#UVM \kLoIT

$o 256 vV{,|G UVM 9CDw*O$*X#Z8( UVM \kLo1,a*

CM'zC'4(C'S\\?"f"ZI IBM 6k=2+>,\mD%vD~P#

g{ IBM M'z*O$9C UVM P*h8,rXkC UVM "aO$*X(}g

C'8F)#

ZC'O$hC}LP,IT!q Client Security Software a)DTB2+T&\:

v TYw53G<D UVM #$#UVM #$7#;P UVM 6pDG)C'E\CJ

Fcz#tCT53G<D UVM #$0,kNDZ 11 3D:UVM Yw53G<

#$;q!X*E"#

v Client Security A;#$Lr#ZmSM'zC's,CC'IThCM9C Client

Security A;#$Lr#ZYw53m~D0T>1!nhC Client Security A;#

$Lr#

+C'mS= UVM .0

1+M'zC'mS= UVM 1,Administrator Utility +rza)ISP!qDC'{

Pm#PmP{FG(}9CYw534mSDC'J'#Z+M'zC'mS= UVM

.0,k9CYw53m~44(C'J'MG)C'DdCD~#Client Security

Software +aOIYw53a)D2+T&\;p$w#TBPmhvKzITC4T

wvYw53mSBC'DLrr}L#

v Windows XP M Windows 2000#k9C0C'M\k1Lr44(BDC'J'

"\mC'J'ri#PX|`E",kNDYw53D5#

Z Windows XP P,%w4(BC'4%1;"B0C'4Z UVM PGG1VN#

zXkKv"XBt/ Administrator Utility T"BKVN#

v Windows NT Workstation 4.0#k9C0C'\mw1 Lr44(BDC'J'

"\mC'J'ri#PX|`E",kNDYw53D5#
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X*:

v ;+G)ITC4G<=Yw53DC'J'GG= UVM P#g{3vC'J'Q

GG= UVM P4^(CZG<=Yw53,r1tCK UVM G<#$1,yP

C'<+;x(Z53Tb#

v +BC'J'GG= UVMP1,k;*!PC'BNG<1Xk|D\k4!r#

":

1. 1z9CYw53m~4mSBC'1,?vBC'Dr\kXkG`,D#

2. ;*+H0|D} Windows C'{DC'GG= UVM P#UVM +8rH0DC

'{x Windows ;\6pBC'{#

3. S Windows P>}QGG= UVM PDC'J's,UVM G<#$gfamsX

Lx+CJ'w*ITC4G<= Windows DJ'4Pv#KJ'^(CZG<=

Windows#

4. ZQ+C'GG= UVM Ps,k;*|D{D Windows C'{#qr,z+;

C;QCBC'{XBGG= UVM P"ksyPB>$#

+C'mS= UVM
Windows XP"Windows 2000 Professional M Windows NT C'XkT\m1(^G

<T9C Administrator Utility#

*+C'mS= UVM,kjITB}L:

1. S IBM M'zD Windows @fO%w*< > Lr > IBM Client Security
Software > Administrator Utility#

T> Enter the IBM Security Chip password {"#

2. dk IBM 2+>,\k"%w OK#

Administrator Utility 0Zr*#

3. Z Windows Users Not Enrolled in UVM xrP,SPmP!qC'{#

PmPDC'{Gy]ZYw53rxgP4(DC'J'4(eD#

4. %w Enroll User#

T>;u IBM Security Subsystem Administrator Utility {"#

5. %w OK#

6. dk Key Storage Directory(Path)r%w Browse T8rCf"?<,"%w

Next#

T>;u{"m>YwQI&jI#

7. %w OK#

Modify Client Security Key Configuration - ISS Key Setup/Archive 0Zr*#

8. dk Archive Location 76r%w Browse T8rC9uD5;C,"%w Next#

":g{Z53OtCK BIOS Administrator Password,rT>;v\kVN#d

k BIOS \m1\k"4B Enter |#

T>;u{"m>YwQI&jI#

9. %w OK#

Modify Client Security User Configuration - User Authentication Setup 0Zr*#

8 IBM
®

Client Security bv=8: Client Security Software Version 4.0 \m18O



10. dk"7OCC'Du< UVM \kLo,;s%w Next#

":ZKP Windows NT"Windows 2000 r Windows XP D53O,Next 4%

I\;IC#g{"zKiv,rk%w0 W i n d o w s Nq81OD

Information ;n"LxC}L#

T>;u{"m>YwQI&jI#

11. %w OK#

Modify Client Security User Configuration - Windows Logon Password 0Zr*#

12. Z Windows Password VNP,kdkkCC'X*DYw53\k#

X*:53+*C'a)`,D Windows \kxkr^X#k7#zdkD\k

kC'D10\k`%d#;byv+a<BCC';53\xCJ#

13. Z Confirm Windows Password VNP,dkkC'X*DYw53\k,;s%

w Next#

Z+10QG<DC'GG= UVM P1,IBM User Verification Manager 0Zr

*#

14. + UVM \kLodk\kLoVN#

T>;u{"m>YwQI&jI#

15. %w OK#

Modify Client Security User Configuration - UVM Enabled Devices 0Zr*#

g{4208Fh8,rkxk=h 20#

16. %w Enroll Fingerprints#

Fingerprint Registration 0Zr*#

17. (}%w`&D%!4%4!q*"aDVMV8#

Fingerprint Registration 0Z+43zD!q#

18. %w Start registration#

19. +V8EZ UVM P*8F+PwO"4A;OD8>E"xPYw#

%w Cancel this finger 4!{8F(h#I&"a8Fs+T>;vA;#

":g{9CK Digital Persona r OMRON 8Fh8,rXkDN(h8F#g

{20K Targus DEFCON Jdww*8Fh8,r;*(h8F;N#

20. 1jI"a8F1k%w Exit#

Modify Client Security User Configuration - Operation Complete 0Zr*#

21. %w Finish#

bCz5X Administrator Utility w0Z#zVZQ-+C'mS= UVM,4(K

M'zDC'S\\?""aKC'8F#*mSd{C',kX4K}L#

22. Z+BC'mS= UVM s,k+*{GhCD UVM \kLo(*{G#C'

IT(}9C Client Utility 4|D{GD UVM \kLo#PXj8E",kN

DZ 31 3DZ 7 B, :kTM'zC'D8>E";#

Z 3 B +C'mS= UVM 9
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Z 4 B +C'mS= UVM s

+C'mS= UVM s,ITjInbD Client Security &\,gByv:

v hCTYw53G<D UVM #$#PX|`E",kND:hC UVM Yw53

G<#$;#

v i5C'S\\?#PX|`E",kNDZ 23 3D:|D\?9uD5;C;#

v hC Client Security A;#$Lr#PX|`E",kNDZ 31 3DZ 7 B, :k

TM'zC'D8>E";#

v (} UVM 4"aC'8F#PX|`E",kNDZ 12 3D:9C UVM "aC

'8F;#

g{Z+C'mS= UVM .020K UVM P*8F+Pw,rITZG1xP

8F"a#

UVM Yw53G<#$

Windows Yw53|,a)G<#$D&CLr#UVM #$hFIkG) Windows G

<&CLr"P$w#UVM 53G<#$v?KfYw53a)D\k&\#TZ

Windows XP Professional"Windows NT M Windows 2000,UVM G<gf!zYw

53G<,9CC'?N"TG<=53O1<r* UVM G<0Z#

hC UVM Yw53G<#$

hCM9CT53G<D UVM #$0,kDATBE":

v g{ UVM _T8> Windows NT"Windows 2000 r Windows XP 53G<*s

8FO$,xC'4"a8F,rC'Xk"a8FTG<#g{*s8FO$x

;P,S(hG,rG<+'\"R53+(fms#

Kb,g{4C UVM "a(r"a;}7)C' Windows \k,G4C'Xka

)}7D Windows \kTG<#

v 1tCK UVM #$1,;*e} IBM 6k=2+>,#qr,2LDZ]+dC

;I9C,xzXkXBq=/2L}/w"XB20yPm~#PX|`E",

kNDZ 37 3DZ 8 B, :JOoO;PD0\m1<I1#

v g{e}K Administrator Utility PD Replace the standard Windows logon with
UVM’s secure logon 4!r,r535X Windows G<}Lx^h{C UVM G

<#$#

hC UVM Yw53G<#$

*hCTYw53D UVM #$,kjITB}L:

1. S IBM M'zD Windows @fO%w*< > Lr > IBM Client Security
Software > Administrator Utility#

T> Administrator Utility w0Z#

2. %w Configure Application Support and Policies#

T> UVM Application and Policy Configuration A;#

3. !q Replace the standard Windows logon with UVM’s secure logon 4!

r#
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4. %w OK#

5. XBt/Fcz#

1FczXBt/1,+a>zG<=Fcz#PX UVM #$D|`E",kNDZ

11 3D:UVM Yw53G<#$;#

9C UVM "aC'8F

1 UVM _TQ`-I|(8FO$1,?vC'XkC UVM "a8F#

":Windows XP ;'V Digital Persona U.are.U Pro 8F+Pw#

*C UVM "aC'8F,kjITB Administrator Utility }L:

1. Z UVM D Windows Users Enrolled xrP,SPmP!q;vC'{#

2. %w Edit User#

T> Modify Client Security Key Configuration- Edit UVM User Attributes 0Z#

3. !q Register with UVM-aware device "%w Next#

T> Modify Client SecurityKey Configuration- UVM Enabled Devices 0Z#

4. %w Register user fingerprints#

5. Z Select a hand xrP,%w Left r Right#

6. Z Select a finger xrP,%wT!qzk*(hTq!d8FDV8,;s%w

Start registration#

7. +V8EZ UVM P*8F+PwO,"4UA;8>E"xPYw#

!vZ(hGME,I\h*T?v8F(hDN#%w Cancel this finger 4!

{8F(h#

8. 8(m;vV8xP"a,r%w Exit jI#

9CT Lotus Notes D UVM #$

UVM a) Lotus Notes C'Dv?D2+T#$#

tCT Lotus Notes C'j6D UVM #$

ZItCT Lotus Notes D UVM #$.0,Notes XkQ20Z IBM M'zO,X

k*C'("K Notes C'j6M\k,"RK Notes C'XkQmS= UVM#

*hCT Lotus Notes D UVM #$,k4PTBYw:

1. S IBM M'zD Windows @fO%w*< > Lr > IBM Client Security
Software > Administrator Utility#

T> Administrator Utility w0Z#

2. %w Configure Application Support and Policies#

T> UVM Application M Policy Configuration A;#

3. !q Enable Lotus Notes support 4!r#

4. %w Apply#

5. %w OK#
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T> Application Support Actions A;,"vV;u{"m>QtCK Lotus Notes

'V#

6. t/ Lotus Notes#

1 Lotus Notes t/1,UVM \k"ajI#

9C Lotus Notes PD UVM #$

IT9CT Lotus Notes D UVM #$0,Xk40tCT Lotus Notes C'j6D

UVM #$1PD=hxPYw#

hC Lotus Notes PD UVM #$

*hC Lotus Notes PD UVM #$,k4PTBYw:

1. G<= Lotus Notes P#

T> IBM User Verification Manager 0Z#

2. ZICDVNdk"i$zD Lotus Notes \k#

VZzD Lotus Notes \kQ(} UVM xPK"a#

XBhC Lotus Notes \k

*XBhC Lotus Notes \k,k4PTBYw:

1. G<= Lotus Notes P#

2. S Lotus Notes K%8P,%w File > Tools > User ID#

T> IBM User Verification Manager 0Z#

3. dk UVM \kLo"%w OK#

T> User ID 0Z#

4. %w Set Password#

T> IBM User Verification Manager 0Z#

5. !q Create your own password %!4%#

6. ZICDVNPdk"i$zDB Lotus Notes \k,"%w OK#

":+ Lotus Notes PD\k|D=H0x-9CD51,Notes \x\k|D,+G

;(* Client Security Software#rK,UVM f" Notes \xD\k#

g{1zZ Lotus Notes P|D\k1SU=;u{"m>C\kT0Q9C},

rz+h*Kv Lotus Notes,t/ Client Utility,"+ Lotus Notes \kV4=

T0D5#

g{zD Lotus Notes \kGfzzID,xzU=KKms{",+z;l(*

@C\kG24,rK^(V$+dXBhC#zXkr\m1ks;vBDj

6D~rV4T0#f}Dj6D~D1>#

{CT Lotus Notes C'j6D UVM #$

g{k{CT Lotus Notes C'j6D UVM #$,k4PTBYw:

1. S IBM M'zD Windows @fO%w*< > Lr > IBM Client Security
Software > Administrator Utility#

T> Administrator Utility w0Z#

2. %w Configure Application Support and Policies#
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T> UVM Application and Policy Configuration A;#

3. ;!q Enable Lotus Notes support 4!r#

4. %w OK#

T> Application Support Action A;,"P{"8>{CK Lotus Notes 'V#

hCTP;D Lotus Notes C'j6D UVM #$

*S;vtCK UVM #$DC'j6P;=m;vC'j6,k4PTBYw:

1. Kv Lotus Notes#

2. {CT10C'j6D UVM #$#PXj8E",kNDZ 13 3D:{CT Lotus

Notes C'j6D UVM #$;#

3. xk Lotus Notes "P;C'j6#PXP;C'j6DE",kND Lotus Notes

D5#

4. **Q*;=DC'j6hC UVM #$,kxk Lotus Notes Configuration $_

(I Client Security Software a)),"hC UVM #$#kNDZ 13 3D:9

C Lotus Notes PD UVM #$;#

+ Client Security Software k Netscape &CLr;p9C

IZ Client Security Software D9C(#GXZ9C'V PKCS#11 D&CLr(Xp

G Netscape &CLr)4q!M9C}V$i,rK>?VPa)D8>E"X(Z

Client Security Software D9C#

PXgN9C Netscape &CLrD2+ThCDj8E",kND Netscape a)DD

5#

":*+ 128 ;/@wk Client Security Software ;p9C,IBM 6k=2+>,X

k'V 256 ;S\#ITZ Administrator Utility P(}%w Chip Settings 4

%iR Client Security Software a)DS\?H#

20 Netscape &CLrD IBM 6k=2+>, PKCS#11 #i
IT9C}V$i0,Xk+ IBM 6k=2+>, PKCS#11 #i20=FczO#

r*20 IBM 6k=2+>, PKCS#11 #i*s UVM \kLo,yTXkAY+

;vC'mS=FczD2+T_T#

*20 IBM 6k=2+>, PKCS#11 #i,kjITB=h:

1. S IBM M'zD Windows @fO%w*< > Lr > IBM Client Security
Software > Administrator Utility#

T> Administrator Utility w0Z#

2. %w Configure Application Support and Policies#

T> UVM Application and Policy Configuration A;#

3. !P Enable Netscape support 4!r#

4. %w Apply#

T> Application Support Action A;,"P{"8>tCK Entrust 'V#

5. %w OK#
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9C Netscape &CLrD PKCS#11 G<#$

1hCKFczD PKCS#11 G<#$1,?NG<= Netscape 1Xk*{OO$*

s#I\Xkdk UVM \kLoM/r(h8FT{OO$*s#O$*sZFcz

D UVM _TP(e#

!q IBM 6k=2+>,TzI Netscape &CLrD}V$i

Z Netscape ZzI}V$i1,k!q IBM 6k=2+>,w*k$iX*D(C\

?DzIw#

Z}V$i4(}LP,a;*s!q#{ZdPzI\?D(r}]b,k!q IBM
embedded Security Subsystem#

PXzI}V$iM+$ik Netscape ;p9CD|`E",kND Netscape a)D

D5#

|B Netscape &CLrD\?9uD5

4(}V$i.s,k(}|B\?9uD548]$i#IT9C Client Utility |B

\?9uD5#

9C Netscape &CLrD}V$i

9C Netscape &CLrPD2+ThC4i4"!qM9C}V$i#}g,Z

Netscape Messenger D2+ThCP,XkZIT9C|TgSJ~{"xP}V){

rS\.0!q$i#PX|`E",kNDI Netscape a)DD5#

20K IBM 6k=2+>, PKCS#11 #i.s,?N9C}V$i1 UVM <aa

>h*O$*s#I\Xkdk UVM \kLoM/r(h8FT{OO$*s#O$

*sZFczD UVM _TP(e#

g{;{O UVM _ThCDO$*s,rT>;ums{"#g{%wK{"OD

OK 1,+r* Netscape,+GXBt/ Netscape "a)}7D UVM \kLoM/

r8F0;\9CI IBM 6k=2+>,zID}V$i#
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Z 5 B &m UVM _T

"T`->XM'zD UVM _T0,k7# UVM PAYGGK;vC'#qr,

1_T`-w"Tr*>X_TD~1,+T>;ums{"#

+C'mS= UVM s,Xk`-"#f?v IBM M'zD2+T_T#Client

Security Software a)D2+T_TF* UVM _T,|aOK0+C'mS= UVM1

Pa)DhCMM'z6pDO$*s#UVM _TICZ>Xrg`vM'z6LX

FM'zD2+T_T#

Administrator Utility _P;vZC UVM _T`-w,ITC4`-"#f>XM'z

r6LM'zD UVM _T#IBM M'z4PDNq(}gG<=Yw53re}A

;#$Lr),F*O$Ts,"Rb)TsXkQZ UVM _TZ+O$*sVdx

|G#}g,IThC UVM _TT*sTBYw:

v ?vC'Xkdk UVM \kLo,"9C|FUjO$TG<=Yw53#

v ?NqC}V$i1,?vC'Xkdk UVM \kLo#

1Z UVM _TPxPhC1,Policy Director +XFXbDO$Ts#

UVM _T* IBM M'z(xGvpC')hCO$TsD*s#rK,g{zhC

UVM _TT*sO$Ts(}gYw53G<)D8F1,rmS= UVM D?vC

'Xk"a8FT9CCTs#PXmSC'Dj8E",kNDZ 8 3D:+C'

mS= UVM;#

#fZD~PD UVM _T|{* globalpolicy.gvm#*Z6LM'zO9C

UVM,UVM _TXkf"Z;v IBM M'zO,;s4F=d|M'z#9C6L

M'zOD UVM _TITZ!Zd|M'zOhC UVM _TD1d#

`->X UVM _T

`->X UVM _T"+|vCZTdxP`-DM'zO#g{+ Client Security 2

0 Z d 1 ! ; C , r > X U V M _ T f " * \ P r o g r a m

Files\IBM\Security\UVM_Policy\globalpolicy.gvm#k9C UVM _TD`-w4`-M

#f>X UVM _T#;PQmS= UVM DC'IT9C UVM _T`-w#

Administrator Utility Pa)K UVM _T`-wDgf#

1#fT UVM _TD|D1,aT>;u*s\m1(C\?D{"#dk\m1(

C\?"%w OK T#f|D#g{a)D\m1(C\?;}7,r;a#f|D#

O$yZzZ_T`-wP!qDZ]x"z#}g,g{!q Lotus Notes G<D

0No passphrase required after 1st used this way1,;s^[N1G<= Lotus Notes

1,|+*s UVM O$#1AzXB}<r"z,Ks?NCJ Lotus Notes,+;

*sC\kLo#

1hC UVM _TT*sTO$Ts(}gYw53G<)a)8F1,mSx UVM

D?vC'XkQ"ad8FT9CCTs#
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`- UVM _T1,IT(}%w UVM Policy Summary 4i4_T**E"#,1

9IT%w Apply T#f|D#Z%w Apply s,aT>;u{"a>zh*\m1

(C\?#dk\m1(C\?"%w OK T#f|D#g{a)D\m1(C\?;

}7,r;a#f|D#

UVM _TTs

UVM _TTs9z\;(";,C'YwD;,D2+T_T#

P'D UVM _TTs|,TBwn:

System Logon
KTsXFG<=53yXhDO$*s#

System Unlock
KTsXFe} Client Security A;#$LryXhDO$*s#

Netscape - PKCS#11 Logon
KTsXF PKCS#11 #iSU= PKCS#11 C_OpenSession tP1yXhDO

$*s#s`}C'Xk+KhC#t*0No passphrase required after 1st used

this way.1#

Lotus Notes Logon
KTsXFG<= Lotus Notes yXhDO$*s#

Lotus Notes Change Password
KTsXF9C UVM TzIfz Lotus Notes \kyXhDO$*s#

Digital Signature(e-mail)
KTsXF%w Microsoft Outlook r Outlook Express PD0){14%1y

XhDO$*s#

Decryption(e-mail)
KTsXF%w Microsoft Outlook r Outlook Express PD0b\14%1y

XhDO$*s#

Acquire Digital Certificate
KTsXFq!}V$iyXhDO$*s#

File and Folder Protection
KTsXFR|%w!qDS\Mb\1yXhDO$*s#

Entrust Logon
KTsXF Entrust lI PKCS#11 #iSU= PKCS#11 C_OpenSession tP

1yXhDO$*s#s`}C'Xk+KhC#t*0No passphrase required

after 1st used this way.1#

Change Entrust Logon Password
KTsXF|D Entrust G<\kyXhDO$*s#Entrust (}lI

PKCS#11 #iSU= PKCS#11 C_OpenSession tP44PKYw#s`}C

'Xk+KhC#t*0No passphrase required after 1st used this way.1#

t/ UVM _T`-w

*t/ UVM _T`-w,kjITB Administrator Utility }L:

1. %w Configure Application Support and Policy 4%#
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2. %w Policy Configuration 4%#

3. Z UVM Policy xrP,!q Local Client,;s%w Edit UVM Policy#

Global Policy Access Password 0Zr*#

4. dk password ;s4B Enter |#

UVM _TD~D1!CJ\kG%J password#Z`- UVM _Ts,IT|

DCJ\k#PX|`E",kNDZ 21 3D:|D UVM _TD~D\k;#

5. Z Policy Selection 3fO,SB-K%P!q UVM _TD~(globalpolicy.gvm)#

6. %w Object Selection !n(,;s%w Action r Object Type,"!qz

k**d8(O$*sDTs#

Yw|, System Logon"System Unlock M E-mail Decryption;Ts`MD;v

>}G Acquire Digital Certificate#

7. TZ!qD?vTs,k4PTBYw:

v %w Authentication Elements !n(,;s`-k*8(xTsDICO$

*XDhC#

v !q Policy Director controls selected object T9 Policy Director \;X

Fy!qDTs#vZzkC Policy Director XF IBM M'zDO$*X1E

!qC!n#PX|`E",kND6+ Client Security k Policy Director ;

p9C7#

X*:g{9 Policy Director \;XFTs,rz*+XF(;x Policy Director

TsUd#g{byv,zXkXB20 Client Security Software TXB("T

CTsD>XXF#

v !q Deny all access to selected object T\xCJy!qDTs#

8. %w Information !n("dk53{F"C'j8E",T053Ms5\m1

j8E"DE"#

9. %w Policy Selection !n("%w UVM Policy 4%#

Save M Save as 4%dIICD#

10. 4PTBYw.;:

v %w Save T#f_TD~"4UA;OD8>E"xPYw#

v %w Save as TB\k#fD~#PX|D\kD|`E",kNDZ 21 3D

:|D UVM _TD~D\k;#

#f|Ds,aT>;u*s\m1(C\?D{"#dk\m1(C\?"

%w OK TLx#g{a)D\m1(C\?;}7,r;a#f|D#

11. %w OK T#f|D"Kv#

`-M9C6LM'zD UVM _T

*9Cg`( IBM M'zD UVM _T,k`-"#f6LM'zD UVM _T,

;s+ UVM _TD~4F=d| IBM M'z#g{+ Client Security 20Zd1

! ; C , r 6 L U V M _ T D ~ + f " * \ P r o g r a m

Files\IBM\Security\UVM_Policy\remote\globalpolicy.gvm#XkZ4( \remote S?<0

dZ]0#f UVM _TD~#
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k9C UVM _T`-w4`-M#f6LM'zD UVM _T#Administrator Utility

Pa)K UVM _T`-wDgf#;PQmS= UVM DC'IT9C UVM _T

`-w#

1#fT UVM _TD|D1,aT>;u{",ks\m1(C\?#dk\m1(

C\?"%w OK T#f|D#g{a)D\m1(C\?;}7,r;a#f|D#

1hC UVM _T*s6LM'zTa)*sO$Ts(gYw53G<)D8F1,

?vC'Xk_P"aD8FT9CCTs#yP9C_TD6LM'z<Xk20

K UVM P*8F+Pw#

Z`- UVM _TD~D,1,(}%w UVM Policy Summary ITi4_T**

E"#,19IT%w Apply T#f|D#g{%w Apply, aT>;u{",a>

zh*\m1(C\?#dk\m1(C\?"%w OK T#f|D#g{a)D\m

1(C\?;}7,r;a#f|D#

*t/ UVM _T`-w,kjITB Administrator Utility }L:

1. %w Configure Application Support and Policy 4%#

2. %w Policy Configuration 4%#

3. Z UVM Policy xr,k!q Remote Clients,;s%w Edit UVM Policy#

Global Policy Access Password 0Zr*#

4. dk password ;s4B Enter |#

UVM _TD~D1!CJ\kG%J password#Z`- UVM _Ts,IT|D

CJ\k#PX|`E",kNDZ 21 3D:|D UVM _TD~D\k;#

5. Z Policy Selection 3fO,SB-K%P!q UVM _TD~(globalpolicy.gvm)#

6. %w Object Selection !n(,%w Action r Object Type,;s!qk*

8(O$*sDTs#

Yw|, System Logon"System Unlock M E-mail Decryption;Ts`MD;v

>}G Acquire Digital Certificate#

7. TZ!qD?vTs,k4PTBYw.;:

v %w Authentication Elements !n(,;s`-k*8(xTsDICO$

*XDhC#

v !q Policy Director controls selected object T9 Policy Director \;X

Fy!qDTs#vZzkC Policy Director XF IBM M'zDO$*X1E

!qC!n#PX|`E",kND6+ Client Security k Policy Director ;

p9C7#

X*:g{9 Policy Director \;XFTs,rz*+XF(;x Policy Director

TsUd#g{byv,zXkXB20 Client Security Software TXB("T

CTsD>XXF#

v !q Deny all access to selected object T\xCJ!qDTs#

8. %w Information !n("dk53{F"C'j8E",T053Ms5\m1

j8E"DE"#

9. %w Remote Configuration !n(#!qZ+9CK UVM _TD6LM'z

OICDO$*X#

TZ Policy Director \m1:g{ Policy Director tCK6LM'z,k!q

Policy Director enabled client 4!r#
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10. %w Policy Selection !n("%w UVM Policy 4%#

Save M Save as 4%dIICD#

11. 4PTBYw.;:

v %w Save T#f_TD~#

v %w Save as TB\k#fD~#PX|D\kDE",kND:|D UVM

_TD~D\k;#

#f|Ds,aT>;u*s\m1(C\?D{"#

12. dk\m1(C\?"%w OK TLx#

g{a)D\m1(C\?;}7,r;a#f|D#

13. %w OK T#f|D"Kv#

14. +TBD~4F=+9CK UVM _TDd|6L IBM M'zO:

v \IBM\Security\UVM_Policy\remote\globalpolicy.gvm

v \IBM\Security\UVM_Policy\remote\globalpolicy.gvm.sig

g{Q+ Client Security Software 20Zd1!;C,r0fDy?<* \Program

Files#+b=vD~<4F=6LM'zOD \IBM\Security\UVM_Policy\ ?<76#

|D UVM _TD~D\k

*#$ UVM _ThC,zIT|D UVM _TD~DCJ\k#?Nxk UVM _

T`-w1,XkdkCJ\k#

TB8>E"Y(zQxk UVM _T`-w"RQ<8C#f UVM _TD~#

*|D UVM _TD~D\k,kjITB}L:

1. !q UVM _TD~(globalpolicy.gvm)"%w UVM Policy 4%#

2. %w Save as TB\k#fD~#

Save as 0Zr*#Z#fKD~Ts,+T>;u{"*szi$Gq*CBD{

F4#fCD~#

*|D U V M _TE*D~D10\k,k8(10D U V M _TD~

(...\IBM\Security\UVM_Policy\globalpolicy.gvm)#

3. %w OK#

4. Z Access Password VNP,dk UVM _TD~D10\k"%w Change
Password#

g{;PZ Access Password VNPdk10\k,rT>;ums{"#Access

Password 0ZYNr*#

5. Z New Password VNP,dkB\k#

_T\kITG$Hn`* 255 vV{DV8}VV{DNbiO#

6. Z Verify Password VNP,YNdkB\k"4B Enter |#
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Z 6 B 9C Administrator Utility Dd|&\

1Z IBM M'zOhC Client Security Software 1,k9C Administrator Utility 4

tC IBM 6k=2+>,,hC2+>,\k,zI2~\?,T0hC2+T_T#

>?Va)PX9Cd| Administrator Utility &\D8>E"#

*r* Administrator Utility,kjITB=h:

1. S IBM M'zD Windows @fO%w*< > Lr > IBM Client Security
Software > Administrator Utility#

IZT Administrator Utility DCJ\2+>,\kD#$,rKT>;u{"*s

zdk2+>,\k#

2. dk2+\k,;s%w OK#

|D\?9uD5;C

1Z;N4(K\?9uD51,M4(KyP\?D1>"+|G#f=Z201

8(D;C#

":M'zC'9IT9C Client Utility 4|D\?9uD5;C#PX|`E",k

NDZ 31 3DZ 7 B, :kTM'zC'D8>E";#

*|D\?9uD5;C,kjITB Administrator Utility }L:

1. %w Key Configuration 4%#

2. %w Change the archive location %!4%#

T> Modify Client Key Configuration- New Key Archive Location A;#

3. dkB76,r%w Browse T!q76#

4. %w Next#

5. %w Finish#

|D9uD5\?T

1Z;N4(K9uD5\?T1,|(#f"ZmLOrITC`vC'CJD2

m?<P#g{C9uD5\?Tp5K,rzIT|DI;,D9uD5\?T#

":Z|D9uD5\?T.0,qX|B9uD5#

*|D9uD5\?T,kjITB Administrator Utility }L:

1. %w Key Configuration 4%#

T> Modify Client Security Key Configuration A;#

2. %w Change IBM Security Subsystem Archive keypair %!4%#

Modify Client Security Key Configuration - New UVM Administrator Public Key File

0Zr*#

3. Z New ISS Archive Public Key File VNP,dkBD9uD5\?TDD~{#

9IT%w Browse 4QwD~,r%w Create 4zIBD9uD5\?T#
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":k7#Z;|, Old ISS Archive Private Key D~D;C4(BD\m1+C

\?#

4. Z Old ISS Archive Private Key File VNP,dk9uD5\?TDD~{,r%

w Browse TQwD~#

5. Z Archive Directory (Path) VNP,dk\?9uD5yf"D76,r%w

Browse T!q76#

6. %w Next#

":g{9uD5\?TVn*`vD~,rT>;u{",*szdk?vD~

D;CM{F#Z Key File VNPdk?vD~{.s,k%w Read Next#

7. %w OK#

V4\?

g{Q|;53er2L}/wvJO,zI\h*V4\?#ZV4\?1,z*

S\?9uD54FnBDC'\?D~"+df"Z IBM 6k=2+>,O#b)

4FDC'\?D~vVZ|GH0ZFczOyf"D?<P,}gxg?<rm

L#

S9uD5V4S\\?

g{+FczPD53e|;*|, IBM 6k=2+>,D53e,"RS\\?Z

2L}/wOT;P',rIT(}9C IBM 6k=2+>,0XBS\1H0kF

czX*DS\\?4ZBD53eOV4b)S\\?#

ZtCBD>,"hC2+>,\ksI4P\?V4#PXj8E",kNDZ 28

3D:tC IBM 6k=2+>,MhC2+>,\k;#

*Z|;53esV4\?,kjITB Administrator Utility }L:

1. %w Key Configuration 4%#

2. %w Restore IBM Security Subsystem keys from archive,;s%w Next#

3. Z Archive Directory (Path) VNP,dk\m1+C\?D76MD~{,r%w

Browse 4QwD~#

4. Z ISS Archive Private Key File VNP,dk\m1(C\?D76MD~{,r

%w Browse TQwD~#

5. %w Next#

T>;u{"mwYwQI&jI#

":g{\m1(C\?VnI`vD~,rT>;u{",*szdk?vD~

D;CM{F#Z Key File VNPdk?vD~s,%w Read Next#

6. %w OK#

7. %w Finish#

":g{ZV49uD5s|D\m1\?T,rT>ms{"#g{"zbVi

v,rXk+C'mS= UVM,;sksB$i#
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S\?9uD5V4C'\?

g{FczD2L}/wJOF5KC'\?Dj{T,rITS\?9uD5V4

\?#V4\?+2GQf"DNN\?#

":\?V4s,UVM G<T/tC#rK,g{*s UVM G<D8FO$,rZ

V4.sDXB}<00Xk1208Fm~,T\bx(Z53.b#

BP8>E"Y( Administrator Utility 4\2L}/wJODp5#g{2L}/w

JOF5KM'z2+TD~,rI\h*XB20 Client Security Software#

*S\?9uD5V4C'\?,kjITB Administrator Utility }L:

1. %w Key Configuration 4%#

2. %w Restore IBM Security Subsystem keys from archive %!4%#

Modify Client Security Key Configuration - Restore All IBM Security Subsystem Keys

0Zr*#

3. Z Archive Directory (Path) VNP,dk\m1+C\?D76,r%w Browse
T(;D~#

4. Z ISS Archive Private Key File VNP,dk\m1(C\?D76MD~{,r

%w Browse T(;D~#

5. %w Next#

T>;u{",mwYwQI&jI#

":g{\m1(C\?Vn*`vD~,rT>;u{",*szdk?vD~

D;CM{F#Z Key File VNPdk?vD~s,%w Read Next#

6. %w OK#

7. %w Finish#

4;O$JOF}w

**3vC'4;O$'\F}w,kjITB Administrator Utility }L:

1. Z UVM xrGGD Windows C'P,!qC'#

2. %w Reset Fail Count#

3. dky!qC'D UVM \kLo,"%w OK#

T>;u{",(*zYwI&#

4. %w OK#

|D Policy Director 20E"

TBE"<ZfrF.9C Policy Director 4\m UVM 2+T_TDO$TsD2

+T\m1#PX|`E",kND6+ Client Security k Policy Director ;p9

C7#

`- Policy Director 20E"

*Z IBM M'zOdC Policy Director 20E",kjITB Administrator Utility

}L:

Z 6 B 9C Administrator Utility Dd|&\ 25



1. %w Configure Application Support and Policy 4%#

2. %w Policy Configuration 4%#

3. !qz+9CD~qw"amD DCE r LDAP#

4. Tky!qD~qw"am`XD?vVN,dkJ1DE"#

"B>X_Y:f

I Policy Director \mD2+T_TE"D>X1>#tZ IBM M'zO#IT4B

]Ml}Dv?hC>X_Y:fD"BJ,r_IT%w4%4"4|B>X_Y

:f#

*hCr"B>X_Y:f,kjITB Administrator Utility }L:

1. %w Configure Application Support and Policy 4%#

2. %w Policy Configuration 4%#

3. 4PTBYw.;:

v *"B>X_Y:f,k%w Refresh NOW#

v *hC"BJ,kZa)DVNPdkB}Ml}#B}Ml}D5zmQwH

D"B.dD1d?#

V4 UVM \kLo

UVM \kLo*mS= IBM M'zD2+T_TPD?vC'x4(#IZ\kL

oI\a*'r|G,r_I\IM'zC'|D,rK Administrator Utility a)K

;VV4\kLoD==#

*V4\kLo,kjITB Administrator Utility }L:

1. S Windows Users Enrolled in UVM VNP!q;vC'#

2. %w Recover Passphrase 4%#

Recover Passphrase 0Zr*#

3. Z IBM Security Subsystem Key Archive VNP,dk\m1+C\?D76MD

~{,r%w Browse T(;D~#

4. Z IBM Security Subsystem Archive Private Key file VNP,dk\m1(C\?

D76MD~{#

5. %w OK#

T>;u{",rzT>C'D UVM \kLo#

g{+\m1(C\?VnI`vD~,rT>;u{",*szdk?vD~D;

CM{F#Z Key File VNPdk?vD~s,%w Read Next#

|D IBM 2+>,\k

zXkhC2+>,\kTtC IBM 6k=2+>,#T Administrator Utility DC

J2\2+>,\kD#$#*Ka_2+T,k(Z|D2+>,\k#$1d#

V;dD\kI\|]W;b?%w#PX2+>,\kfrDE",kNDZ 55 3

D=< B, :\kM\kLofr;#

*|D Security Chip \k,kjITB Administrator Utility }L:
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1. %w Chip Settings 4%#

T> Modify IBM Security Chip Settings A;#

2. %w Change chip password#

Change IBM Security Chip password 0Zr*#

3. Z New password VNP,dkB\k#

4. Z the Confirmation VNP,YNdk\k#

5. %w OK#

T>;u{",(*zYwI&#

"b:;*4 Enter |r Tab > Enter T#f|D#g{byv,r Disable chip

0Zar*#g{ Disable chip 0Zr*,k;*{CC>,;xGKvC0Z#

6. %w OK#

i4XZ Client Security Software DE"

PX IBM 6k=2+>,M Client Security Software DTBE",IT(} Chip Setup

A;qC:

v 6k=2+>,DS\4,

v IBM 6k=2+>,D4,

v k Client Security Software ;p9CDL~Df>E

v 2~S\\?DP'T

*i4M'z2+TE",kjITB Administrator Utility }L:

1. %w Chip Settings 4%#

Modify IBM Security Chip Settings 0Zr*,||,PXm~M IBM 2+>,4

,DE"#

2. %w Refresh Ti$4,#

3. %w close TKv#

{C IBM 6k=2+>,

Administrator Utility a){C IBM 6k=2+>,D=(#r**s2+>,\k4

t/ Administrator Utility M{C>,,yTk#$2+>,\kT{94-Z(DC

'{C>,#

X*:g{QT53G<tCK UVM #$,r;*{C>,#g{byv,2LDZ

]+dC;I9C,xzXkXBq=/2L}/w"XB20yPm~#*e} UVM

#$,kr* Administrator Utility,;s%w Replace the standard Windows logon
with UVM’s secure logon 4!r#XkXBt/Fcz,E\T53G<{C UVM

#$#

*{C6k=2+>,,kjITB Administrator Utility }L:

1. %w Chip Settings 4%#

2. %w Disable Chip 4%,"4UA;OD8>E"Yw#

3. g{FcztCK0v?2+T1,rzI\XkdkZ Configuration/Setup Utility

PhCD\m1\kT{CC>,#
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*Z>,{Cs9C IBM 6k=2+>,M2~S\\?,XkXBtC>,#

tC IBM 6k=2+>,MhC2+>,\k

Z20m~.s,g{h*tC IBM 6k=2+>,,rIT9C Administrator Utility

4XBhC2+>,D\k"hCBDS\\?#

Z53e|;sr_g{{CK IBM 6k=2+>,,rI\h*tCC>,TV4

\?9uD5#

*tC>,"hC2+>,\k,kjITB}L:

1. S IBM M'zD Windows @fO%w*< > Lr > IBM Client Security
Software > Administrator Utility#

T>;u{",*stC IBM M'zD IBM 6k=2+>,#

2. %w Yes#

T>;u{"*sXBt/Fcz#Z IBM 6k=2+>,+*tC.0,XkX

Bt/Fcz#g{zDFczQtC0v?2+T1,rI\h*dkZ

Configuration/Setup Utility PhCD\m1\kTtC>,#

3. %w OK TXBt/Fcz#

4. S Windows @f,%w*< > Lr > IBM Client Security Software >
Administrator Utility#

IZT Administrator Utility DCJ\2+>,\kD#$,rKT>;u{",*

szdk2+>,\k#

5. Z New password VNP,dkBD2+>,\k,;sZ Confirmation VNPY

NdkC\k#

6. %w OK#

tC Entrust 'V

IBM 6k=2+>,k Client Security Software dO9CTv? Entrust 2+T&\#

Z0P Client Security Software DFczOtC Entrust 'VI+ Entrust m~2+T

&\*Fx IBM 2+>,#

Client Security Software +T/tC Entrust 'V;+G,g{ entrust.ini D~;Z#

f76P,r*C'r*;vT0rT/@ entrust.ini D~#ZC'(;"!qCD~

s,Client Security cITtC Entrust 'V#%w Enable Entrust Support 4%s,

Z Entrust 9C IBM 6k=2+>,.0,XkXB}<#

*tC Entrust 'V,kjITB}L:

1. S IBM M'zD Windows @fO%w*< > Lr > IBM Client Security
Software > Administrator Utility#

T> Administrator Utility w0Z#

2. %w Configure Application Support and Policies#

T> UVM Application and Policy Configuration A;#

3. !q Enable Entrust support 4!r#

4. %w Apply#
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T> IBM Client Security Entrust Support A;,"vV;u{",m>QtC Entrust

'V#

":XkXBt/FczT9|DP'#
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Z 7 B kTM'zC'D8>E"

>?Va)DE"ozM'zC'4PTBYw:

v T53G<9C UVM #$

v hC Client Security A;#$Lr

v 9C Client Security Software S\D~MD~P

v 9C Client Utility

v 9C2+gSJ~M Web /@

v dC UVM ytW!n

>?VPDE"2Z Client Security User’s Guide Pa)#

T53G<9C UVM #$

>Z|,PXT Windows XP"Windows NT M Windows 2000 Professional 539C

UVM G<#$DE"#XkTFcztC UVM #$,E\9CC#$#

UVM #$9z\;(}G<gfXFTYw53DCJ#UVM G<#$zf Windows

G<&CLr,by,1C'bxFcz1,r*DG UVM G<0Z,xG Windows

G<0Z#ZTFcztC UVM #$s,?Nt/Fcz1<ar* UVM G<g

f#

1Fcz}ZKP1,IT(}4B Ctrl + Alt + Delete CJ UVM G<gfTX

Urx(Fcz,r_r*0Nq\mw1r"z10C'#

*bx9C UVM #$D Windows XP"Windows NT r Windows 2000 Professional

M'z,k4PTBYw:

1. 4 Ctrl + Alt + Delete 4CJ UVM G<gf#

2. dkC'{MzyG<Dr,;s%w Unlock#

UVM \kLo0Zr*#

":d; UVM 6p`vr,+TZyPr,C'\kXkG`,D#

3. dkzD UVM \kLo,"%w OK TCJYw53#g{ UVM _T*s8

FO$,rT>;u{",a>zxP8F(h#

":!vZM'zD UVM _TO$*s,I\9a*sx;=DO$}L#

Client Security A;#$Lr

Client Security A;#$LrG1Fcz&ZUP4,8(D1dNsT>D;5PF

/<q#hC Client Security A;#$LrG(}A;#$LrXFCJFczD;V

==#;)Z@fOT> Client Security A;#$Lr,rXkdk UVM \kLo

TCJ53@f#
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hC Client Security A;#$Lr

>?V|,PXhC Client Security A;#$LrDE"#ZIT9C Client Security

A;#$Lr.0,ZzDFczD2+T_TOXkAY"aK;vC'#

*hC Client Security A;#$Lr,k4PTBYw:

1. %w*< > hC > XFfe#

2. %wT><j#

3. %wA;#$Lr!n(#

4. Z0A;#$Lr1B-K%P!q Client Security#*|DA;#$LrDYH,

k%whC"!qZ{DYH#

5. %w OK#

Client Security A;#$Lr$wiv
Client Security A;#$LrD$wivy] UVM Administrator Utility M Windows

A;#$LrhCxPy;,#Z Windows XP"Windows NT M Windows 2000 B,

53WHli Windows hC,;sli UVM Administrator Utility hC#rK,v1

QZ Windows A;#$LrhC!n(O!qK\k#$4!r1,A;#$LrE

x(#

g{!PKK4!r,r53*s Windows \kr UVM \kLo,b!vZGqZ

Administrator Utility P!PK Use UVM Logon Protection 4!r#g{Q-!P

|,r53*s UVM \kLo#g{;P!P|,53a*s Windows \k#

xR,I\QZFczD2+T_TPhCKd|O$*s;rK,I\9a*sx

;=O$#}g,I\Xk(hzD8FTbxFcz#

":g{{C IBM 6k=2+>,rS2+_TP}%yPC',r Client Security

A;#$Lrd*;IC#

Client Utility
Client Utility 9M'zC'\;4P;*s\m1CJDwV2+T,$#

Client Utility &\

Client Utility 9M'zC'\;4PTBYw:

v |D UVM \kLo#*a_2+T,IT(Z|D UVM \kLo#

v |B Windows G<hC#19C0C'\mw1Lr|D3(M'zC'D

Windows XP r Windows NT \k1,2Xk(}9C Client Utility 4|DC\

k#g{\m19C Administrator Utility 4|DC'D Windows G<\k,rH

0*CC'4(DyPC'S\\?<+>},"RX*D}V$i+d*^'#

":|D Windows G<\kvJCZ Windows XP"Windows NT M Windows 2000

DC'#

v "aC'8F#g{k*9C UVM P*8F+Pw(r(hG)xPO$,rIT

9C UVM "azD8F#
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":ZIT9C UVM "a8F.0,8F(hGXkk IBM M'z53,S#P

XgN,SM9C8F(hGD8>E",kN<2~)&Lya)DD5#

v |B\?9uD5#g{4(}V$i"*Fwf"Z IBM 6k=2+>,OD(

C\?D1>,r_*+\?9uD5F/=pD;C,rk|BC\?9uD

5#

v dC UVM ytW!n

Client Utility Windows XP ^F

Windows XP ?FCJ^F,b)CJ^FT3)73BDM'zC'DIC&\xP

^F#

Windows XP Professional

Z Windows XP Professional P,M'zC'^FI\&CZTBiN:

v Client Security Software 20ZTs*;* NTFS q=DVxP

v Windows D~P;ZTs*;* NTFS q=DVxP

v 9uD5D~P;ZTs*;* NTFS q=DVxP

ZTOivP,Windows XP Professional Limited User I\;\4PTB Client Utility

Nq:

v |Dd UVM \kLo

v |BC UVM "aD Windows \k

v |B\?9uD5

\m1t/"Kv Administrator Utility s,b)^F;e}#

Windows XP Home

ZTBNNiNP,Windows XP Home Limited User ;\9C Client Utility:

v Client Security Software 20Z NTFS q=DVxP

v Windows D~P;Z NTFS q=DVxP

v 9uD5D~P;Z NTFS q=DVxP

9C Client Utility
*9C Client Utility,k4PTBYw:

1. %w*< > Lr > IBM Client Security Software > Client Utility#

UVM \kLo0Zr*#

2. dk*s UVM \kLor Windows \k|DDM'zC'D UVM \kLo,

;s%w OK#

TB0Zr*#

3. Z Required information xr,dkA*KC'hCD\?9uD5D76#

":hC\?9uD5s,Administrator Utility +ONdkD76nd= Archive
Directory (Path) VNP#g{ Archive Directory (Path) VNPDE"Q

>},r_g{CE"TZk*mSDC'45G;}7D,rk7#XBd

k}7DE"(r*9uD5?<Gy*sDE")#
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4. k4PTBYw.;:

v *Z Change UVM Passphrase xrP|D UVM \kLo,kZ Enter new
UVM passphrase VNPdkB\kLo#SB4,kZ Confirm UVM
passphrase VNPYNdk\kLo,;s%w Change#

v *|D Windows XP"Windows NT r Windows 2000 G<\k,k%w Update
Windows Password 4%,;sZ Current Windows password VNPdk

BD Windows \k#;s,Z Confirm Windows password VNPYN7O

B\k,"%w Update#PX Windows NT G<\kDfr,kNDYw53

D5#

":;|D0C'\mw1PD Windows G<E"T9C'}7G<#

v *|B\?9uD5,k%w Update Archive;;sZ(*zYwI&D0ZO

%w OK#

v *dC UVM ytD~,TZO$I&M'\1KP,k!q Configure UVM
Sounds !n(M Enable authentication event sounds 4!r;;s%w

Browse 4!qytD~TZO$I&M'\1KP#

5. %w OK TKv#

9C2+gSJ~M Web /@

g{ZrXxO"M4\#$DBq,|Gab\9XMA!#(}q!}V$i"

9C|4}V){"S\gSJ~{"r#$ Web /@w,IT{9TzDrXxB

qD4-Z(DCJ#

}V$i(2F*}Vj6r2+T$i)GO$PDd""}V){DgS>$#

1}V$id"xz1,O$PDaw*$iDyP_TzDm]xPi$#O$P

DG}V$iD\END)&L,|I\GZ}="PL,g VeriSign,r_O$PD

I\ZzD+>Zw*~qwhC#}V$i|,zDm],}gzDU{MgSJ

~X7"$i=ZU"+C\?1>,T0O$PDDm]Md}V){#

+ Client Security Software k Microsoft &CLr;p9C

IZ Client Security Software D9C(#GXZ9C'V Microsoft CryptoAPI D&C

Lr(}g Outlook Express)4q!M9C}V$i,rK>?VPa)D8>E"X

(Z Client Security Software D9C#

PXgN4(2+ThCMgSJ~&CLr(}g Outlook Express M Outlook)D

j8E",kNDfb)&CLra)DD5#

":*+ 128 ;/@wk Client Security Software ;p9C,IBM 6k=2+>,X

k'V 256 ;S\#IZ Administrator Utility PiR Client Security Software a

)DS\?H#

q! Microsoft &CLrD}V$i

9CO$PD4(k Microsoft &CLr;p9CD}V$i1,zaC=a>!q$

iDS\~q)&L(CSP)#
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** Microsoft &CLr9C IBM 6k=2+>,DS\\&,k7#1q!}V$

i1!q IBM embedded Security Subsystem CSP w*S\~q)&L#b7#

K}V$iD(C\?f"Z IBM 2+>,O#

xR,g{IC,k!q?(r_)S\Tq!E<D2+T#r* IBM 6k=2+

>,\;T}V$i(C\?xP`o 1024 ;DS\,yTg{ZO$PDgfZC

!nIC,k!qC!n;1024 ;S\2;Fw?S\#

!q IBM embedded Security Subsystem CSP w* CSP s,I\Xkdk UVM

\kLo,M/r(h8FTzcq!}V$iD*s#O$*sZFczD UVM _

TP(e#

S Microsoft CSP *F$i

IBM Client Security Software Certificate Transfer Tool 9z\;+C1! Microsoft CSP

4(D$i*Fx IBM 6k=2+53 CSP#b+ssv?a)xk$iX*D(C

\?D#$,r*|GVZ+2+f"Z IBM 6k=2+>,O,x;Gf"Z`u

Dm~O#

*KP Certificate Transfer Tool,kjITB}L:

1. S2+Tm~Dy?<((#G C:\Program Files\IBM\Security)KP xfercert.exe

Lr#wT0rT>Kk1! Microsoft m~ CSP X*D$i#

":;PZ4(1(C\?jG* exportable D$iEaT>ZCPmP#

2. !q**F= IBM 6k=2+53 CSP D$i#

3. 4B Transfer Certificates 4%#

VZ$ik IBM 6k=2+53 CSP X*"R(C\?\ IBM 6k=2+>,D

#$#NN9Cb)(C\?DYw(}g4(}V){rb\gSJ~)<+Z>

,#$D73Z4P#

|B Microsoft &CLrD\?9uD5

4(}V$i.s,k(}|B\?9uD548]$i#IT9C Administrator Utility

|B\?9uD5#

9C Microsoft &CLrD}V$i

9C Microsoft &CLrPD2+ThCi4M9C}V$i#kNDI Microsoft a

)DD5Tq!|`E"#

4(}V$i"9C$iTgSJ~{"){.s,UVM +ZzZ;NTgSJ~{

"}V){1a>zh*O$*s#I\Xkdk UVM \kLoM/r(h8FTz

c9C}V$iDO$*s#O$*sZFczD UVM _TP(e#
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Z 8 B JOoO

TB?Va)T@9r6p"@}9C Client Security Software 1I\zzDJbPo

zDE"#

\m1&\

>?V|,hCM9C Client Security Software 1\m1I\"VDPozDE"#

hC\m1\k(NetVista)

Z Configuration/Setup Utility PICD2+ThC9\m1\;4PTBYw:

v |D IBM 6k=2+>,D2~\k

v tCr{C IBM 6k=2+>,

v e} IBM 6k=2+>,

"b:

v Z Windows XP"Windows NT M Windows 2000 P,tC UVM G<#$1;*

e}r{C IBM 6k=2+>,#g{byv,2LDZ]+dC;I9C,xz

XkXBq=/2L}/w"XB20yPm~#

*{C UVM #$,kr* Administrator Utility "e} Replace the standard
Windows logon with UVM’s secure logon 4!r#XkXBt/Fcz,E\

{C UVM #$#

v g{tCK UVM #$,k;*e}r{C IBM 6k=2+>,#g{byv,2

LDZ]+dC;I9C,xzXkXBq=/2L}/w"XB20yPm~#

v e} IBM 6k=2+>,s,f"Z>,ODyPS\\?M$i+*'#

r*b)2+ThCIT(}FczD Configuration/Setup Utility CJ,yTkhC\

m1\kTh94-Z(DC'|Db)hC#

*hC\m1\k:

1. XU"XBt/Fcz#

2. 1ZA;OvV Configuration/Setup Utility a>1,k4B F1#

Configuration/Setup Utility DwK%r*#

3. !q System Security#

4. !q Administrator Password#

5. dkzD\k"4B|LODrB}7#

6. YNdk\k"4BrB}7#

7. !q Change Administrator password "4B Enter |;;sYN4B Enter |#

8. 4B Esc Kv"#fhC#

hCK\m1\ks,?N"TCJ Configuration/Setup Utility 1<avV;va>#
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X*:k+\m1\kG<Z2+DX=#g{*'r|GK\m1\k,zM;\

CJ Configuration/Setup Utility,"R;P6BFczdG"F/53eODx_E\

|Dr>}\k#PX|`E",kNDFczf=D2~D5#

hC,6C'\k(ThinkPad)

Z IBM BIOS Setup Utility PICD2+ThC9\m1\;4PTBYw:

v tCr{C IBM 6k=2+>,

v e} IBM 6k=2+>,

"b:

v Z Windows XP"Windows NT M Windows 2000 P,tC UVM G<#$1;*

e}r{C IBM 6k=2+>,#g{byv,2LDZ]+dC;I9C,xz

XkXBq=/2L}/w"XB20yPm~#

*{C UVM #$,kr* Administrator Utility "e} Replace the standard
Windows logon with UVM’s secure logon 4!r#XkXBt/Fcz,E\

{C UVM #$z#

v g{tCK UVM #$,k;*e}r{C IBM 6k=2+>,#g{byv,2

LDZ]+dC;I9C,xzXkXBq=/2L}/w"XB20yPm~#

v e} IBM 6k=2+>,s,f"Z>,ODyPS\\?M$i+*'#

hC Client Security Software s,khC,6C'\kTh94-Z(DC'|Db)

hC#

*hC,6C'\k,kjITB}L:

1. XU"XBt/Fcz#

2. 1ZA;OvV IBM BIOS Setup Utility a>1,k4B F1#

IBM BIOS Setup Utility DwK%r*#

3. !q Password#

4. !q Supervisor Password#

5. dk\k"4B Enter |#

6. YNdk\k"4B Enter |#

7. %w Continue#

8. 4B F10 #f"Kv#

hC,6C'\ks,?NT<CJ IBM BIOS Setup Utility 1<avV;va>#

X*:k+,6C'\kG<fZ2+DX=#g{*'r|GK,6C'\k,z

M;\CJ IBM BIOS Setup Utility,2;\|Dr>}\k#PX|`E",kND

Fczf=D2~D5#

#$2~\k

hC2+>,\kTtCM'zD IBM 6k=2+>,#hCK2+>,\ks,T

Administrator Utility DCJ\K\k#$#&C#$2+>,\kT{94-Z(DC

'|D Administrator Utility PDhC#
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e} IBM 6k=2+>,(NetVista)

g{*S IBM 6k=2+>,A}yPC'S\\?"e}>,D2~\k,rXk

e}C>,#e} IBM 6k=2+>,.0kDATB0"b1rPDE"#

"b:

v g{tCK UVM #$,k;*e}r{C IBM 6k=2+>,#g{byv,2

LDZ]+dC;I9C,xzXkXBq=/2L}/w"XB20yPm~#

*e} UVM #$,kr* Administrator Utility "e} Replace the standard
Windows logon with UVM’s secure logon 4!r#XBt/Fcz,E\{C

UVM #$#

v e} IBM 6k=2+>,s,f"Z>,ODyPS\\?M$i+*'#

*e} IBM 6k=2+>,,k4PTBYw:

1. XU"XBt/Fcz#

2. 1ZA;OvV Configuration/Setup Utility a>1,k4B F1#

Configuration/Setup Utility DwK%r*#

3. !q System Security#

4. !q IBM Embedded Security Chip#

5. !q Clear IBM Security Chip#

6. !q Yes#

7. 4B Esc Lx#

8. 4B Esc Kv"#fhC#

e} IBM 6k=2+>,(ThinkPad)

g{*S IBM 6k=2+>,A}yPC'S\\?"e}>,D2~\k,rXk

e}C>,#e} IBM 6k=2+>,.0kDATB0"b1rPDE"#

"b:

v g{tCK UVM #$,k;*e}r{C IBM 6k=2+>,#g{byv,2

LDZ]+dC;I9C,xzXkXBq=/2L}/w"XB20yPm~#

*e} UVM #$,kr* Administrator Utility "e} Replace the standard
Windows logon with UVM’s secure logon 4!r#XkXBt/Fcz,E\

{C UVM #$#

v e} IBM 6k=2+>,s,f"Z>,ODyPS\\?M$i+*'#

*e} IBM 6k=2+>,,k4PTBYw:

1. XU"XBt/Fcz#

2. 1ZA;OvV IBM BIOS Setup Utility a>s,k4B Fn#

":Z3) ThinkPad zMO,zI\h*Zg4r*14B F1 |Te}2+>

,#PXj8E",kN< IBM BIOS Setup Utility Doz{"#

IBM BIOS Setup Utility DwK%r*#

3. !q Security#

4. !q IBM TCPA Feature Setup#
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5. !q Clear IBM TCPA Security Feature#

6. !q Yes#

7. 4B Enter |Lx#

8. 4B F10 #f"Kv#

Administrator Utility
TB?V|,9C Administrator Utility 1*G!DE"#

>}C'

S Windows XP"Windows NT M Windows 2000 >}C'1,+S Administrator Utility

DC'PmP>}C'{#

9C Policy Director X~4\xCJy!qDTs

1!qK Policy Director X~1,4{C Deny all access to selected object 4

!r#Z UVM _T`-wP,g{!q Policy Director controls selected object
TtC Policy Director 4XFO$Ts,r;{C Deny all access to selected
object 4!r#d; Deny all access to selected object 4!r#Vn/,+;

\!q|42G Policy Director X~#

Q*^F

>?V|,PXk Client Security Software `XDQ*^FDE"#

+ Client Security Software k Windows Yw53;p9C

yP Windows Yw53PTBQ*^F:g{Z UVM PGGDM'zC'|DK

d Windows C'{,ryP Client Security &\+*'#CC'+XkZ UVM PX

BGGBC'{"ksyPB>$#

Windows XP Yw53PTBQ*^F:Z UVM PGGDC'g{H0Q-|DK

d Windows C'{,r^(; UVM 6p#UVM +8rH0DC'{x Windows ;

\6pBC'{#49Z20 Client Security Software .0Q-|DK Windows C'

{,K^FT;a"z#

+ Client Security Software k Netscape &CLr;p9C

(^JOs Netscape r*:g{ UVM \kLo0Zr*,rZITLx.0Xk

dk UVM \kLo"%w OK#g{dk;}7D UVM \kLo(rT8F(h

a)K;}7D8F),raT>ms{"#g{%w OK,+r* Netscape,+Gz

+;\9CI IBM 6k=2+>,zID}V$i#XkKv"XBxk Netscape,

;sZIT9C IBM 6k=2+>,$i.0dk}7D UVM \kLo#

;T>c(:g{Z Netscape Pi4 IBM 6k=2+>, PKCS#11 #i,r;!

qC#i'VDyP"Pc(#TBc(I IBM 6k=2+>, PKCS#11 #i'V,

+Z Netscape Pi41;6p*\'VD:

v SHA-1

v MD5
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IBM 6k=2+>,$iMS\c(
a)TBE"Toz6pPXIk IBM 6k=2+>,$i;p9CDS\c(DJ

b#PXIkdgSJ~&CLr;p9CDS\c(DnBE",kND Microsoft r

Netscape#

1gSJ~S;v Outlook Express(128 ;)M'z;"M=m;v Outlook
Express(128 ;)M'z1:g{+ Outlook Express k 128 ;f>D Internet

Explorer 4.0 r 5.0 ;p9CT+S\DgSJ~"M=9C Outlook Express(128 ;)

Dd|M'z,r9C IBM 6k=2+>,$iS\DgSJ~{";\9C 3DES

c(#

Z Outlook Express(128 ;)M'zM Netscape M'z.d"MgSJ~1:S

Netscape M'z= Outlook Express(128 ;)M'zD RC2(40)"RC2(64)r

RC2(128)S\ks<U5X=9C RC2(40)Dc(D Netscape M'z#

TZZ Outlook Express(128 ;)M'zPD!q,3)c(I\;IC:!vZ

zD Outlook Express(128 ;)f>GgNdCr|BD,3) RC2 c(Md|c(

I\;\k IBM 6k=2+>,$i;p9C#PXkzD Outlook Express f>;

p9CDS\c(D10E",kND Microsoft#

T Lotus Notes C'j69C UVM #$

g{Z Notes a0PP;C'j6,r UVM #$;KP:IT;T Notes a0D1

0C'j6hC UVM #$#*S;vtCK UVM #$DC'j6P;=m;vC

'j6,k4PTBYw:

1. Kv Notes#

2. T10C'j6{C UVM #$#

3. xk Notes "P;C'j6#PXP;C'j6DE",kND Lotus Notes D5#

g{*TP;=DC'j6hC UVM #$,kLx=h 4#

4. xkI Client Security Software a)D Lotus Notes Configuration $_"hC UVM

#$#

Client Utility ^F

Windows XP ?FCJ^F,b)CJ^FT3)73BDM'zC'DIC&\xP

^F#

Windows XP Professional

Z Windows XP Professional P,M'zC'^FI\&CZTBiN:

v Client Security Software 20ZTs*;* NTFS q=DVxP

v Windows D~P;ZTs*;* NTFS q=DVxP

v 9uD5D~P;ZTs*;* NTFS q=DVxP

ZTOivP,Windows XP Professional Limited User I\;\4PTB Client Utility

Nq:

v |Dd UVM \kLo

v |BC UVM "aD Windows \k

v |B\?9uD5
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\m1t/"Kv Administrator Utility s,b)^F;e}#

Windows XP Home

ZTBNNiNP,Windows XP Home Limited User ;\9C Client Utility:

v Client Security Software 20Z NTFS q=DVxP

v Windows D~P;Z NTFS q=DVxP

v 9uD5D~P;Z NTFS q=DVxP

ms{"

k Client Security Software `XDms{"ZB~U>PzI:Client Security

Software 9CI\ZB~U>PzIms{"Dh8}/Lr#kb){"X*Dms

;0lFczD}#KP#

g{TO$TsDCJ;\x,r UVM wCIX*DLrzIDms{":g{ UVM

_ThC*\xTO$Ts(}ggSJ~b\)DCJ,rmw;\xCJD{"

+y]9CDm~x;,#}g,4T Outlook Express D;ums{"mwTO$T

sDCJ;\x,bk4T Netscape Dms{";,,4T Netscape Dms{"mw

CJ;\x#

JOoO<m

g{ Client Security Software v=Jb,rTB?V|,DJOoO<mI\Poz#

20JOoOE"

g{20 Client Security Software 1v=Jb,rTBJOoOE"I\Poz#
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Jb"4 I\Dbv=8

Zm~20}LPT>;ums{" Yw

20m~1T>;u{",/JzGqk*}

%!qD&CLr0dyPi~#

%w OK KvC0Z#YN*<20}LT2

0 Client Security Software DBf>#

20}LPT>;u{",mwQ-20K

Client Security Software DH0f>#

%w OK SC0ZKv#k4PTBYw:

1. 6XCm~#

2. XB20Cm~#

":g{zF.9C`,D2~\k4#$

IBM 6k=2+>,,r;Xe}C>,"X

BhC\k#

20CJIZ4*D2~\k;\x Yw

1ZtC IBM 6k=2+>,D IBM M'z

O20m~1,r IBM 6k=2+>,D2~

\kG4*D#

e}C>,TLx20#

^KU\20;*< Yw

Xk20 SMBus h8}/Lr44P^KU\

20#

20 SMBus h8}/Lr"XB*<20#

^KU\20}gax Yw

Z^KU\20}LP,;T>ms{"# 4PU\20Ti4I\T>DNNms{

"#

setup.exe D~l&;}7 Yw

g{S csec4_0.exe D~+yPD~b9u=+

2?<P,r setup.exe D~+;}#$w#

KP smbus.exe D~T20 SMBus h8}/

Lr,;sKP csec4_0.exe D~T20 Client

Security Software zk#

20 UVM P*8F+Pw1T>;ums{

"

Yw

Z DigitalPersona U.are.UPro 8F+Pw20}

LP,T>;u{",*sz4PTBYw:

1. ,S8F+Pw#

2. H}+PwODlFAA#

3. %w OK#

4. !q Yes, I want to restart my computer
now,;s%w Finish#

53+XBt/#

;*sx;=Yw#8F+Pw+}720#

Administrator Utility JOoOE"

g{9C Administrator Utility 1v=Jb,rTBJOoOE"I\Poz#

Jb"4 I\Dbv=8

Z Administrator Utility Pdk"7OzD

UVM \kLos,Next 4%;IC#

Yw
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Jb"4 I\Dbv=8

ZKP Windows NT"Windows 2000 r

Windows XP D53O,1z+C'mS=

UVM 1,Z Administrator Utility Pdk"7

O UVM \kLos Next 4%I\;IC#

%w Windows0Nq81OD Information n

"LxC}L#

T<`->X UVM _T1T>;ums{" Yw

`->X UVM _T1,g{ UVM P;PC

'GG,rI\T>;ums{"#

ZT<`-_TD~0+C'mS= UVM#

|D\m1+C\?1T>;ums{" Yw

e}6k=2+>,;sV4\?9uD5

s,g{|D\m1+C\?,I\T>;u

ms{"#

I\D0,k+C'mS= UVM "ksBD

$i#

T<V4 UVM \kLo1T>;ums{" Yw

|D\m1+C\?;sT<V4C'D UVM

\kLo1I\T>;ums{"#

k4PTBYw.;:

v g{;h*C'D UVM \kLo,r;h

*NNYw#

v g{h*C'D UVM \kLo,rXk+

C'mS= UVM "ksBD$i(I\D

0)#

T<#f UVM _TD~1T>;ums{" Yw

1zT<(}%w Apply r Save 4#f

UVM _TD~(globalpolicy.gvm)1,I\T

>;ums{"#

KvCms{",YN`- UVM _TD~T

4P|D,;s#fCD~#

T<r* UVM _T`-w1T>;ums{

"

Yw

10C'(QG<=Yw53ODC');P

mS= UVM 1,UVM _T`-w+;r

*#

+C'mS= UVM "r* UVM _T`-

w#

9C Administrator Utility 1T>;ums{

"

Yw

9C Administrator Utility 1,I\T>TBm

s{":

A buffer I/O error occurred while trying to access

the Client Security chip. This might be corrected

by a reboot.

Kvms{""XBt/Fcz#

|D2+>,\k1T>;u{C>,D{" Yw

T<|D2+>,\k1,g{dk7O\k

s4BK Enter |r Tab > Enter,rtC

Disable >,4%"T>{C>,7O{"#

k4PTBYw:

1. S{C>,7O0ZKv#

2. *|D2+>,\k,kdkB\k,d

k7O\k,;s%w Change#dk7O

\ks;*4B Enter |r Tab > Enter#

Client Utility JOoOE"

g{9C Client Utility 1v=Jb,rTBJOoOE"I\Poz#
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Jb"4 I\Dbv=8

Limited User ^(4P Windows XP
Professional P3) Client Utility &\

Yw

Windows XP Professional Limited User I\;

\4PTB Client Utility Nq:

v |Dd UVM \kLo

v |BC UVM "aD Windows \k

v |B\?9uD5

\m1t/"Kv Administrator Utility s,b

)^F;e}#

Limited User ;\9C Windows XP Home
PD Client Utility

Yw

ZTBNNiNP,Windows XP Home Limited

User +;\9C Client Utility:

v Client Security Software 20Z NTFS q=

DVxP

v Windows D~P;Z NTFS q=DVxP

v 9uD5D~P;Z NTFS q=DVxP

bG Windows XP Home DQ*^F#KJb

;Pbv=8#

X(Z ThinkPad DJOoOE"

g{Z ThinkPad FczO9C Client Security Software 1v=Jb,rTBJOoO

E"I\Poz#

Jb"4 I\Dbv=8

"T Client Security \m1&\1T>;um

s{"

Yw

"T4P Client Security \m1&\sT>T

Bms{":ERROR 0197: Invalid Remote

change requested.Press <F1> to Setup

Xk{C ThinkPad ,6C'\kT4P3)

Client Security \m1&\#

*{C,6C'\k,k4PTBYw:

1. 4B F1 CJ IBM BIOS Setup Utility#

2. dk10,6C'\k#

3. dkUDB,6C'\k,;s7OU\

k#

4. 4B Enter |#

5. 4B F10 #f"Kv#

;,D UVM P*8F+Pw;}#$w Yw

IBM ThinkPad Fcz;'V`v UVM P*8

F+PwD`%;;#

;*P;8F+PwME#6L$w19Ck

S)9k$w1,yDME#

Microsoft JOoOE"

TBJOoO<m|,Z+ Client Security Software k Microsoft &CLrrYw53

;p9Cv=Jb1I\aPozDE"#
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UVM PGGDC'D Client Security ;\}

#$w

Yw

GGDM'zC'I\Q|DKd Windows C

'{#g{"zKbViv,yP Cl ien t

Security &\<+*'#

Z UVM PXBGGBC'{"ksyPB>

$#

":Z Windows XP P,Z UVM PGGDC'g{H0Q-|DKd Windows C'{,r

;a; UVM 6p#49Z20 Client Security Software .0Q-|DK Windows C'{,

K^FT;a"z#

9C Outlook Express A!S\DgSJ~D

Jb

Yw

IZ"M=MSU=9CD Web /@wDS\

?HDnl,yT;\TS\}DgSJ~b

\#

":*+ 128 ; Web /@wk Client Security

Software ;p9C,IBM 6k=2+>,Xk

'V 256 ;S\#g{ IBM 6k=2+>,

'V 56 ;S\,rXk9C 40 ; Web /@

w#ITZ Administrator Utility PR= Client

Security Software a)DS\?H#

ki$TBiv:

1. "M=9CD Web /@wDS\?HkS

U=9CD Web /@wDS\?Hf]#

2. Web /@wDS\?Hk Client Security

Software DL~a)DS\?Hf]#

S_P`vk.X*D$iDX79C$iD

Jb

Yw

Outlook Express ITPv`vk%;gSJ~

X7X*D$i,b)$iPD;)I\d*

^'#g{k$iX*D(C\?;YfZZ

zI$iD"M=FczD IBM 6k=2+>

,O,r$iI\d*^'#

ksSU=XB"Md}V$i;;sZ

Outlook Express D(6>P!q$i#

1"T}V){gSJ~{"1vV'\{" Yw

g{gSJ~{"Dw_;_PkdgSJ~

J'X*D$i1"T}V){gSJ~{

",rT>ms{"#

9C Outlook Express PD2+ThC48(*

kC'J'X*D$i#PX|`E",kN

D Outlook Express a)DD5#

Outlook Express(128 ;);9C 3DES c

(S\gSJ~{"

Yw

1Z+ Outlook Express k 128 ;f>D

Internet Explorer 4.0 r 5.0 ;p9CDM'z

.d"MS\DgSJ~1,;\9C 3DES

c(#

*+ 128 ;/@wk Client Security Software

;p9C,IBM 6k=2+>,Xk'V 256

;S\#g{ IBM 6k=2+>,'V 56 ;

S\,rXk9C 40 ; Web /@w#ITZ

Administrator Utility PR= Client Security

Software a)DS\?H#

kND Microsoft Tq!PXk Outlook Express

;p9CDS\c(D10E"#

Outlook Express M'z5X9C;,c(D

gSJ~{"

Yw
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9C RC2(40)"RC2(64)r RC2(128)c

( S \ D g S J ~ { " S 9 C N e t s c a p e

Messenger DM'z;"M=9C Outlook

Express(128 ;)DM'z#S Outlook

E x p r e s s M'z5XDgSJ~{"9C

RC2(40)c(xPS\#

;*sYw#S Netscape M'z= Outlook

E x p r e s s ( 1 2 8 ; ) M ' z D

RC2(40)"RC2(64)r RC2(128)S\k

s\G9C RC2(40)c(5X= Netscape M

'z#PXkzD Outlook Express f>;p9

CDS\c(D10E",kND Microsoft#

2L}/w"zJOs9C Outlook Express
PD$i1vVms{"

Yw

(}Z Administrator Utility P9C\?V4&

\ITV4$i#3)$i,}g VeriSign a

)DbQ$i,Z\?V4sI\;aV4#

V4\?s,k4PTBYw.;:

v q!B$i

v Z Outlook Express PDO$PDYN"a

Outlook Express ;|Bk$iX*DS\?

H

Yw

1"M=Z Netscape P!qS\?H"+){

DgSJ~{""M=+ Outlook Express k

Internet Explorer 4.0(128 ;);p9CDM'

z1,5XDgSJ~DS\?HI\;%

d#

S Outlook Express D(6>P>}X*D$

i#YNr*){DgSJ~,"+$imS

= Outlook Express D(6>P#

Z Outlook Express PT>msb\{" Yw

IT(}Z Outlook Express P+w{"4r*

C{"#Z3)ivB,1}lX+wS\D

{"1,avVb\ms{"#

XUC{",;sYNr*S\DgSJ~{

"#

1!qS\D{"12aZ$@0qPT>m

s{"#

g{Z$@0qPvVms{",r;*sY

w#

1ZS\DgSJ~P%w0"M14%=N

1,T>ms{"#

Yw

19C Outlook Express 1,g{%w"M4%

=N4"MS\DgSJ~{",raT>;

ums{",mw{";\"M#

XUms{",;s%w;N"M4%#

1ks$i1T>ms{" Yw

9C Internet Explorer 1,g{ks9C IBM

6k=2+>, CSP D$i,raSU=ms

{"#

YNks}V$i#

Netscape &CLrJOoOE"

TBJOoO<m|,g{Z+ Client Security Software k Netscape &CLr;p9

Cv=Jb1I\PozDE"#

Jb"4 I\Dbv=8

A!S\DgSJ~1DJb Yw
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IZ"M=MSU=9CD Web /@wDS\

?HDnl,yT;\TS\}DgSJ~b

\#

":*+ 128 ;/@wk Client Security

Software ;p9C,IBM 6k=2+>,Xk

'V 256 ;S\#g{ IBM 6k=2+>,

'V 256 ;S\,rXk9C 40 ; Web /

@w#ITZ Administrator Utility PR=

Client Security Software a)DS\?H#

ki$TB&\:

1. "M=9CD Web /@wDS\?HkS

U=9CD Web /@wDS\?Hf]#

2. Web /@wDS\?Hk Client Security

Software DL~a)DS\?Hf]#

1"T}V){gSJ~{"1vV'\{" Yw

1;PZ Netscape Messenger P!q IBM 6

k=2+>,$i,"RgSJ~{"Dw_

"T9C$i){1,aT>ms{"#

9C Netscape Messenger PD2+ThC4!

q$i#1 Netscape Messenger r*1,%w

$_8OD2+T<j#Security Info 0Zr

*#ZsfeP%w Messenger,;s!q

IBM embedded Security Chip certificate#

PX|`E",kNDI Netscape a)DD

5#

gSJ~{"+9C;,Dc(5X=M'z Yw

9C RC2(40)"RC2(64)r RC2(128)c

( S \ D g S J ~ { " S 9 C N e t s c a p e

Messenger DM'z;"M=9C Outlook

Express(128 ;)DM'z#S Outlook

E x p r e s s M'z5XDgSJ~{"9C

RC2(40)c(xPS\#

;*sYw#S Netscape M'z= Outlook

E x p r e s s ( 1 2 8 ; ) M ' z D

RC2(40)"RC2(64)r RC2(128)S\k

s\G9C RC2(40)c(5X= Netscape M

'z#kND Microsoft Tq!PXkzD

Outlook Express f>;p9CDS\c(D1

0E"#

;\9CI IBM 6k=2+>,zID}V$

i

Yw

I IBM 6k=2+>,zID}V$i;I9

C#

i$1r*K Netscape 1,QdkK}7D

UVM \kLo#g{dk;}7D UVM \

kLo,aT>;ums{",mwO$J

O#g{%w OK,+r* Netscape,+z+;

\9CI IBM 2+>,zID$i#XkKv

"XBr* Netscape,;sdk}7D UVM

\kLo#

4 T , ; v " M = D B } V $ i ; \ Z

Netscape P;|;

Yw

1}V){DgSJ~;9;N;,;v"M

=SU=1,rkgSJ~X*DZ;v}V

$i;a;2G#

g{SU=`vgSJ~$i,r;P;v$

iG1!$i#k9C Netscape PD2+T&

\>}Z;v$i,;sXBr*Z~v$i

r*s"M="Mm;v){DgSJ~#

;\<v IBM 6k=2+>,$i Yw

;\Z Netscape P<v IBM 6k=2+>,

$i#Netscape PD<v&\ITCZ8]$

i#

k*A Administrator Utility r Client Utility T

|B\?9uD5#1|B\?9uD51,

+4(k IBM 6k=2+>,X*DyP$i

D1>#

Z2L}/w"zJOs"T9CV4D$i

1vVms{"

Yw
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(}Z Administrator Utility P9C\?V4&

\ITV4$i#3)$i,}g VeriSign a

)DbQ$i,Z\?V4sI\;aV4#

V4\?s,q!B$i#

Netscape zmLrr*"<B Netscape '

\

Yw

Netscape zmLrr*"XU Netscape# XU Netscape zmLr#

"Tr* Netscape 1,Netscape vVSY Yw

g{mS IBM 6k=2+>, PKCS#11 #i

sr* Netscape,rZ Netscape r*.0a"

zL1dDSY#

;*sYw#bvJCZE"DC>#

}V$iJOoOE"

g{Zq!}V$i1v=Jb,rTBJOoOE"I\Poz#

Jb"4 I\Dbv=8

Z}V$iks}LP,`NT> UVM \k

Lo0Zr8FO$0Z

Yw

UVM 2+T_T8(C'ITqC}V$i.

0a) UVM \kLor8FO$#g{C'

"TqC$i,rks UVM \kLor8F

(hDO$0Z+;9;NT>#

?NO$0Zr*1,kdk UVM \kLo

r(hzD8F#

T> VBScript r JavaScript ms{" Yw

1ks}V$i1,aT>k VBScript r

JavaScript `XDms{"#

XBt/Fcz,YNqC$i#

Policy Director JOoOE"

g{+ Policy Director k Client Security Software ;p9C1v=Jb,rTBJO

oOE"I\Poz#

Jb"4 I\Dbv=8

>X_ThCk~qwODhC;;B Yw

Policy Director Jm;\ UVM 'VD3);

dC#rK,dC PD ~qw1,>X_T*

sIT2G\m1xPDhC#

bG;vQ*^F#

Policy Director 20hC;ICJ Yw

Policy Director 20M>X_Y:f20hCZ

Administrator Utility D Policy Setup 3fP;

ICJ#

20 Policy Director Runtime Environment#g

{ Runtime Environment ;P20Z IBM M'

zO,r Policy Setup 3fOD Policy Director

;IC#

TZC'Mi45,C'XF<GP'D# Yw

dC Policy Director ~qw1,g{+C'(

e=i,R Traverse bit r*1,rC'XF

TZC'Mi<GP'D#

;*sYw#
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Lotus Notes JOoOE"

g{Z+ Lotus Notes k Client Security Software ;p9C1v=Jb,rTBJO

oOE"I\Poz#

Jb"4 I\Dbv=8

T Lotus Notes tC UVM #$s,Notes
;\jId20

Yw

9C Administrator Utility tC UVM #$s,

Lotus Notes ;\jI20#

bG;vQ*^F#

Z Administrator Utility PtC Lotus Notes '

V0,Lotus Notes XkQdC"&ZKP4

,#

1T<|D Notes \k1T>ms{" Yw

9C Client Security Software 1|D Notes \

k,aT>;ums{"#

XT\k|D#g{b;pwC,kXBt/

M'z#

fzzI\ksT>ms{" Yw

4PTBYw1I\aT>ms{":

v 9C Lotus Notes Configuration $_4T

Notes j6hC UVM #$

v r* Notes "9CI Notes a)D&\4|

D Notes j6D~D\k

v |D\ks"4XU Notes

%w OK TXUCms{"#;*sd|Y

w#

kms{"`4,Q|D\k#B\kGI

Client Security Software 4(DfzzID\

k#VZ Notes j6D~IfzzID\k4

S\,"RC';h*BDC'j6D~#g

{nUC'YN|D\k,UVM +* Notes j

6zIBDfz\k#

S\JOoOE"

g{Z9C Client Security Software 3.0 rsxf>S\D~1v=Jb,rTBJO

oOE"I\Poz#

Jb"4 I\Dbv=8

H0S\DD~+;ab\ Yw

9CH0f>D Client Security Software S\

DD~Z}6= Client Security Software 3.0 r

sxf>s;xPb\#

bG;vQ*D^F#

Z20 Client Security Software 3.0 rsxf

>.0,Xk9CH0f>D Client Security

Software b\yPQS\DD~#IZdD~S

\4PPD|D,Client Security Software 3.0

;\b\9CH0f>D Client Securi ty

Software S\}DD~#

UVM P*h8JOoOE"

g{9C UVM P*h81v=Jb,TBJOoOE"I\Poz#

Jb"4 I\Dbv=8

UVM P*h8#9}#$w Yw
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1S(C.P\_(USB)KZO*,S UVM

P*h8,;s+Ch8XB,S= USB KZ

1,Ch8I\;}#$w#

Zh8XB,S= USB KZs,kXBt/F

cz#
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=< A. kT Client Security Software D@zvZ(f

IBM Client Security Software m~|Q-} IBM vZ(fl+R(ERO)sK,"4

U@z~.vZ(fD*s,IBM Q-a;JODD5,"S@zLq?qCkTzJ

V"(}K@z~.{KDG)zRrXx)D;,} 256 ;S\'VDc[V`m

I#@zMd|zRrXxD(ffwvzRrXx~.D;,x|D#

g{z;\BX Client Security Software m~|,k*5>X IBM *5?,Tk IBM

zRrXxvZ(fOwoi(ERC)-L#
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=< B. \kM\kLofr

>=<|,PXJOZ;,53\kDfrDE"#

2~\kfr

TBfrJOZ2~\k:

$H C\k$HXk!C*KvV{#

V{ C\kXkv|,V8}VV{#JmV8M}VDiO#;JmXbV{,

gUq"!"?"%#

tT hC2+>,\kTtCFczPD IBM 6k=2+>,#?NCJ

Administrator Utility 1XkdkK\k#

;}7"T

g{.Ndk;}7D\k,rFcz+x( 1 !1 17 VS#bN1d}

s,g{zYP.Ndk;}7D\k,rFcz+x( 2 !1 34 VS#?

1P.Ndk;}7D\ks,Fcz{CD1d+S6#

UVM \kLofr

*Ka_2+T,UVM \kLo|$)"RITH+3\k|Xp#

TBfrJOZ UVM \kLo:

$H \kLoITn`$o 256 vV{#

V{ \kLoIT|,|LzzDNNV{iO,|(UqMGV8}VV{#

tT UVM \kLokzI\CZG<=Yw53D\k;,#UVM \kLoIT

CZkd|O$h8(}g UVM P*8F+Pw)*O#

;}7"T

g{zZa0Zd`Ndk;}7D UVM \kLo,rFcz+;x(#T

;}7"TDN};P^F#
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=< C. T53G<9C UVM #$Dfr

UVM #$7#;PQ-mS=X( IBM M'zD UVM DG)C'E\CJYw5

3#Windows Yw53|,a)G<#$D&CLr#d; UVM #$hF*kG)

Windows G<&CLr"P$w,+G UVM #$kYw53;,#

TZ Windows XP"Windows NT M Windows 2000,UVM G<gfzfYw53G

<gf,rK?NC'"TG<=531 UVM G<0Zr*#

T53G<hCM9C UVM #$.0kDATB<I:

v 1tCK UVM #$1,;*e} IBM 6k=2+>,#g{byv,2LODZ

]+d*;IC,"RXkXBq=/2L}/w"XB20yPm~#

v g{e} Administrator Utility PD Use UVM Logon Protection for this
Workstation instead of using Windows Logon Protection 4!r,r535

X Windows G<}L,x^h UVM G<#$#

v Z Windows XP"Windows NT M Windows 2000 P,P!nCz8(dk Windows

NT G<&CLrD}7\kyJmDns"TN}#K!n;&CZ UVM G<#

$#zIThCdk UVM \kLoyJmD"TN};P^F#
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=< D. ywMLj

>=<a) IBM z7D(IywMLjE"#

yw

>E"G*Z@za)Dz7M~q`4D#

IBM I\Zd|zRrXx;a)>D5PV[Dz7"~qr&\XT#PXz10

yZxrDz7M~qDE",krz1XD IBM zmI/#NNT IBM z7"L

rr~qD}C"GbZw>r5>;\CZ IBM Dz7"Lrr~q#;*;V8

IBM D*6z(,NN,H&\Dz7"Lrr~q,<ITzf IBM z7"Lrr

~q#+G,@@Mi$NNG IBM z7"Lrr~q,rIC'TP:p#

IBM +>I\Q5Pr}Zjkk>D5PhvDZ]PXDwn({#a)>D5"

4ZhC'9Cb)({DNNmI$#zITCif==+mI$i/Dy:

IBM Director of Licensing IBM Corporation North Castle Drive Armonk, NY 10504-1785

U.S.A.

>un;JC*OuzrNNbyDunk1X(I;;BDzRrXx:zJL5

zw+>T0vK4,1Dy!a)>vfo,;=PNNN=D(^[w>D,9

G,>D)#$,|((+;^Z)TGV(T"JzTrJCZ3X(C>D,>

#$#3)zRrXxZ3);WP;Jmb}w>r,>D#$#rK>unI\

;JCZz#

>E"PI\|,<u=f;;<7DX=r!"ms#K&DE"+(Z|D;b

)|D+`k>vfoDBf>P#IBM ITf1T>vfoPhvz7M/rLrx

PDxM/r|D,x;mP(*#

>LrD;mI=g{*KbPXLrDE"To=gB?D:(i) JmZ@"4(DL

rMd|Lr(|,>Lr).dxPE";;,T0 (ii) JmTQ;;DE"xP`

%9C,kkBPX7*5:IBM Corporation, Department 80D, P.O. Box 12195, 3039

Cornwallis, Research Triangle Park, NC 27709, U.S.A.#;*qXJ1DunMu~,

|(3)iNBD;(}?D6Q,<IqCb=fDE"#

>JOPhvDmILr0dyPICDmIDOyI IBM @] IBM M'-i"IBM

zJLrmI$-irNN,H-iPDuna)#

Lj

IBM M SecureWay G IBM +>Z@zM/rd|zRrXxDLj#

Tivoli G Tivoli Systems Inc. Z@zM/rd|zRrXxDLj#

Microsoft"Windows M Windows NT G Microsoft Corporation Z@zM/rd|zR

rXxDLj#

d|+>"z7M~q{FI\Gd|+>DLjr~qjG#
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