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Yw ITZ BIOS P4(

ITZ CSS m~PI

\m1V/4( ITZE>P4(

2~+?/=?4( q G G

\m1\k4( G(Z3)f] TCPA

DM'zO)#kli

BIOS u?#

G G

m 1 $w2~+?M=?"GZ20m~1T/4(#XkZm~Pr_(}E>V/

t/2~+?M=?D4(#\m1\kITZ BIOS"IBM M'K2+m~&CLr

P4(r_(}E>4(#>,XF*2~+?M=?hCD5;z^(hCb)

5#>,PDfz}&\CZzzZ3FOfzD+?M=?T#;x,z75hC

K\m1\k#

;},IZ\m1XkhCC5,yT\m1\kaPy;,#Xkbvk\m1\

k`XD8vJb:

v z+hC24\k4w*\m1D;vr`v\k?

v Gq_P`v\kTCZ;,Di?g{h*`v\k,rz_-O+gN7(D

)Fcz5PDv\k?

v Dv\m1+_P\kCJ(?g{zP`v\kCZ;,DC'i,r-+TD

v\k_PCJ(?

v TR\mDnUC'Gq+T\m1\k_PCJ(?

*y]TOwnCvP'v_,Kb\m1\k9z\;4PDYw\X*:

v q!T\m15CLrDCJ(

v mS/>}C'

v (eIT9CD) IBM M'K2+m~&CLr/&\

sL?V+bM_TD~M\m1=?.dDX5#VZk"b\m1=?G|D_

TyXhD#m 2 \aK5P\m1\kM/r\m1=?D\&#

m 2. yZ\kM=?D\m1Yw

Yw \m1\k \m1=?

q!T\m15CLrDCJ

(

G q

mS/>}/4-C' G q

(eIT9CD;v CSS &C

Lr/&\

G q
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m 2. yZ\kM=?D\m1Yw (x)

Yw \m1\k \m1=?

(e/|D_T G G

4(D~TXBhCC'DZ

n

G G

TPM u</2f0\m1+?M=?#STO<mzITi4kC\?X*D\&#a

)3)k(ThC\m1+?M=?#C\?TTZ?(FczITG(;Dr_|

TZyPzwITG`,D#1u</ IBM M'K2+m~1,\m1+IT!qT

ZM'z9CVP\?Tr4(BD\?T#9CME+Y;N7(Tzs5DnQ

v(#

nQv(

sMs5ITkT?(zwr_?v?E9C(;\?#}g,*yPCZK&J4

?DFczhC;v\m1\kM/r\m1=?,*$L?hCm;v\m1\k

M/r\m1=?HH#ITSomOxV,}gy]s%r>c;C#y]-ks

4;,Z4(Zn4;D~1\;7(9CD;v\m1=?&CG;v=cD}

L#gZ 24 3Dm 1 MZ 27 3Dm 3 ymw,C'M+>r_2~XkxPu<

/#

?p CSS 0hC2+_T

2+Mi$hs+4Ti/PP$Dw=#d;_P\m1CJ(DvKITxP_

T|D"IT+|G0Fk1M'z(kNDZ 49 3DZ 7 B, :6L?pBDrQ

^}D2+_TD~;),+G?p0dC_ThC+ITq!nQ'{#PXhC

_TDd|E",kND6M'K2+m~\m18O7PD0&m UVM _T1#

*|GKZnri$h8vVJOw<8

C';I\ba|GZn"Ri$h8(g8Fzo3F(i$h8rG\()2I

\^(}#$w#

|GKZn: C'Zn;GTK`IADq=f"ZM'z2Lr6k=2+>,P

D3&#|2+XGZC'DT#P"f"Zm;vX=:I\m1\?T#$Df

5D5P#\m1+h*9C\m1=?Tf5D5PDC'E"xPb\#;s\

m1EITrC'a)b\sDZn#

1C'|DZns,BDE"+;f5=8(Df5;C#

g{i$h8vVJO,zITdC IBM M'K2+m~TT>%wK&vT4%#

;*%wvT4%MaksC'I&dkZn#;sC'IT4P2+Nq#

*dC CSS T>vT4%,k4PTBYw:

1. Z CSEC.INI D~(;Zy?<B)PR= AllowBypass= 0 n#1!5 0 hCK

CSS ~XvT4%#

2. + AllowBypass 5hC* 1#CSS 0ZksC'1T>vT4%Ta)}ZnTb

Di$#

3. #f CSEC.INI D~#
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":

1. *f5CE",w*GXkZ CSEC.INI D~D kal=c:\jgk\archive P8(f5

;C#"R,g{ c:\jgk\archive Gxg}/w,r*f5Zn,XkZM'zP3

dKC}/w#

2. g{48(f5;C"R4ZM'zP3dC;C,r^(V4Zn#

C'u</

IBM ESS a)8vC'Z%(FczO4P@"M2+BqD\&#b)C'Xk_P

kdX*DZn"RITmb_Pd|i$*X,}g8FM/rG\(#bF*`

rXZ(#C'u</GdCM'zT9C IBM ESS D;vX|=h#k"b,C'

u</G;v==hD}L:

1. "a

2. vT/

"a

"a;G+C'mS= IBM M'K2+53r_r IBM M'K2+53"aC'#

Z< 21 P,zITi4 IBM M'K2+m~DC'i$\mw(UVM)i~#UVM

XF?vC'D>$"R?F4P_T#

_TD~(g< 21 Pyhv)|, UVM \mD?vC'Di$*s#k"b,UVM

C';G Windows C'(>Xrr)#UVM yZ10G<=FczMYw53DC'

4\m>$#}g,g{C' A G<= Windows "RC' A 2G UVM D;?V,

r UVM +ZC' A "T4Ph*>$DYw1?F5)_T#mY},C' A G

<=FczO#;s,C' A *= Microsoft® Outlook P"R"M}V){DgSJ

~#CZ"MC}V){DgSJ~D=?Z IBM 6k=2+S53P\#$#Z

< 21. C'i$\mwXF?vC'D>$"R?F5)2+_T#
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UVM Jm4PCYw.0,|+g_TD~P(eDGy?F5)_T#ZC>}P,

;*sZ4PYw.0i$Zn#UVM +a>C'*sZn"Rg{|i$}7,r

+Z>,P&C4P=?Yw#

vKu</

vKu</;GhC%@DvK UVM Zn#;,DKIT4P}LD;,?V#vK

D UVM ZnvTvKQ*#;x,g{?vK<;4Pu</}L,rCC'I\h

*4Pd|=h#UVM 2ITdC*?FC'ZdWNG<1|DZn#

}g,C' A I IT \m14u</#C IT \m1S Windows C'Pm(}gS

r)!qC' A#UVM *s UVM ZnkC' A X*#IT \m1dk0IT \m1

Zn1D01!51#*7#53D2+T,C' A ZSU53sXk(FZnT@9

NNK9C1!Zn4P2+Bq#

m 3. C'u</D=(

=( |n}L }L*s

V$ \m1IT(}\m15CL

rV/vT/C'D CSS#

*KhCFcz,\m1Xk

tZ?(FczT_#

\m1dCD~ \m1IT4(|,\m1\

kDQS\f>DdCD~#

CD~Q"MxC',CC'

fsIT%@GGx^h\m

1I$rZ!#

C'jIhC}L#

*.ini \m14(4P .ini D~"R

hC1!rvT/\kDE

>#

\m1rC'GqZ!GI!

D#

?p=8

z*+ 1,000 (M'z?px 1,000 vnUC'#TB=(.;IThvzD?p=

(:

v z7P*@D;(zw}?p=D;vnUC'#}g,z*@zw 1 G*x Bob

D,zMITZzw 1 O"a Bob#Bob ZSU=FczsXkxPvT/(hC

dvKZn)#Bob SU=Fcz"t/ IBM M'K2+m~,;shCdZn#

v z;*@D;(zw*?p=D;vnUC'#zCvM'z 1 "R+|;xnUC

' X#

b=vIdrX9?p IBM ESS ;,Z?pdMD&CLr#;x,r*fZ8v?

p!n,yTx?p IBM ESS a)KinT#

z+>P PC ;6DdMwL<I\kB<`F:
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yv?p=8

PyV?p=(CZ IBM M'K2+m~:

1. mSDi~ - IBM M'K2+m~zk;GEL3qD;?V#|Z?pFcz

s20"u</MvT/#

2. 3qi~ - IBM M'K2+m~zkG3qD;?V,+420#+>vT/M

C'vT/<4t/#(kNDZ 29 3D< 23#)

3. r%20 - Q20 IBM M'K2+m~"RQ*+>rnUC'vT/#(kN

DZ 30 3D< 24#)

4. ?VvT/ - Q20 IBM M'K2+m~"RQvV+>vT/,+nUC'v

T/4vV#(kNDZ 30 3D< 24#)

5. Y1vT/ - Q20 IBM M'K2+m~"RQhC+>MC'vT/#CC'

+h*4;C'Zn"R(g{h*)a)d|i$E",}g8F6prG\(

X*#(kNDZ 31 3D< 25#)

6. j+vT/ - Q20 IBM M'K2+m~"RQhC+>MC'vT/#\m1

hCC'Zn#g{*s8F6prd|i$,rC'Xka)CvT/hC#

(kNDZ 31 3D< 25#)

< 22. dMD PC ?pwL<
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< 23. IBM M'K2+m~zkG3qD;?V,+420#
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< 24. Q20 IBM M'K2+m~zk,++>MC'vT/<4vV#

30 IBM M'K2+m~f> 5.30 ?p8O



Z=8 1 P,+EL3qEC=Fczs?p IBM M'K2+2+m~#Z20EL

3qs,20MdC IBM M'K2+m~T0dC6k=2+>,#

< 25. Q20 IBM M'K2+m~"R+>MC'vT/<QhC#
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=8 2-6 m>m~?pMdCT0>,dCD`V!n#y]zDh*M73,IT!

qn\zczhsD=8M20=(#kND:20Mu</;Tq!PX20=(

Dx;=E"#

20Mu</

IBM M'K2+m~20ITVI=v}L:20Mu</#20}Lk20dMm~

D}L`F#IT(}=V=(jI20:

1. M'K2+m~;mS=Q?pDFczP#(kNDZ 28 3D 1 =8#)

2. M'K2+m~Gy>3qD;?V#(kND=8Z 28 3D 2 ==8Z 28 3D

6#)

20

Z=( 1 P,+ IBM M'K2+m~mS=3q,C3qILr(}g IBM D

ImageUltra™ Builder)mS=?(FczO#

Z=( 2 P,?pxPy>3qDFczs,+ IBM M'K2+m~mS=nUC'

D PC#IT=V=(jI=( 2:

1. C'}< - %wT0r"Ra)yPXhDC'dk,C'*<"jI20#

2. 2,20 - 20}LITZ^C'NkDivB6Lt/"RT^KU\==j

I#

u</

P=Vu</==:

1. sf#u</

2. vpu</

Zsf#u</!nP,Xk9C CSS.ini D~#CD~*!n(}gZ53OGGy

PC'"RxyPG)C'a)QhCDZn)a)N}#Zvpu</P,ITr

nUC'a)tCTRGGMC'(e\kDD~#

+ IBM M'K2+m~mS=xP2+>,DQ?pFcz

\m1ITv(Zy>3qO)?p IBM M'K2+m~(x;xPvT/rdC),

;sZM'zOdC#r_\m1ITsf#?p IBM M'K2+m~,;sT/x

Psf#dC#^[ZD;VivB,<kWH20m~,;sdC#

20 IBM M'K2+m~: *+ IBM M'K2+m~mS=y>3q,Xk|(

TBi~:

1. }/Lr:LPC(kT TCPA 53)M SMBus

"®:

a. d; SMBus _PT/20Dzk,+GC}/Lr4(} Microsoft ){,r

K20C}/Lr}LPXkPKZ!#C^FGZ>}}LP#

b. g{}Z*?p4( Sysprep a)_3q,ra)_3q4(}LP+h*U4

C}/Lr20#

c. g{z9CDG IBM ImageUltra Builder,rXk<8IF2 Sysprep 3q#

SMBus XkI*y>3qD;?V#g{;#{?(Fcz<+ SMBus w*y

>3qD;?V,rz+h*4(=vy>3q#
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2. IBM M'K2+m~zk

3. Q(eD\m1\kM=?#

4. 20 IBM M'K2+m~ applet(g{Z_TD~P*sXk20,r20D~M

D~PS\T0\k\mw#PXT2,==20b) applet DE",kND6IBM

M'K2+\m18O7)

Z+TOPvD}vi~mS=a)_53s,6k=2+S532~ -(2+>,)

- Xk;u</#*t/sf#20,kjITB}L:

1. 4( CSEC.INI D~#(zIT9CM'K2+r<:2+?<PD CSECWIZ.EXE

44( CSEC.INI D~#jIr<s,!P#fhC,+kpdCS53#(hC+

#fZ C:\CSEC.INI P)T_D4!r#

2 . ( } W i n z i p 9 C D ~ P { F + I B M M ' K 2 + m ~ 2 0 m ~ |

(csecxxxxx_00xx.exe)DZ]xPb9u#

3. `- SETUP.ISS D~Psf#dCyXhD szIniPath M szDir u?#szIniPath N

}TZsf#dCGXhD#(kNDTBj{D SETUP.ISS D~#)

4. +D~4F=?j53#

5. 4( \setup -s |nPod#S_P\m1(^DC'D@fOKP|nPod#0t

/1Lrir0KP1X|V\JO4PCYw#

6. ZB;N}<1}%|nPod#

setup.iss D~Dj{Z](xP8&hv)PvgB:

[InstallShield Silent] Version=v6.00.000 File=Response File szIniPath=d:\csec.ini

(TON}Gsf#dCyXhD .ini D~D{FM;C#g{ .ini D~D;C&Z

xg}/wO,rXk3dC}/w#g{z}4P2,20(";Gsf#dCD

;?V),r}%Cu?#g{zkv20 IBM M'K2+m~,rSTOzkP>

} szIniPath=d:\csec.ini#g{z#{20"RdC,r+C|ntZJ1D;CO"R

i$C76#)

[FileTransfer] OverwrittenReadOnly=NoToAll [{7BD2CFF6-B037-47D6-A76BD941EE13AD96}-
DlgOrder] Dlg0={7BD2CFF6-B037-47D6-A76B-D941EE13AD96}-
SdLicense-0 Count=4 Dlg1={7BD2CFF6-B037-47D6-A76B-D941EE13AD96}-
SdAskDestPath-0 Dlg2={7BD2CFF6-B037-47D6-A76B-D941EE13AD96}-
SdSelectFolder-0 Dlg3={7BD2CFF6-B037-47D6-A76B-D941EE13AD96}-
SdFinishReboot-0 [{7BD2CFF6-B037-47D6-A76B-D941EE13AD96}-SdLicense-0]
Result=1 [{7BD2CFF6-B037-47D6-A76B-D941EE13AD96}-SdAskDestPath-0]
szDir=C:\Program Files\IBM\Security

(TON}GCZ20M'K2+D?<#|Xk;ZFcz>X#)

Result=1
[{7BD2CFF6-B037-47D6-A76B-D941EE13AD96}-SdSelectFolder-0] szFolder=IBM Client Security Software

(TON}GM'K2+DLri#)

Result=1 [Application] Name=Client Security Version=5.00.002f
Company=IBM Lang=0009 [{7BD2CFF6-B037-47D6-A76B-D941EE13AD96}-
SdFinishReboot-0] Result=6 BootOption=3

dC: Zu</sf#dC1,TBD~2GXkD#D~ITCNN{F|{,;

*|P .ini )9{#TBPmj85wKzXk4(D .ini D~DhCMhCbM#

Zr*"^} CSEC.INI D~.0,XkWH9C Security D~PPD CONSOLE.EXE

+db\#
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1sf#dC;PMsf#20;p4P1,TB|nS|nPKP .ini D~:

<CSS installation folder>\acamucli /ccf:c:\csec.ini

m 4. M'K2+53dChC

[CSSSetup] CSS hCDZ7#

suppw=bootup BIOS \m1/,6C'\k#

g{;*s,r#t*U#

hwpw=11111111 CSS 2~\k#XkGKvV{#<Uh*#g{Q-hC2~

\k,r|Xk}7#

newkp=1 1 m>zIBD\m1\?T

0 m>9CVPD\m1\?T#

keysplit=1 1 newkp * 1 1,|7(=?i~D}?#

":g{VP\?T9C`v=??~,ryP=??~Xk#

fZ`,D?<P#

kpl=c:\jgk newkp * 1 1\m1\?TD;C,g{Gxg}/w,rXk

xP3d#

kal=c:\jgk\archive C'\?f5D;C,

g{Gxg}/w,rXkxP3d#

pub=c:\jk\admin.key 9CVPD\m1\?T1\m1+?D;C,

g{Gxg}/w,rXkxP3d#

pri=c:\jk\private1.key 9CVPD\m1\?T1\m1=?D;C,

g{Gxg}/w,rXkxP3d#

wiz=0 7(CD~GqI CSS 20r<zI#Cu?;GXhD#g{

z+||,ZD~P,rC5&CG 0#

clean=0 1 m>Zu</s>} .ini D~,

0 m>Zu</s#t .ini D~#

enableroaming=1 1 m>*M'ztC~N,

0 m>*M'z{C~N#

username=

[promptcurrent]

[promptcurrent] m>a>10C'h*53"a\k#

[current] m> sysregpwd u?N1r10C'a)53"a\k

T0N1Z(C10C'r~N~qw"a53#

[<specific user account>] m>8(DC'GqC=Z(r~N~

qw"a53T0CC'D53"a\kGqI sysregpwd u?

a)#

g{ enableroaming 5* 0 r_ enableroaming u?;vV,k

p9CCu?#

sysregpwd=12345678 53"a\k#+C5hC*}7D\kT953\;r~N~

qw"a#g{ username 5hC* [promptcurrent] r_ username

u?;vV,kp|,Cu?#

[UVMEnrollment] C'GGDZ7#

enrollall=0 1 m>Z UVM PGGyPD>XC'J',

0 m>Z UVM PGGX(DC'J'#

defaultuvmpw=top 1 enrollall * 1 1,b+GyPC'D UVM Zn#

defaultwinpw=down 1 enrollall * 1 1,b+GyPC'r UVM "aD Windows

\k#
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m 4. M'K2+53dChC (x)

defaultppchange=0 1 enrollall * 1 1,b+*yPC'7( UVM Zn|D_T#

1 m>*sC'ZB;NG<1|D UVM Zn,

0 m>;*sC'ZB;NG<1|D UVM Zn#

defaultppexppolicy=1 1 enrollall * 1 1,b+*yPC'7( UVM Zn=Z_T#

0 m> UVM Zna=Z

1 CZmw UVM Zn;P''

defaultppexpdays=0 1 enrollall * 1 1,b+*yPC'7( UVM Zn=Z0D

l}#

1 ppexppolicy hC* 0 1,hCC5T7( UVM Zn=Z0

Dl}#

enrollusers=x,dP x Gz+

Z F c z O G G D C ' \

}#

CodPD58(z+GGDC'\}#

1 enrollall * 0 1,|G+*Z UVM PGGDC'}?#

user1=jknox *?vC'a)E"TSC' 1 *<GG#(;PC' 0#)C'

{XkGJ'{#*Kq! XP OD5JJ'{,k4PTBY

w

1. t/Fcz\m(h8\mw)#

2. 9*0>XC'Mi1Zc#

3. r*0C'1D~P#

Z0{F1PPPvDnGJ'{#

user1uvmpw=chrome *C' 1 UVM 8( UVM Zn#

user1winpw=spinning *+*r UVM "aDC' 1 8( Windows Zn#

user1domain=0 8(C' 1 DJ'Z>X9GZrO#

0 m>CJ'G>XD,

1 m>CJ'ZrO#

user1ppchange=0 8(Gq*sC' 1 ZB;NG<1|D UVM Zn#

1 m>*sC'ZB;NG<1|D UVM Zn,

0 m>;*sC'ZB;NG<1|D UVM Zn#

user1ppexppolicy=1 8(C' 1 D UVM ZnGqa=Z#

0 mw UVM Zna=Z#

1 mw UVM Zn;a=Z#

user1ppexpdays=0 g{ user1ppexppolicy=0,rhCC5Tm> UVM Zn=Z0

Dl}#

TmDu0?VP8(DNr*?vC'a);ij{DdChC#H*;vC'a)yPN

},;s*B;vC'a)N}#}g,g{ enrollusers hC* 2,rz+mSTBdChC

i#

user2=chrome

user2uvmpw=left

user2winpw=right

user2domain=0

user2ppchange=1

user2ppexppolicy=0

user2ppexpdays=90

[UVMAppConfig] UVM P*D&CLrhCM UVM P*D#ihCDZ7#
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m 4. M'K2+53dChC (x)

uvmlogon=0 1 m>9C UVM G<#$,

0 m>9C Windows G<#

entrust=0 1 m>+ UVM CZ entrust i$,

0 m>9C entrust i$#

notes=1 1 m>+ UVM #$CZ Lotus Notes,

0 m>9C Notes \k#$#

netscape=0 1 m>9C IBM PKCS#11 #i){"S\gSJ~#

0 m>;9C IBM PKCS#11 #i){MS\gSJ~#

passman=0 1 m>9C\k\mw,

0 m>;9C\k\mw

folderprotect=0 1 m>9CD~MD~PS\,

0 m>;9CD~MD~PS\#

":

1. g{NND~r76&Zxg}/wO,rC}/wXk3d=L{#

2. INI D~'VZ53QdC.smSBC'D&\,bTZ4PC'GG+G#P

C#g0yvKP INI D~,1;|(0pub=1M0pri=1D5#Czk+vY(C

'GGx;XBu</S53#

3 . CSEC. in i D~XkTZm~S\T0kZ]#|XkZ2+?<P(}

CONSOLE.EXE S\#TB|n2IT(}E>CZS\ INI D~#(TZ$76

{+h*S}E):CSS installation folder>\console.exe /q /ini: full path

to an unencrypted ini file

4. IZv?R|BK IBM M'K2+m~,yT *.ini N}I\Py|D#

IBM M'K2+m~JmzYNKP CSEC.INI D~,x;0l10M'K2+m~D

20#}g,zITYNKPCD~TGGd|C'#

m 5. YNKP1DM'K2+53dChC#

[CSSSetup] CSS hCDZ7#

suppw= BIOS \m1/,6C'\k#

g{;*s,r#t*U#

hwpw=11111111 CSS 2~\k#XkGKvV{#<Uh*#g{Q-hC2~

\k,r|Xk}7#

newkp=0 dk 0 T9CVPD\m1\?T#

keysplit=1 1 newkp * 1 1,|7(=?i~D}?#

":g{VP\?T9C`v=??~,ryP=??~Xk#

fZ`,D?<P#

pub= #tUq

pri= #tUq

kal=c:\archive C'\?f5D;C,

g{Gxg}/w,rXkxP3d#

wiz=0 7(CD~GqI CSS 20r<zI#Cu?;GXhD#g{

z+||,ZD~P,rC5&CG 0#

clean=0 dk 0 TZu</.s#t .ini D~#

enableroaming=0 dk 0 T{CM'z~N#
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m 5. YNKP1DM'K2+53dChC# (x)

[UVMEnrollment] C'GGDZ7#

enrollall=0 1 m>Z UVM PGGyPD>XC'J',

0 m>Z UVM PGGX(DC'J'#

enrollusers=1 CodPD58(z+GGDC'\}#

user1=eddy bGQGGDBC'D{#

user1uvmpw=pass1word *C' 1 UVM 8( UVM Zn#

user1winpw= *+*r UVM "aDC' 1 8( Windows Zn#

user1domain=0 8(C' 1 DJ'Z>X9GZrO#

0 m>CJ'G>XD,

1 m>CJ'ZrO#

user1ppchange=0 8(Gq*sC' 1 ZB;NG<1|D UVM Zn#

1 m>*sC'ZB;NG<1|D UVM Zn,

0 m>;*sC'ZB;NG<1|D UVM Zn#

user1ppexppolicy=1 8(C' 1 D UVM ZnGqa=Z#

0 mw UVM Zna=Z#

1 mw UVM Zn;a=Z#

user1ppexpdays=0 g{ user1ppexppolicy=0,rhCC5Tm> UVM Zn=Z0

Dl}#
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Z 5 B Z Tivoli Access Manager ~qwO20M'K2+i

~

ZM'z6pOi$nUC'G;vX*D2+<GrX#M'K2+m~a)K\

m IBM M'zD2+_TXhDgf#KgfGi$m~C'i$\m$_(UVM)

D;?V,Cm~GM'K2+m~Dw*i~#

ITC=V=(\m IBM M'zD UVM 2+_T:

v Z>X9C$tZ IBM M'zOD_T`-w

v Z{vs5P9C Tivoli Access Manager

ZM'K2+ITk Tivoli Access Manager ;p9C.0,XkQ20K Tivoli Access

Manager DM'K2+i~#Ci~IS http://www.pc.ibm.com/us/security/index.html IBM

Web >cBX#

Hvu~

Z IBM M'zM Tivoli Access Manager ~qw.d("2+,S.0,XkZ IBM

M'zO20TBi~:

v IBM Global Security Toolkit

v IBM SecureWay Directory Client

v Tivoli Access Manager Runtime Environment

* q C X Z 2 0 M 9 C T i v o l i A c c e s s M a n a g e r D j 8 E " , k N D

http://www.tivoli.com/products/index/secureway_policy_dir/index.htm Web >cOa)DD

5#

BXM20M'K2+i~

M'K2+i~ITw*;vbQDi~S IBM Web >cBX#

*BX"Z Tivoli Access Manager ~qwM IBM M'zO20M'K2+i~,k

jITB}L:

1. 9C Web >cODE",(}+MEk53*smPa)DME`%d47#

IBM /ID2+>,Z53O;;s%w Continue#

2. !qkzw`M`%dD%!4%"%w Continue#

3. 4(C'j6,(}ndZ_m%r IBM "a,"4imI$-i;;s%w

Accept Licence#

z+;T/X(r=M'K2+BX3f#

4. q-BX3fOD=h420yPXhDh8}/Lr"TvD~"m~"}C

D5Md|5CLr#

5. (}jITB}L20M'K2+m~:

a. S Windows @f,%w*< > KP#
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b. Z0KP1VNP,dk d:\directory\csec53.exe,dP d:\directory\ GD~

y&DL{M?<#

c. %w7(#

r*06-9C IBM M'K2+m~ InstallShield r<10Z#

d. %wB;=#

Cr<+b9uD~"20Cm~#20jIs,+xzVZXBt/Fcz

rH=TsXBt/D!n#

e. !q`&D%!4%"%w7(#

6. 1FczXBt/s,S Windows @f,%w*< > KP#

7. Z0KP1VNP,dk d:\directory\TAMCSS.exe,dP d:\directory\ GL{M

D~yZD?<,r_%w/@R=CD~#

8. %w7(#

9. 8(?DXD~P,;s%wb9u#

r<+QD~b9u=8(DD~P#P;u{"mwD~QI&b9u#

10. %w7(#

Z Tivoli Access Manager ~qwOmSM'K2+i~

pdadmin 5CLrG;v|nP$_,\m1ITC|44Ps`} Tivoli Access

Manager \mNq#`v|n4P9\m1\;9C|,`v pdadmin |nDD~44

P;vj{DNqr;iNq#pdadmin 5CLrM\m~qw(pdmgrd).dD(E

G(} SSL #$D#pdadmin 5CLrw* Tivoli Access Manager Runtime

Environment(PDRTE)m~|D;?V420#

pdadmin 5CLrS\j6D~;CDD~{Td?,}g:

MSDOS>pdadmin [-a <admin-user >][-p <password >]<file-pathname >

TB|nGgNZ Tivoli Access Manager ~qwO4( IBM bv=8TsUd"M

'K2+YwM%v ACL u?D>}:

MSDOS>pdadmin -a sec_master -p password C:\TAM_Add_ClientSecurity.txt

kN< Tivoli Access Manager Base Administrator Guide TqCXZ pdadmin 5CL

r0d|no(D|`E"#

Z IBM M'zM Tivoli Access Manager ~qw.d("2+,S

IBM M'zXkZ Tivoli Access Manager 2+rP("|T:Di$j6,TcS

Tivoli Access Manager Z(~qksZ(v(#

XkZ Tivoli Access Manager 2+rP*&CLr4(;v(;j6#*K9i$j

64Pi$li,&CLrXkG6L acl C'iDI1#&CLr**5dP;v2

+r~q1,|XkWHG<=C2+rP#
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svrsslcfg 5CLr9 IBM M'K2+&CLr\;k Tivoli Access Manager \m~

qwMZ(~qwxP(E#

svrsslcfg 5CLr9 IBM M'K2+&CLr\;k Tivoli Access Manager \m~

qwMZ(~qwxP(E#

svrsslcfg 5CLr4PTBNq:

v 4(&CLrDC'j6#}g,DemoUser/HOSTNAME

v 4(CC'D SSL \?D~#}g,DemoUser.kdb M DemoUser.sth

v QCC'mS=6L acl C'i

h*TBN}:

v -f cfg_file dCD~76M{F,9C TAMCSS.conf

v -d kdb_dir |,~qwD\?7}]bD~D?<#

v -n server_name $ZD IBM M'zC'D5J Windows C'{/UVM C'{#

v -P admin_pwd Tivoli Access Manager \m1\k#

v -s server_type Xk8(*6L#

v -S server_pwd B4(DC'\k#CN}GXhD#

v -r port_num hC IBM M'zDl}KZE#bG PD Z Tivoli Access Manager

Runtime d? SSL ~qwKZP*\m~qw8(DN}#

v -e pwd_life hC\k=Z1d(Tl}*%;)#

*Z IBM M'zM Tivoli Access Manager ~qw.d("2+,S,kjITB}

L:

1. 4(;v?<"Q TAMCSS.conf D~F/=CB?<#

}g,MSDOS> mkdir C:\TAMCSS MSDOS> move C:\TAMCSS.conf C:\TAMCSS\

2. KP svrsslcfg T4(C'#

MSDOS> svrsslcfg -config -f C:\TAMCSS\TAMCSS.conf -d C:\TAMCSS\ -n

<server_name> - s remote -S <server_pwd> -P <admin_pwd> -e 365 -r 199

":C IBM M'zD$Z UVM C'{Mwz{f; <server_name>#}g:–n

DemoUser/MyHostName#Z MSDOS a>{Bdk0hostname1 ITR= IBM M

'zwz{#svrsslcfg 5CLr+Z Tivoli Access Manager ~qwP4(;vP'

u?,"*S\(Ea)(;D SSL \?D~#

3. KP svrsslcfg Q ivacld D;CmS= TAMCSS.conf D~#

1!ivB,PD Z(~qwZKZ 7136 Ol}#(}i4 Tivoli Access Manager

~qwOD ivacld.conf D~D ivacld ZPD tcp_req_port N}ITi$|#q!

}7D ivacld wz{\X*#9C pdadmin server list |nqCCE"#~qw{

*:<server_name>-<host_name>#TBGKP pdadmin server list D>}:

MSDOS> pdadmin server list ivacld-MyHost.ibm.com

fs,TB|nCZ*OvT>D ivacld ~qwmS4Fu?#Yh ivacld Z1!K

Z 7136 Ol}#
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svrsslcfg -add_replica -f <config file path> -h <host_name> MSDOS>svrsslcfg

-add_replica -f C:\TAMCSS\TAMCSS.conf -h MyHost.ibm.com

dC IBM M'z

IT9C Tivoli Access Manager XF IBM M'zDi$Ts.0,Xk(}9C\

m15CLr(;vkM'K2+m~;pa)Di~)4dC?vM'z#>?V

|,dC IBM M'zDHvu~M5w#

Hvu~

7#TBm~TBP3r20Z IBM M'zO:

1. Microsoft Windows 'VDYw53# z\;9C Tivoli Access Manager XF

TZKP Windows XP, Windows 2000 r Windows NT Workstation 4.0 D IBM

M'zDi$*s#

2. M'K2+m~ v3.0 r|_f># 20Cm~"tC IBM 6k=2+>,s,

zIT9CM'K2+\m15CLrhCC'i$"`- UVM 2+_T#*q

CXZ20M9CM'K2+m~Dj!5w,kND6M'K2+m~208

O7M6M'K2+m~\m18O7#

dC Tivoli Access Manager 20E"

Tivoli Access Manager 20Z>XM'z.s,zIT(}9C\m15CLr(;v

M'K2+m~ya)Dm~i~),dC Access Manager 20E"#Access Manager

20E"|(TBhC:

v !qdCD~D+76

v !q>X_Y:f"Bdt

*Z IBM M'zOdC Tivoli Access Manager 20E",kjITB}L:

1. %w*< > hC > XFfe > IBM 6k=2+S53#

2. dk\m1\k,;s%w7(#

zdk\ks,\m15CLrw0Zr*#

3. %wdC&CLr'VM_T4%#

T>0UVM &CLrM_TdC1A;#

4. !P9C UVM D2+G<f;j< Windows G<4!r#

5. %w&CLr_T4%#

6. Z Tivoli Access Manager 20E"xr,!q TAMCSS.conf dCD~Dj{7

6#}g,C:\TAMCSS\TAMCSS.conf

Tivoli Access Manager Xk20ZM'zOT9CxrIC#

7. %w`-_T4%#

T>0dk\m1\k1A;#

8. Za)DVNPdk\m1\k,;s%w7( #

T>0IBM UVM _T1A;#
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9. S0Yw1B-K%P!qz* Tivoli Access Manager XFDYw#

10. !P0Access Manager XFy!Ts14!r,TcZCrPvV!PjG#

11. %w&C4%#

ZB;N_Y:f"B1"z|D#g{zh*"4"z|D,k%w"B>X

_Y:f4%#

hC"9C>X_Y:f&\

!q Tivoli Access Manager dCD~s,IThC>X_Y:f"Bdt#I Tivoli

Access Manager \mD2+_TE"D>X1>GZ IBM M'zO,$D#zIT?

t(0-12)Br(0-30)l4wH>X_Y:fDT/"B#

*hCr"B>X_Y:f,kjITB}L:

1. %w*< > hC > XFfe > IBM 6k=2+S53#

2. dk\m1\k,;s%w7(#

r*\m15CLr0Z#*qCXZ9C\m15CLrDj{E",kND

6M'K2+m~\m18O7#

3. Z\m15CLrP,%wdC&CLr'VM_T4%,;s%w&CLr_T

4%#

T>0^DM'K2+_TdC1A;#

4. k4PTBYw.;:

v *"4"B>X_Y:f,%w"B>X_Y:f#

v *hCT/"BYJ,Za)DVNPdkBE(0-12)Ml}(0-30),;s

%w"B>X_Y:f#+"B>X_Y:f,"R+|BD~=ZUZTmw

N1a"zB;vT/"B#

tC Tivoli Access Manager TXF IBM M'zTs

UVM _TG(}+V_TD~XFD#F* UVM _TD~D+V_TD~|, IBM

M'z53O4PDYw(gG<=53"e}A;#$Lrr){gSJ~{")

Di$hs#

Zz\;tC Tivoli Access Manager XF IBM M'zDi$Ts0,9C UVM _

T`-w`- UVM _TD~#UVM _T`-wG\m15CLrD;?V#

*c:tC Tivoli Access Manager 4XFTs,r+XFZh Tivoli Access Manager

TsUd#g{zbyv,rXkXB20M'K2+m~TXB("TCTsD>

XXF#

`->X UVM _T

"T`->XM'zD UVM _T.0,7#AYP;vC'Z UVM PGG#qr,

Z_T`-wT<r*>X_TD~1+T>ms{"#

`->X UVM _T";Z`-|DM'zO9C|#g{zZd1!;C20M'K

2 + , r > X U V M _ T f " * \ P r o g r a m

Files\IBM\Security\UVM_Policy\globalpolicy.gvm#vmS= UVM DC'IT9C UVM

_T`-w#
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":g{zhC UVM _TT*sCZi$Ts(gYw53G<)D8F,rmS=

UVM DC'Xk"ad8FT9CCTs#

*t/ UVM _T`-w,kjITB\m15CLr}L:

1. %wdC&CLr'VM_T4%,;s%w&CLr_T4%#

T>0^DM'K2+_TdC1A;#

2. %w`-_T4%#

T>0dk\m1\k1A;#

3. Za)DVNPdk\m1\k,;s%w7( #

T>0IBM UVM _T1A;#

4. Z0Ts!q1!n(O,%wYwrTs`M,;s!qz**d8(i$*s

DTs#

P'YwD>}|(53G<"53bxMgSJ~b\;Ts`MD>}Gq!

}V$i#

5. TZz!qD?vTs,!q Tivoli Access Manager XFy!Ts,*CTs

tC Tivoli Access Manager#

*c:g{tC Tivoli Access Manager 4XFTs,r+XFZh Tivoli Access

Manager TsUd#g{zTs*XB("TCTsD>XXF,rXkXB20M

'K2+m~#

":`- UVM _T1,(}%w_T**ITi4_T**E"#

6. %w&C#fzD|D#

7. %w7(Kv#

`-M9C6LM'zD UVM _T

*g=`v IBM M'z9C UVM _T,k`-M#f;v6LM'zD UVM _

T,;s+ UVM _TD~4F=d| IBM M'z#g{zZM'K2+D1!;C

2 0 | , U V M _ T D ~ + f " * \ P r o g r a m

Files\IBM\Security\UVM_Policy\remote\globalpolicy.gvm#

+TBD~4F=*9CC UVM _TDd|6L IBM M'z:

v \IBM\Security\UVM_Policy\remote\globalpolicy.gvm

v \IBM\Security\UVM_Policy\remote\globalpolicy.gvm.sig

g{zZ1!;C20KM'K2+m~,rOv76Dy?<G \Program Files#+b

=vD~4F=6LM'zD \IBM\Security\UVM_Policy\ ?<76#

JOoO<m

TB?Va)DJOoO<mIZz9CM'K2+m~v=Jb1a)oz#

}V$iJOoOE"

g{Zq!}V$i1v=Jb,rTBJOoOE"I\aPoz#
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Jb"4 I\Dbv=8

Z}V$iksZd UVM Zn0Zr8Fi

$0ZT>`N

Yw

UVM 2+_Tf(C'Zq!}V$i.0a

) UVM Znr8Fi$#g{C'"Tq!

$i,+`NT>*s UVM Znr8F6p

Di$0Z#

?Nr*i$0Z1dkzD UVM Znr6

pzD8F#

T> VBScript r JavaScript ms{" Yw

1zks}V$i1,I\T>k VBScript r

JavaScript `XDms{"#

XBt/Fcz,"YNq!$i#

Tivoli Access Manager JOoOE"

TBJOoOE"ITZzaOM'K2+m~9C Tivoli Access Manager }LPv

=Jb1rza)oz#

Jb"4 I\Dbv=8

>X_ThC;{O~qwODG)hC Yw

Tivoli Access Manager Jm UVM ;'VD3

);dC#rK,>X_T*sIT2G\m

1ZdC PD ~qw1yvDhC#

bG;vQ*^F#

Tivoli Access Manager hCn;ICJ Yw

Z\m15CLrD0_ThC13fO^(

CJ Tivoli Access Manager hCM>X_Y:

fhCn#

20 T ivo l i Acc e s s Manage r r un t ime

Environment#g{4Z IBM M'zO20

Runtime Environment,r0_ThC13fOD

Tivoli Access Manager hC+;IC#

C'DXFTZC'Mi<P' Yw

dC Tivoli Access Manager ~qw1,g{z

+C'(e=i,"Rr*Kiz;,rC'

DXFTZC'Mi<P'#

;h*NNYw#

Lotus Notes JOoOE"

g{ZaOM'K2+m~9C Lotus Notes 1v=Jb,TBJOoOE"I\aP

oz#

Jb"4 I\Dbv=8

* Lotus Notes tCK UVM #$s,Notes
^(jI|DhC

Yw

9C\m15CLrtC UVM #$.s,

Lotus Notes ^(jIhC#

bG;vQ*^F#

XkZ9C\m15CLrtC Lotus Notes '

V.0dCMKP Lotus Notes#

1z"T|D Notes \k1T>ms{" Yw

Z9CM'K2+m~1|D Notes \kI\

T>ms{"#

XT\k|D#g{b;pwC,rXBt/

M'z#

fzzI\ksT>ms{" Yw
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Jb"4 I\Dbv=8

1z4PTBYw1I\T>ms{":

v 9C Lotus Notes dC$_* Notes j6h

C UVM #$

v r* Notes "9C Notes a)D&\4|D

Notes j6D~D\k

v Zz|D\ks"4XU Notes

%w7(XUms{"#;h*NNd|Y

w#

kms{"`4,\kQ|D#BD\kGI

M'K2+m~4(DfzzID\k#Notes

j6D~VZCfzzID\kS\,"RC

';h*BDC'j6D~#g{nUC'Y

N|D\k,UVM +* Notes j6zIBDf

z\k#

S\JOoOE"

g{Z9CM'K2+m~ 3.0 r|_f>S\D~1v=Jb,TBJOoOE"I

\aPoz#

Jb"4 I\Dbv=8

+;b\H0S\DD~ Yw

9CM'K2+m~DH0f>S\DD~Z

}6=M'K2+m~ 3.0 r|_f>.s;

b\#

bG;vQ*^F#

20M'K2+m~ 3.0 r|_f>.0,z

Xkb\9CM'K2+m~DH0f>S\

DyPD~#IZM'K2+m~ 3.0 DD~

S\5VPD|D,M'K2+m~ 3.0 ^(

b\9CM'K2+m~H0f>S\DD

~#
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Z 6 B 20Z}=2~h8}/LrT(z IBM M'K2+m~

(}M'K2+MZ}=bv=8,IT(}/I=Sz7"Jmz(eJOFc7

3D#$6p4#${vy!a9#

IBM 6k=2+S53XkQ-bT{OTBb)i/a)D!q2+i$2~:

v CZ8FDAwD Targus

v CZG\(bv=8D Gemplus

v CZP&X(D7#<u

CJC|,b)i/D Web >cTKb http://www.pc.ibm.com/us/security/index.html P

a)D?vi/D|`E"

r*xPm`w*EL3qDi~,yT203rG#X*#g{zF.?pTOP

vDi$h80dX*Dh8Md|m~,rXkWH20 IBM M'K2+m~#g

{ECh8}/LrD~.04+ CSS ECZ2LP,r;\}720b)h8D}

/LrMm~#

PX20tCi$2~Dm~M}/LrD?l|BD_eE",kN<h8f=D

D5#
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Z 7 B 6L?pBDrQ^}D2+_TD~

TZ;,DFcz,^[z|B2+_T9G4(;,D_T,_P){(^D IT \

m1<IT^}"R?p_TD~#k9C ACAMUCLI.EXE `-_TD~#(2IT

(}Z0XFfe1P+w0IBM 2+S531<j4`-_T#)

%w0&C1s,y]A;8>E"){_TD~#(":g{QVn\m1=?,r

*K){_TD~,XkdkyPDi~#)zQ`-DD~G GLOBALPOLICY.GVM

M GLOBPOLICY.GVM.SIG#+b)D~V"=`&DC'D~,7#|G;#f=

Security\UVM_Policy D~PP#

ITZ?ps6L|BZn_T#|BZn_TD~9z\;Z(rg{)C'SB

4|DdZn1|DZn*s#\m1IT(e?FC'|DZnsD1dN#C1

dNZC'GGr"a}LP(e#>}gB:\m1GGC' Jane "Ru<_Tm

wC' Jane Xk_P? 30 l''DKV{\k#\m1IT|B_TD~"R*s

Jane B;N|D}DZn,BDZnVZXkG 12 vV{#\m12IT|D=ZZ

^#}g,\m1IT*s Jane ? 15 l|D;NZnx;G? 30 l;N#ZTB

ivP"zK24X?z&Z 30 lZn0Z^1DZ 10 l#BDZn_TD~;"

M=M'z,CD~mwXk? 15 l|D;NZn#ZnZ 5 lr 20 ls=Z#

gH0_TPyv,ZnZ 20 ls=Z#Zn=Z_TZhCZnsz'#15 l|D

D_TZ Jane 20 ls|D}DZn1*<#

g{z#{|DZnDXhXT,k4UTO8>E"Yw#;s,+TBD~S

S E C U R I T Y \ U V M _ P O L I C Y D ~ P P V " : U V M _ P P _ P O L I C Y . D A T M

UVM_PP_POLICY.DAT.SIG#
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=<. yw

IBM I\"GZyPzRrXx<a)>D5PV[Dz7"~qr&\XT#PXz

10yZxrDz7M~qDE",krz1XD IBM zmI/#NNT IBM z7"

Lrr~qD}C"GbZw>r5>;\9C IBM Dz7"Lrr~q#;*;V

8 IBM D*6z(,NN,H&\Dz7"Lrr~q,<ITzf IBM z7"L

rr~q#+G,@@Mi$NNG IBM z7"Lrr~q,rIC'TP:p#

IBM +>I\Q5Pr}Zjkk>D5PyhvZ]PXDwn({#a)>D5"

4ZhC'9Cb)({DNNmI#zITCif==+mIi/Dy:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785

U.S.A.
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