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Z 1 B ?p IBM M'K2+m~0D"bBn

IBM M'K2+m~ V5.4.0 DPD?p(}0IBM M'K2+m~20r<1PD

0_6dC==14jI#IBM M'K2+m~ V5.4 ;'VZ;z(G TCPA)2+

>,#b)53DC'Xk9CM'K2+m~ V5.3#

P`V=(?p IBM M'K2+m~(CSS),Cm~9C/I= IBM vKFczD

IBM 6k=2+S53(ESS)2~#>D5+ozz7(gNZzD73P?p

ESS#<Gz+>+gN?pFczD}L(S3q4(=rnUC'a) PC D==)

.VX*#C}L++sX0lz+>gN?p ESS#IBM ESS 5JOI=?ViI

(g< 1 Py>):

1. M'K2+m~

2. 6k=2+>,

?pD*sMf6

g{zF.+ IBM M'K2+m~20Z0dP6k=2+>,DFczO,rkF

.CTB~qwf"UdT0BXhsM20N}:

1. xP6k=2+>,D IBM PC

2. CZI20zkD~qwf"Udhs:s< 12 MB

3. ?vC'CZ\?f5}]D=y~qwf"Udhs:?vC' 200 KB CZf

5f"

< 1. IBM M'K2+53i~
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Z 2 B 20M'K2+m~

>BhvK20M'K2+m~D=V;,=(:j<20M\m20#

j<20

z046zis2018usaa.exe D~GTb920m~|,Cm~|b9u204D~"t/20#

CD~S\gByvD;i|nPN}#8(h*N}D|nP!n1,!n0dN

}.dXk;PUq#}g,z046zis2018usaa.exe /s /v"/qn REBOOT=”R”" P',x

Setup.exe /s /v "/qn REBOOT=”R”" ^'(“/qn REBOOT=”R”” G!n /v DN})#

!nDN}=_D}Ev1CN}|,Uq1h*#

1zZ^NNN}DivBKP Setup.exe 1,20D1!P*(9CC'gfKP2

0)GZ20ax1a>XB}<#1;9CC'gfKP201,1!$wivG

Z20ax14PXB}<#;x,IT(}Z>}?VMTO?VPGXD REBOOT

tT4SYXB}<#

/a CN}9I4PD~4P\m20#\m20+zD}]D~4F=C'8(D?

<,+;4(l]==""a COM ~qwr4(6XU>#

/x
CN}9I4PD~6XH020Dz7#

/s 2,==

CN}9I4PD~T2,==KP#

/v /v N}CZ+|nPN}*XM+CtTD5+]x Msiexec.exe#

/w CN}?FI4PD~H}1=20jIsEKv#g{*Zz&mD~P9CC

N},rzI\kT start /WAIT *<+?I4PD~|nPTd?#CC(D}

7q=>}gB:

start /WAIT z046zis2018usaa.exe /w

\m20

Microsoft® Windows® Installer IT4P&CLrrxgz7D\m20Tc$wi9

CrCZ(F#TZM'K2+m~20m~|,\m20+204D~b|=8(

D;C#*KP\m20,h*9C /a N}S|nP4P20m~|:

z046zis2018usaa.exe /a

IT!qBD;C,C;CI\|,} C: TbD}/w,}gd|>X}/w"3d

Dxg}/w,H#C=hP9IT4(B?<#

g{2,KP\m20,rITZ|nPOhC+CtT TARGETDIR T8(b9u;

C:

Setup.exe /s /v”/qn TARGETDIR=F:\IBMCSS”

r

msiexec.exe /i “IBM Client Security Software.msi” /qn TARGERDIR=F:\IBMCSS

© Copyright IBM Corp. 2004 3



*ZxP(F.sSb|D420,rC'S|nPwC msiexec.exe#:|nPN};

hvKITaO msiexec.exe 9CDICD|nPN}0d9C=(D>}#+CtT

2IT1SZ msiexec |nPwCPhC#

|nPN}

/i package r product

9CCq=20z7:

msiexec /i "C:\WindowsFfolder\Profiles\UserName\Personal\MySetups\Othello\Trial
Version\Release\DiskImages\Disk1\productOthello Beta.msi"

z7zkG8 GUID,|ITZz7n?S<D0z7zk1tTPT/zI#

":TO>}VI=PTJO3f#1dkC|n1,kZ;PPdk#

/a package

/a N}Jm_P\m1(^DC'+z720=xgO#

/x package r product code

CN}6Xz7#

/L [i|w|e|a|r|u|c|m|p|v|+] logfile

CN}8(=U>D~D76#TBj>8>*ZU>D~PG<DE":

v i

G<4,{"

v w

G<GB|/f{"

v e

G<NNms{"

v a

G<Yw3rD*<

v r

G<X(ZYwDG<

v u

G<C'ks

v c

G<u<C'gfN}

v m

G<Zf;cD{"

v p

G<UKhC

v v

4 IBM M'K2+m~?p8O f> 5.4.0



G<j8dvhC

v +

7S=VPD~

v *

GJmzG<}j8dvhCTbDyPE"D(d{

/? r /h
=v|n<T> Windows Installer f(E"

TRANSFORMS
9C TRANSFORMS |nPN}8(zk&CZy!|DNN*;#*;|nPw

CI\`FZTBZ]:

msiexec /i "C:\WindowsFolder\Profiles\UserName\Personal\MySetups\Project Name\
Trial Version\My Release-1\DiskImages\Disk1\ProductName.msi"
TRANSFORMS="New Transform 1.mst"

zITCVEVt`v*;,+(iz;*Z*;{FP9CVE,r* Windows

Installer ~q+^(}7bM|G#

":TO>}VI}PTJO3f#1dkC|n1,kZ;PPdk#

tT

yP+CtT<ITS|nPhCr^D#+CtTk(CtT;,,+CtT+

?<s4#}g,COMPANYNAME G+CtT#

*S|nPhCtT,k9CTBo(:PROPERTY=VALUE#g{zk|D

COMPANYNAME D5,r&dk:

msiexec /i "C:\WindowsFolder\Profiles\UserName\Personal\MySetups\Project Name\
Trial Version\My Release-1\DiskImages\Disk1\ProductName.msi"
COMPANYNAME="InstallShield"

":TO>}VI}PTJO3f#1dkC|n1,kZ;PPdk#

M'K2+m~(F+CtT

M'K2+m~D20m~||,;i(F+CtT,KP201ITZ|nPOh

Cb)+CtT#10ICD(F+CtT*:

INSTALLPWM
CtTCZXFu<20}LP\k\mwD20#hC* 1 +20\k\mw,

hC* 0 ;20\k\mw#1!5* 1#

CFGFILE
CtTZ2,20}LPICZ8(dCD~D;C#dCD~IT|,2+>,

DVP\k5#bJmZ^C';%wCuAZ>,OQP\kDivBjI2

0#}g:

CFGFILE=C:\csec.ini
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M'K2+m~20&\?~

0M'K2+m~;N%w201|,=vw*&\?~:Security(IBM M'K2+m

~)M PWManager(IBM \k\mw)#Z1!ivB,=v&\?~<Q20#;

x,z_PtI!n4KP20Tcv20 Security &\?~(Security &\?~GX

hD,PWManager &\?~;GXhD)#g{C'9CC'gfKP20R9420

IBM \k\mw V1.3 rOMf>,r{G+4=;vA;,ZCA;OIT!qv2

0 IBM M'K2+m~9G,120 IBM M'K2+m~M IBM \k\mw#g

{C'GZ^C'gf(2,)DivBKP20,r{GIT9C INSTALLPWM t

T(hC* 0 ;20\k\mw)XF\k\mwD20#g{C'Zu<20}LP

!qv20 IBM M'K2+,Tsv(mS IBM \k\mw,r{GIT(}YN

KP-<4m~|45VK}L#g{9CC'gfYNKP20,r{G+4=;

v,$A;,g{9420\k\mw,rITZCA;O!q0^D14%#C'

+4=;vA;,ZCA;OIT!qvXB20M'K2+r!q,120 IBM M

'K2+m~M IBM \k\mw#C'9ITZ^C'gfDivBS204XB2

0z74mS IBM \k\mw#BfPvK4PC}LD>}|n#

9C Setup.exe >}

m 1 T>9C z046zis2018usaa.exe D20>}#

m 1. 9C z046zis2018usaa.exe D20>}

`M >}

xPXB}<0ax20D2,20 z046zis2018usaa.exe /s /v/qn

;xXB}<D2,20 z046zis2018usaa.exe /s /v”/qn REBOOT=”R””

;xXB}<R;20\k\mwD2,20 z046zis2018usaa.exe /s /v”/qn REBOOT=”R” INSTALLPWM=0”

;xXB}<R8(20?<D2,20 z046zis2018usaa.exe /s /v”/qn REBOOT=”R” INSTALLDIR=C:\ibmcss”

;xXB}<R8(dCD~D2,20 z046zis2018usaa.exe /s /v”/qn REBOOT=”R” CFGFILE=C:\csec.ini”

2,\m20 z046zis2018usaa.exe /a

8(b9u;CD2,\m20 z046zis2018usaa.exe /a /s /v”/qn TARGETDIR=”F:\CSS””

;xXB}<RZY1?<P4(20U>D

20

z046zis2018usaa.exe /v”REBOOT=”R” /L*v %temp%\css.log”

mS\k\mwDz72,XB20 z046zis2018usaa.exe /s /v”/qn ADDLOCAL=PWManager”

m 2 T>9C msiexec.exe D20>}#

m 2. 9C msiexec.exe D20

`M >}

xPU>D~D20 msiexec /i “C:\IBM Client Security Software.msi” /L*v %temp%\css.log

;xXB}<D2,20 msiexec /i “C:\IBM Client Security Software.msi” /qn REBOOT=”R”

;xXB}<R;20\k\

mwD2,20

msiexec /i “C:\IBM Client Security Software.msi” /qn REBOOT=”R” INSTALLPWM=0

6 IBM M'K2+m~?p8O f> 5.4.0



m 2. 9C msiexec.exe D20 (x)

`M >}

mS\k\mwDz72,X

B20

msiexec /i “C:\IBM Client Security Software.msi” /qn ADDLOCAL=PWManager
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Z 3 B 6k=2+>,gNKP

IBM 6k=2+>,Z< 2 PT<Nm>#P}vw*i~:

1. \m1\k

2. 2~+?

3. 2~=?

2~+?M=?Z?(FczO<G(;D#;IS>,i!2~=?#ITBP=

=zIBD\?T:

v (}M'K2+m~r<

v (}\m15CLr

v 9CE>

k"b,;\S>,Pi!2~\?#

\m19C\m1\kCJTB&\,|(:

v mSC'

v hC2+_T

v hCZn_T

v GGG\(

< 2. #tZ IBM 6k=2+>,PD}]#
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v GGzo3F(i$h8

}g,\m1I\h*9d{C'\;{C6k=2+>,DXcM&\#\m1\

kGZ20M'K2+m~1hCD#>D5Ts+j85wgNT0N1hC\m

1\k#

*c:k*",$\m1\k(C\kXkZWNdC ESS 1(")D_T#PI\

?(xP6k=2+B,DFca5P`,D\m1\k(g{ IT \m1r2+\m

1PbgK7(D0)#r_,2IT!qx?v?Ers%8(;,D\m1\k#

IBM 6k=2+>,Dd|i~G2~+?M2~=?#C RSA \?TZdCM'K

2+m~1zI#

?(Fcz+5P(;D2~+?M(;D2~=?#IBM 6k=2+>,ODfz}

&\7#K?v2~\?TZ3FO<G(;D#

Z 11 3D< 3 hvK IBM 6k=2+>,Dd|=vi~#mbb=vi~GP'\

mzD IBM 6k=2+S53y!a9DX|#Z 11 3D< 3 T>\m1+?M=?

T0C'+?M=?#TBG+?M=?Dr%5w#

v +?M=?;O*G0\?T1#

v =?M+?Z}'OkTBZ]`X:

– C+?S\DNNZ];\C=?b\#

– C=?S\DNNZ];\C+?b\#

– *@=?";9z\;Iz+?#

– *@+?";9z\;Iz=?#

– +?(#TNNK<IC#

v =?Xk;\CX#$p4#

v +?M=?G+?y!a9(PKI)Dy!#
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\?;;cNa9

IBM ESS e5a9D;?VG0\?;;1cNa9#6IBM M'K2+m~\m1

MC'8O7P|,+7hvCa9gNKPDj8E";;x,ZK&}kCEn

Gr*dJCZsf#dC"?pM\m#Z< 3 P,zIT4=2~+?M2~=

?#gODya0,b)\?IM'K2+m~4("RS3FDGH42Z?(M

'zO<G(;D#zITZ IBM 6k=2+>,Of4=\m1+?M=?T#\

< 3. `cS\a)?s2+T

Z 3 B 6k=2+>,gNKP 11



m1+?M=?THITZyPFczO<G(;D,2ITZyPM'zrM'z

S/O`,#byvDE1c+Z>D5DTs?VV[#\m1+?M=?4PT

BYw:

v #$C'D+?M=?

v tCC'2+$iDf5M4-

v tC6IBM M'K2+m~\m1MC'8O7PyhvDC'2+$i~N

*24*;;\??

ZTB?VP,z+DAPXZ IBM ESS 73PDC'DE"#Zb)?VPaf0

gNhC IBM M'K2+m~M ESS T]Ib)C'Dj8E"#ZbVivB,

RG;h{w?vC'P;v+?M=?#C'D=?C\m1+?S\#SZ 11 3

D< 3,zIT4=\m1=?C2~+?S\#*24RG;ad3XS\b);,

D=?X?

-rXk7]=H0a0DcNa9#IZ IBM 6k=2+>,PDf"UdP^,

rKZNNx(1dZ>,Pv\fZP^}?D\?#2~+?M=?GC=8P

vPDVC(S}<=}<)\?#*K'V`v\?M`vC',IBM ESS 5V;V

\?;;cNa9#NN1rh*\?,<+|0;;1= IBM 6k=2+>,P#

(}+S\D=?;;=>,P,=?;\ZC>,D\#$73Pb\"R9C#

\m1=?(}2~+?S\#vZ>,PICD2~=?CZ+\m1=?b\#

\m1=?Z>,Pb\s,IT+C'=?(Q(}\m1+?S\)S2L+]

=>,P"R(}\m1=?+db\#SZ 11 3D< 3,zIT4=IT(}\m

1+?S\`vC'=?#|a)K9C IBM ESS ZFczOy]h*hCNb`v

C'D\&#
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Z 4 B \?f5"bBn

\kM\?T0d|I!Di$h8-,$wTi$53C'Dm]#

< 4 T> IBM 6k=2+S53MM'K2+m~gN2,$w#Windows G<a>

C' A G<,C' A xPG<#IBM M'K2+53(}Yw53a)DE"7(

10C'G-#9C2~+?S\D\m1=?Q0k6k=2+>,P#

2~=?(vZ>,PIC)b\\m1=?#VZ\m1=?Z>,PIC(gZ

14 3D< 5 Py>)#

< 4. (}2~+?S\D\m1=?Q0k6k=2+>,P#
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r*C' A QG<Fcz,yTC' A D=?(QC\m1+?S\)++]=>,

P,gZ 15 3D< 6 Py>#

< 5. \m1=?Z2+>,PIC#
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\m1=?CZ+C' A D=?b\#VZC' A D=?Q<8MwI)9C(gZ

16 3D< 7 Py>)#

< 6. (}\m1+?S\DC' A =?;+]=2+>,P#
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9CC' A D+?ITS\d|8V\?#CZ){gSJ~D=?MGby;v>

}#1C' A "MQ){DgSJ~1,CZ){D=?(Q(}C' A D+?S

\)+;+]=>,P#C' A D=?(Q;Z>,P)+b\C' A D){=?#

VZ,C' A D){=?Z>,PICZ4PZ{DYw,Z>>}PCYwG4(

}V){(S\"P)#k"b,1C' B G<=FczO1,+IC`,D\?Fk

MFv>,D}L#

*249C\m1\?T?

9C\m1\?TDw*-rG*K5Vf5M4-\&#\m1\?Tw*>,M

C'2+$i.dDisc#gZ 17 3D< 8 Py>,X(ZC'D=?E"9C\

m1+?S\#

*c:*"CZ#V\m1\?TD_T#PI\?(xP6k=2+B,DFca

5P`,D\m1\k(g{ IT \m1r2+\m1PbgK7(D0)#r_,2I

Tx?v?Ers%8(;,D\m1\?T#

< 7. C' A D=?Q<8CI)9C#
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9C\m1\?TDmb;v-rG){M'K2+_TD~,Sx@9}\m1T

bDNNK|D2+_T#*KqCM'K2+_TD~D_H62+T,zITZ

`oevK.dVn\m1=?#ZbVivB,5P=?;?VDevK<Xkv

4){"RS\D~(}gM'K2+_TD~)#byM\@9vK%=f4P\m

1&\#PXVn\m1=?DE",kNDZ 38 3Dm 6 PD Keysplit=1 hC#

Z IBM M'K2+m~u</}LP,\m1\?TIT(}m~4(r_ITSb

?D~<k#g{z#{9C+2\m1\?T,rzh*ZM'z20}LP8(

yhD~D;C#

g< 8 Py>,+X(ZCC'DE"8]=(4k)\m1(eDf5;C#Cf5

;CITGomOr_-O,S=M'zDNN`MDiJ#IBM M'K2+5320

?V+V[Cf5;CDnQv(#

\m1+?M=?4f5#f5;CPDC'}](}\m1+?S\#g{z;P

bx}]D\m1=?,rC'f5}]>mTz;P24C&#\m1+?M=?

(#Z IBM M'K2+m~D5Pf0,F*0\?Tf51#k"b,=?f54S

\#Zf"M#$\?Tf51Xk`S"b#

gODya0,\m1+?M=?DnX*&\.;MG8]M4-ELZ]#C&

\QZ10 =15 PT>#=hgB:

< 8. X(ZC'D=?E"(}\m1+?S\#

< 9. \m1+?M=?iI\?Tf5#

Z 4 B \?f5"bBn 17



1. g< 10 Py>,M'z A IZ3)-rTZC' A ;IC#ZC>}P,RG

Y(Fcz(M'z A)\=Ww#

2. C' A qCBDDxD IBM Fcz,F*M'z B(gZ 19 3D< 11 y>)#

M'z B kM'z A D;,.&ZZd2~+?M=?kM'z A D;,#S

< 10. C' A DFcz\Ww,Sx^(9C#
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uObVxpZM'z B PCR+\?m>,xZM'z A PCL+\?4m>#

;x,k"b,ZM'z B MM'z A P\m1\kG`,D#

3. M'z B VZh*kM'z A O`,DC'2+$i#CE"QSM'z A f

5#g{XKZ 17 3D< 8,rz+XkpC'\?Q(}\m1+?S\"R;

f"Zf5;CP#*K9CC'2+$iZM'z B OIC,Xk+\m1+?

M=?+M=CzwO#< 12 T>M'z B Sf5;Clw\m1+?M=?T

V4C'}]#

< 11. C' A SUBDFcz,MGxPBD6k=2+>,DM'z B#
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4. Z 21 3D< 13 T>}9CM'z B D2~+?S\\m1=?#

< 12. M'z B Sf5;Clw\m1+?M=?#
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VZ,\m1=?Q9C2~+?S\,IT*M'z B OC' A <kC'2+

$i(gZ 22 3D< 14 Py>)#

< 13. \m1=?(}M'z B 2~\?S\#
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Z 23 3D< 15 T>C' A ZM'z B Oj+4-#k"b,1;Zf5~qwO

1,C' A D=?QC\m1+?S\#\m1+?G 2048 ; RSA \?,R8u

;I\Fb#bb6Ef5;C;X\#$r_5P?sDCJXF#;*2+X#

$\?Tf5(\m1+?M=?,|7PD2G\m1=?),rC'2+$iD

f5;Cy>OITZNNX=#

< 14. C' A D2+$iITZS\\m1=?s0kM'z B#
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Zm~20?V+|Sj8XV[gNhC\m1\k"f5;C&CZDoHj8

E"#< 16 T> ESS 73PDi~DEv#*cGS2~+?M=?DGH44?

< 15. C' A ZM'z B Oj+4-#
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(M'z<G(;D,+G<_P+2D\m1+?M=?#M'z5P+2Df5

;C,+GCf5;CITCZC'NrC'i#

CRG44TB>}#K&J4?IT5Pk$L?;,Df5;C#f5ZC'{

MFcz{Dy!OjI#gH0ZC' A MC' B Py>,IBM M'K2+m~

+y]C'{MFcz{+53C'f5=(eDf5;C#9k"b\m1+?M

=?D2+;C#

":+f5=`,;CD?vFcz{MC'{<XkG(;D#X4DFcz{r

C'{+2G`,{FDH0f5#

< 16. IBM M'K2+53Dw*i~#
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Z 5 B IBM M'K2+m~

IBM M'K2+m~G&CLrM IBM 6k=2+>,.dD,S,2GGGC'"

hC_TM4Py>\m&\Dgf#IBM M'K2+535JOITBi~9I:

v \m15CLr

v C'dC5CLr

v \m1XF(

v 20r<

v C'i$\m$_(UVM)

v S\~qa)Lr

v PKCS#11 #i

IBM M'K2+539z\;4P`vX|&\:

v GGC'

v hC_T

v hCZn_T

v XBhCE|DZn

v 4-C'2+$i

}g,g{C' A G<=Yw53,r IBM M'K2+53DyPv_<yZC'

A QG<xY(#(":2+_TyZzwx;GC';C_T&C=%vFczDyP

C'O#)g{C' A "T{C IBM 6k=2+S53,r IBM M'K2+53+

ZCFczO?F4P*C' A hCD2+_T,}gZnr8Fi$#g{PKw

*C' A G<x^(a)}7DZnr}7D8FTxPi$,r IBM ESS +{9

CC'4PksDYw#

GGC'M\mGG

IBM ESS C';GZ IBM ESS 73PGGD Windows C'#C'IT9C8V=

(GG,TsZ>D5Paf0PXj8E"#Z>?VP,RG+f0C'GG1

"zDiv#KbZC}LP"zDiv+9z\;|CXKb IBM ESS gN$w,

"RnUgNZzD73PI&\m ESS#

M'K2+m~9CC'i$\m$_(UVM)\mZnMd|*X4i$53C

'#UVM m~'VTB&\:

v UVM M'K_T#$

v UVM 53G<#$

v UVM M'K2+A;#$Lr#$

IBM ESS 73PD?vC'AYP;vk{r}X*DvT/Ts,CTsCZxPi

$#ZnGnM*s#ESS 73D UVM i~PD?vC'(SC'DGH45,UVM

\mi$"R?F4P2+_T)XkP;vZn"RCZnXkAY*?NFcz

t/xv;N#TB?V+bM*249CZn"gNhCZnT0gN9CZn#
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*sZn

r%X5,*sZnGvZ2+D?D#_P2~*X(}g IBM 6k=2+S53)

P+sC&,r*|*ZdOxPYwDC'2+$ia)2+"TND;C#;

x,g{CJ>,y*sDi$Ou1,2~>,a)D#$8u;pwC#}g,

hkz_P4P2+&\D2~>,#;x,wC>,4PYwy*sDi$G%;

}#by9C1ZDZMI\Bv%;}(0 = 9)4wCzD2+$i4PYw#%

;}i$wuK>,D2+TTBZ|ZyZm~Dbv=8Oa)+Yr;a)|

`DC&#g{z;PaO2~#$D?i$,rz+C;=NN2+T#IBM ESS *

sDZnCZZ9C2~PDC'2+$ixPNNYw.0i$C'#UVM Znv

IC\m1\?TV4,rK|^(STC53lw#

hCZn

?vC'!qZnT#$d2+$i#ZZ 9 3DZ 3 B, :6k=2+>,gNK

P; P,z4=C'D=?(}\m1+?S\#C'=?9_PX*DZn#CZn

CZ9CC'D2+$i4i$C'#< 17 T>(}\m1+?S\DZnk=?i

~#

Z< 17PhvDZnIC'y]VPD_T!(,4,;ZXF\k4(PDfr

(}g,V{v}M\kP'Dl})#1C'GG= UVM P1,+4(Zn#h*

YN8vDG,s??p IBM M'K2+m~1,Civ5JgN"z+TsZ>D

5PV[#

IZ+C=?b\*s\m1=?,yTC' A D=?(}\m1+?S\#rK,

g{|GC' A DZn,r\m1ITXBhCBDZn#

9CZn

Z 27 3D< 18 =Z 29 3D< 20,T>KgNZ>,O&mC'Zn#?va0Xk

<UWH9CZnRAY*9C;N#<U*sZn#IT!qmSd|i$h8,

+Gb)i$h8P;P;vh8ITf;u<DC'Zn*s#rxT.,zoi

$rd|i$}](}C'+?S\#*+C=S2+}]b\,XkCJ=?#

< 17. C' A Xka)ZnT4P*sC' A =?DNN&\#
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rK,*+d|}]b\,*s?va0AYa);NZn#+iIC\m1+?S

\DC' A =?MC' A ZnD2+$i+]= IBM 6k=2+>,P#gODy

v,\m1=?QZ>,Pb\#2+$igZ 28 3D< 19 Pyv+]#

< 18. \m1=?Z>,Pb\#
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+2+$ib\,9C' A D=?MC' A DZnZ>,PIC#1I IBM M'K

2+53j6*C' A D10G<DC'"T9CC' A D2+$i1,ZnT0r

+r*,gZ 29 3D< 20Py>#

< 19. C' A D=?MC' A DZnZ>,PIC#
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dkDZn;+]=>,"Rkb\DZn5xPHO#g{|G%d,rC' A D

2+$iITCZwV&\,}g}V){r+gSJ~b\#k"b,CZnHO

Z>,D2+73PjI#>,_P@%w\&TlbX4'\DCJ"T#9k"

bC' A "aDZnS;)6Z>,b#C'GGw* IBM M'K2+m~20D

;?V#CGG}LD;?VG4(C'DZn#RG+V[gNhCCZnT0I

TgN?F4PZnfrDj8E"#

Z 1 3D< 1 T> IBM 6k=2+>,M IBM M'K2+53#Z 1 3D< 1 9h

vK+>u</MC'u</#+>u</k6k=2+S53X*RC'u</k

< 20. g{C' A "T9CC' A D2+$i,rZnT0r+r*#
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IBM M'K2+m~X*#0f?VhvKxPDu</Ta)T;cEnDmb#T

B?V+a)PXu</}LD|`j8E"#

TPM u</

TPM u</5JOGmS2~+?M=?T0\m1\kD}L#C}LICS IBM

0KD(Czw"R9dTzDs545G(;D#TB<m+T>u</+?M=

?T0\m1\kD=(#

m 3. 2~u</=(

Yw ITZ BIOS P4(

ITZ CSS m~PI

\m1V/4( ITZE>P4(

2~+?/=?4( q G G

\m1\k4( G(Z3)f] TCPA

DM'zO)#kli

BIOS u?#

G G

m 3 $w2~+?M=?"GZ20m~1T/4(#XkZm~Pr_(}E>V/

t/2~+?M=?D4(#\m1\kITZ BIOS"IBM M'K2+m~&CLr

P4(r_(}E>4(#>,XF*2~+?M=?hCD5;z^(hCb)

5#>,PDfz}&\CZzzZ3FOfzD+?M=?T#;x,z75hC

K\m1\k#

;},IZ\m1XkhCC5,yT\m1\kaPy;,#Xkbvk\m1\

k`XD8vJb:

v z+hC24\k4w*\m1D;vr`v\k?

v Gq_P`v\kTCZ;,Di?g{h*`v\k,rz_-O+gN7(D

)Fcz5PDv\k?

v Dv\m1+_P\kCJ(?g{zP`v\kCZ;,DC'i,r-+TD

v\k_PCJ(?

v TR\mDnUC'Gq+T\m1\k_PCJ(?

*y]TOwnCvP'v_,Kb\m1\k9z\;4PDYw\X*:

v q!T\m15CLrDCJ(

v mS/>}C'

v (eIT9CD) IBM M'K2+m~&CLr/&\

sL?V+bM_TD~M\m1=?.dDX5#VZk"b\m1=?G|D_

TyXhD#m 4 \aK5P\m1\kM/r\m1=?D\&#

m 4. yZ\kM=?D\m1Yw

Yw \m1\k \m1=?

q!T\m15CLrDCJ

(

G q

mS/>}/4-C' G q

(eIT9CD;v CSS &C

Lr/&\

G q
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m 4. yZ\kM=?D\m1Yw (x)

Yw \m1\k \m1=?

(e/|D_T G G

4(D~TXBhCC'DZ

n

G G

TPM u</2f0\m1+?M=?#STO<mzITi4kC\?X*D\&#a

)3)k(ThC\m1+?M=?#C\?TTZ?(FczITG(;Dr_|

TZyPzwITG`,D#1u</ IBM M'K2+m~1,\m1+IT!qT

ZM'z9CVP\?Tr4(BD\?T#9CME+Y;N7(Tzs5DnQ

v(#

nQv(

sMs5ITkT?(zwr_?v?E9C(;\?#}g,*yPCZK&J4

?DFczhC;v\m1\kM/r\m1=?,*$L?hCm;v\m1\k

M/r\m1=?HH#ITSomOxV,}gy]s%r>c;C#y]-ks

4;,Z4(Zn4;D~1\;7(9CD;v\m1=?&CG;v=cD}

L#gZ 30 3Dm 3 MZ 33 3Dm 5 ymw,C'M+>r_2~XkxPu<

/#

?p CSS 0hC2+_T

2+Mi$*s+4Ti/PP$Dw=#d;_P\m1CJ(DvKITxP_

T|D"IT+|G0Fk1M'z(kNDZ 53 3DZ 8 B, :6L?pBDrQ

^}D2+_TD~;),+G?p0dC_ThC+ITq!nQ'{#PXhC

_TDd|E",kND6M'K2+m~\m18O7PD0&m UVM _T1#

*|GKZnri$h8vVJOw<8

C';I\ba|GZn"Ri$h8(g8Fzo3F(i$h8rG\()2I

\^(}#$w#

|GKZn: C'Zn;GTK`IADq=f"ZM'z2Lr6k=2+>,P

D3&#|2+XGZC'DT#P"f"Zm;vX=:I\m1\?T#$Df

5D5P#\m1+h*9C\m1=?Tf5D5PDC'E"xPb\#;s\

m1EITrC'a)BDZn#

1C'|DZns,BDE"+;f5=8(Df5;C#

g{i$h8vVJO,zITdC IBM M'K2+m~TT>%wK&vT4%#

;*%wvT4%MaksC'I&dkZn#;sC'IT4P2+Nq#

*dC CSS T>vT4%,k4PTBYw:

1. Z CSEC.INI D~(;Zy?<B)PR= AllowBypass= 0 n#1!5 0 hCK

CSS ~XvT4%#

2. + AllowBypass 5hC* 1#CSS 0ZksC'1T>vT4%Ta)}ZnTb

Di$#

3. #f CSEC.INI D~#
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":

1. *f5CE",w*GXkZ CSEC.INI D~D kal=c:\jgk\archive P8(f5

;C#"R,g{ c:\jgk\archive Gxg}/w,r*f5Zn,XkZM'zP3

dKC}/w#

2. g{48(f5;C"R4ZM'zP3dC;C,r^(V4Zn#

C'u</

IBM ESS a)8vC'Z%(FczO4P@"M2+BqD\&#b)C'Xk_P

kdX*DZn"RITmb_Pd|i$*X,}g8FM/rG\(#bF*`

rXZ(#C'u</GdCM'zT9C IBM ESS D;vX|=h#k"b,C'

u</G;v==hD}L:

1. "a

2. vT/

"a

"a;G+C'mS= IBM M'K2+53r_r IBM M'K2+53"aC'#

Z< 21 P,zITi4 IBM M'K2+m~DC'i$\m$_(UVM)i~#

UVM XF?vC'D2+$i"R?F4P_T#

_TD~(g< 21 Pyhv)|, UVM \mD?vC'Di$*s#k"b,UVM

C';G Windows C'(>Xrr)#UVM yZ10G<=FczMYw53DC'

4\m2+$i#}g,g{C' A G<= Windows "RC' A 2G UVM D;

?V,r UVM +ZC' A "T4Ph*2+$iDYw1?F5)_T#mY},

C' A G<=FczO#;s,C' A *= Microsoft Outlook P"R"M}V){

DgSJ~#CZ"MC}V){DgSJ~D=?Z IBM 6k=2+S53P\#

< 21. C'i$\m$_XF?vC'D2+$i"R?F5)2+_T#
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$#Z UVM Jm4PCYw.0,|+g_TD~P(eDGy?F5)_T#ZC

>}P,;*sZ4PYw.0i$Zn#UVM +a>C'*sZn"Rg{|i$

}7,r+Z>,P&C4P=?Yw#

vKu</

vKu</;GhC%@DvK UVM Zn#;,DKIT4P}LD;,?V#vK

D UVM ZnvTvKQ*#;x,g{?vK<;4Pu</}L,rCC'I\h

*4Pd|=h#UVM 2ITdC*?FC'ZdWNG<1|DZn#

}g,C' A I IT \m14u</#C IT \m1S Windows C'Pm(}gS

r)!qC' A#UVM *s UVM ZnkC' A X*#IT \m1dk0IT \m1

Zn1D01!51#*7#53D2+T,C' A ZSU53sXk(FZnT@9

NNK9C1!Zn4P2+Bq#

m 5. C'u</D=(

=( |n}L }L*s

V/ \m1IT(}\m15CL

rV/vT/C'D CSS#

*KhCFcz,\m1Xk

tZ?(FczT_#

\m1dCD~ \m1IT4(|,\m1\

kDQS\f>DdCD~#

CD~Q"MxC',CC'

fsIT%@GGx^h\m

1I$rZ!#

C'jIhC}L#

*.ini \m14(4P .ini D~"R

hC1!rvT/\kDE

>#

\m1rC'GqZ!GI!

D#

?p=8

z*+ 1,000 (M'z?px 1,000 vnUC'#TB=(.;IThvzD?p=

(:

v z7P*@D;(zw}?p=D;vnUC'#}g,z*@zw 1 G*x Bob

D,zMITZzw 1 O"a Bob#Bob ZSU=FczsXkxPvT/(hC

dvKZn)#Bob SU=Fcz"t/ IBM M'K2+m~,;shCdZn#

v z;*@D;(zw*?p=D;vnUC'#zCvM'z 1 "R+|;xnUC

' X#

b=vIdrX9?p IBM ESS ;,Z?pdMD&CLr#;x,r*fZ8v?

p!n,yTx?p IBM ESS a)KinT#

z+>P PC ;6DdMwL<I\kB<`F:
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yv?p=8

PyV?p=(CZ IBM M'K2+m~:

1. mSDi~ - IBM M'K2+m~zk;GEL3qD;?V#|Z?pFcz

s20"u</MvT/#

2. 3qi~ - IBM M'K2+m~zkG3qD;?V,+420#+>vT/M

C'vT/<4t/#(kNDZ 35 3D< 23#)

3. r%20 - Q20 IBM M'K2+m~"RQ*+>rnUC'vT/#(kN

DZ 36 3D< 24#)

4. ?VvT/ - Q20 IBM M'K2+m~"RQvV+>vT/,+nUC'v

T/4vV#(kNDZ 36 3D< 24#)

5. Y1vT/ - Q20 IBM M'K2+m~"RQhC+>MC'vT/#CC'

+h*4;C'Zn"R(g{h*)a)d|i$E",}g8F6prG\(

X*#(kNDZ 37 3D< 25#)

6. j+vT/ - Q20 IBM M'K2+m~"RQhC+>MC'vT/#\m1

hCC'Zn#g{*s8F6prd|i$,rC'Xka)CvT/hC#

(kNDZ 37 3D< 25#)

< 22. dMD PC ?pwL<
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< 23. IBM M'K2+m~zkG3qD;?V,+420#
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< 24. Q20 IBM M'K2+m~zk,++>rC'vT/<4vV#
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Z=8 1 P,+EL3qEC=Fczs?p IBM M'K2+2+m~#Z20EL

3qs,20MdC IBM M'K2+m~T0dC6k=2+>,#

< 25. Q20 IBM M'K2+m~"R+>MC'vT/<QhC#
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=8 2-6 m>m~?pMdCT0>,dCD`V!n#y]zDh*M73,IT!

qn\zczhsD=8M20=(#

dCD~j8E"

zIT9CM'K2+r<:2+?<PD CSECWIZ.EXE 44( CSEC.INI D~#

jIr<s,!P#fhC,+kpdCS53#(hC+#fZ C:\CSEC.INI P)T

_D4!r#

dC

t/sf#dC1,cscc.ini D~X;IY#D~ITCNN{F|{,;*|P .ini )

9{#TBPmj85wKzXk4(D .ini D~DhCMhCbM#Zr*"^}

CSEC.INI D~.0,XkWH9C Security D~PPD CONSOLE.EXE +db\#

m 6. M'K2+53dChC

[CSSSetup] CSS hCDZ7#

suppw=bootup BIOS \m1/,6C'\k#

g{;*s,r#t*U#

hwpw=11111111 CSS 2~\k#XkGKvV{#<Uh*#g{Q-hC2~

\k,r|Xk}7#

newkp=1 1 m>zIBD\m1\?T

0 m>9CVPD\m1\?T#

keysplit=1 1 newkp * 1 1,|7(=?i~D}?#

":g{VP\?T9C`v=??~,ryP=??~Xk#

fZ`,D?<P#

kpl=c:\jgk newkp * 1 1\m1\?TD;C,g{Gxg}/w,rXk

xP3d#

kal=c:\jgk\archive C'\?f5D;C,

g{Gxg}/w,rXkxP3d#

pub=c:\jk\admin.key 9CVPD\m1\?T1\m1+?D;C,

g{Gxg}/w,rXkxP3d#

pri=c:\jk\private1.key 9CVPD\m1\?T1\m1=?D;C,

g{Gxg}/w,rXkxP3d#

wiz=0 7(CD~GqI CSS 20r<zI#Cu?;GXhD#g{

z+||,ZD~P,rC5&CG 0#

clean=0 1 m>Zu</s>} .ini D~,

0 m>Zu</s#t .ini D~#

enableroaming=1 1 m>*M'ztC~N,

0 m>*M'z{C~N#

username=

[promptcurrent]

[promptcurrent] m>a>10C'h*53"a\k#

[current] m> sysregpwd u?N1r10C'a)53"a\k

T0N1Z(C10C'r~N~qw"a53#

[<specific user account>] m>8(DC'GqC=Z(r~N~

qw"a53T0CC'D53"a\kGqI sysregpwd u?

a)#

g{ enableroaming 5* 0 r_ enableroaming u?;vV,k

p9CCu?#
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m 6. M'K2+53dChC (x)

sysregpwd=12345678 53"a\k#+C5hC*}7D\kT953\;r~N~

qw"a#g{ username 5hC* [promptcurrent] r_ username

u?;vV,kp|,Cu?#

[UVMEnrollment] C'GGDZ7#

enrollall=0 1 m>Z UVM PGGyPD>XC'J',

0 m>Z UVM PGGX(DC'J'#

defaultuvmpw=top 1 enrollall * 1 1,b+GyPC'D UVM Zn#

defaultwinpw=down 1 enrollall * 1 1,b+GyPC'r UVM "aD Windows

\k#

defaultppchange=0 1 enrollall * 1 1,b+*yPC'7( UVM Zn|D_T#

1 m>*sC'ZB;NG<1|D UVM Zn,

0 m>;*sC'ZB;NG<1|D UVM Zn#

defaultppexppolicy=1 1 enrollall * 1 1,b+*yPC'7( UVM Zn=Z_T#

0 m> UVM Zna=Z

1 CZmw UVM Zn;P''

defaultppexpdays=0 1 enrollall * 1 1,b+*yPC'7( UVM Zn=Z0D

l}#

1 ppexppolicy hC* 0 1,hCC5T7( UVM Zn=Z0

Dl}#

enrollusers=x,dP x Gz+

Z F c z O G G D C ' \

}#

CodPD58(z+GGDC'\}#

1 enrollall * 0 1,|G+*Z UVM PGGDC'}?#

user1=jknox *?vC'a)E"TSC' 1 *<GG#(;PC' 0#)C'

{XkGJ'{#*Kq! XP OD5JJ'{,k4PTBY

w

1. t/Fcz\m(h8\mw)#

2. 9*0>XC'Mi1Zc#

3. r*0C'1D~P#

Z0{F1PPPvDnGJ'{#

user1uvmpw=chrome *C' 1 UVM 8( UVM Zn#

user1winpw=spinning *+*r UVM "aDC' 1 8( Windows Zn#

user1domain=0 8(C' 1 DJ'Z>X9GZrO#

0 m>CJ'G>XD,

1 m>CJ'ZrO#

user1ppchange=0 8(Gq*sC' 1 ZB;NG<1|D UVM Zn#

1 m>*sC'ZB;NG<1|D UVM Zn,

0 m>;*sC'ZB;NG<1|D UVM Zn#

user1ppexppolicy=1 8(C' 1 D UVM ZnGqa=Z#

0 mw UVM Zna=Z#

1 mw UVM Zn;a=Z#

user1ppexpdays=0 g{ user1ppexppolicy=0,rhCC5Tm> UVM Zn=Z0

Dl}#

TmDu0?VP8(DNr*?vC'a);ij{DdChC#H*;vC'a)yPN

},;s*B;vC'a)N}#}g,g{ enrollusers hC* 2,rz+mSTBdChC

i#
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m 6. M'K2+53dChC (x)

user2=chrome

user2uvmpw=left

user2winpw=right

user2domain=0

user2ppchange=1

user2ppexppolicy=0

user2ppexpdays=90

[UVMAppConfig] UVM P*D&CLrhCM'V UVM DD#ihCDZ7#

uvmlogon=0 1 m>9C UVM G<#$,

0 m>9C Windows G<#

entrust=0 1 m>+ UVM CZ entrust i$,

0 m>9C entrust i$#

notes=1 1 m>+ UVM #$CZ Lotus Notes,

0 m>9C Notes \k#$#

netscape=0 1 m>9C IBM PKCS#11 #i){"S\gSJ~#

0 m>;9C IBM PKCS#11 #i){MS\gSJ~#

passman=0 1 m>9C\k\mw,

0 m>;9C\k\mw

folderprotect=0 1 m>9CD~MD~PS\,

0 m>;9CD~MD~PS\#

":

1. IZv?R|BK IBM M'K2+m~,yT *.ini N}I\Py|D#

2. g{NND~r76&Zxg}/wO,rC}/wXk3d=L{#

3 . CSEC. in i D~XkTZm~S\T0kZ]#|XkZ2+?<P(}

CONSOLE.EXE S\#TB|n2IT(}E>CZS\ INI D~#(TZ$76

{h*S}E):CSS installation folder\console.exe /q /ini: full path to

an unencrypted ini file

4. 1sf#dC;PMsf#20;p4P1,TB|nS|nPKP .ini D~:

CSS installation folder\acamucli /ccf:c:\csec.ini

5. INI D~'VZ53QdC.smSBC'D&\,bTZ4PC'GG+G#P

C#g0yvKP INI D~,1;|(0pub=1M0pri=1D5#Czk+vY(C

'GGx;XBu</S53#

IBM M'K2+m~JmzYNKP CSEC.INI D~,x;0l10M'K2+m~D

20#}g,zITYNKPCD~TGGd|C'#

m 7. YNKP1DM'K2+53dChC#

[CSSSetup] CSS hCDZ7#

suppw= BIOS \m1/,6C'\k#

g{;*s,r#t*U#

hwpw=11111111 CSS 2~\k#XkGKvV{#<Uh*#g{Q-hC2~

\k,r|Xk}7#

newkp=0 dk 0 T9CVPD\m1\?T#
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m 7. YNKP1DM'K2+53dChC# (x)

keysplit=1 1 newkp * 1 1,|7(=?i~D}?#

":g{VP\?T9C`v=??~,ryP=??~Xk#

fZ`,D?<P#

pub= #tUq

pri= #tUq

kal=c:\archive C'\?f5D;C,

g{Gxg}/w,rXkxP3d#

wiz=0 7(CD~GqI CSS 20r<zI#Cu?;GXhD#g{

z+||,ZD~P,rC5&CG 0#

clean=0 dk 0 TZu</.s#t .ini D~#

enableroaming=0 dk 0 T{CM'z~N#

[UVMEnrollment] C'GGDZ7#

enrollall=0 1 m>Z UVM PGGyPD>XC'J',

0 m>Z UVM PGGX(DC'J'#

enrollusers=1 CodPD58(z+GGDC'\}#

user1=eddy bGQGGDBC'D{#

user1uvmpw=pass1word *C' 1 UVM 8( UVM Zn#

user1winpw= *+*r UVM "aDC' 1 8( Windows Zn#

user1domain=0 8(C' 1 DJ'Z>X9GZrO#

0 m>CJ'G>XD,

1 m>CJ'ZrO#

user1ppchange=0 8(Gq*sC' 1 ZB;NG<1|D UVM Zn#

1 m>*sC'ZB;NG<1|D UVM Zn,

0 m>;*sC'ZB;NG<1|D UVM Zn#

user1ppexppolicy=1 8(C' 1 D UVM ZnGqa=Z#

0 mw UVM Zna=Z#

1 mw UVM Zn;a=Z#

user1ppexpdays=0 g{ user1ppexppolicy=0,rhCC5Tm> UVM Zn=Z0

Dl}#
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Z 6 B Z Tivoli Access Manager ~qwO20M'K2+i

~

ZM'z6pOi$nUC'G;vX*D2+<GrX#M'K2+m~a)\m

IBM M'zD2+_TyhDgf#KgfGi$m~C'i$\m$_(UVM)D;

?V,Cm~GM'K2+m~Dw*i~#

ITIC=V=(\m IBM M'zD UVM 2+_T:

v 9C$tZ IBM M'zOD_T`-wS>XxP\m

v Z{vs5P,9C Tivoli® Access Manager

ZM'K2+ITaO Tivoli Access Manager 9C.0,XkQ20K Tivoli Access

Manager DM'K2+i~#Ci~IS http://www.pc.ibm.com/us/security/index.html IBM

Web >cBX#

Hvu~

Z IBM M'zM Tivoli Access Manager ~qw.d("2+,S.0,XkZ IBM

M'zO20TBi~:

v IBM Global Security Toolkit

v IBM SecureWay® Directory Client

v Tivoli Access Manager Runtime Environment

P X 2 0 M 9 C T i v o l i A c c e s s M a n a g e r D j 8 E " , k N D

http://www.tivoli.com/products/index/secureway_policy_dir/index.htm Web >cOa)DD

5#

BXM20M'K2+i~

M'K2+i~ITS IBM >cbQBXxqC#

*BX"Z Tivoli Access Manager ~qwM IBM M'zO20M'K2+i~,k

jITB}L:

1. 9C Web >cODE",(}9zDMEk53*smPa)DME`%d47

# IBM /ID2+>,;Z53O;;s%w Continue#

2. !qkzw`M`%dD%!4%"%w Continue#

3. 4(C'j6,(}n4Z_m%r IBM "a,"i4mI$-i;;s%w

Accept Licence#

z+;T/X(r=M'K2+BX3f#

4. q-BX3fOD=h420yPXhDh8}/Lr"TvD~"m~"}C

D5Md|5CLr#

5. (}jITB}L20M'K2+m~:

a. S Windows @f,%w*< > KP#

© Copyright IBM Corp. 2004 43



b. Z0KP1VNP,dk d:\directory\csec53.exe,dP d:\directory\ GD~

y&DL{M?<#

c. %w7(#

06-9C IBM M'K2+m~ InstallShield r<10Zr*#

d. %wB;=#

Cr<+b9uD~"20Cm~#20jIs,+xzVZXBt/Fcz

rH=TsXBt/D!n#

e. !q`&D%!4%"%w7(#

6. 1FczXBt/s,S Windows @f,%w*< > KP#

7. Z0KP1VNP,dk d:\directory\TAMCSS.exe,dP d:\directory\ GD~y

ZDL{M?<,r_%w/@R=CD~#

8. %w7(#

9. 8(?DXD~P,;s%wb9u#

r<+QD~b9u=8(DD~P#P;u{"mwD~QI&b9u#

10. %w7(#

Z Tivoli Access Manager ~qwOmSM'K2+i~

pdadmin 5CLrG;v|nP$_,\m1ITC|44Ps`} Tivoli Access

Manager \mNq#`v|n4P9\m1\;9C|,`v pdadmin |nDD~44

P;vj{DNqr;iNq#pdadmin 5CLrM\m~qw(pdmgrd).dD(E

G(} SSL #$D#pdadmin 5CLrw* Tivoli Access Manager Runtime

Environment(PDRTE)m~|D;?V420#

pdadmin 5CLrS\j6D~;CDD~{Td?,}g:

MSDOS>pdadmin [-a admin-user][-p password ]file-pathname

TB|nGgNZ Tivoli Access Manager ~qwO4( IBM bv=8TsUd"M

'K2+YwM%v ACL u?D>}:

MSDOS>pdadmin -a sec_master -p password C:\TAM_Add_ClientSecurity.txt

PX pdadmin 5CLr0d|no(D|`E",kND Tivoli Access Manager Base

Administrator Guide#

Z IBM M'zM Tivoli Access Manager ~qw.d("2+,S

IBM M'zXkZ Tivoli Access Manager 2+rP("|T:Di$j6,TcS

Tivoli Access Manager Z(~qksZ(v(#

XkZ Tivoli Access Manager 2+rP*&CLr4(;v(;j6#*K9i$j

64Pi$li,&CLrXkG6L acl C'iDI1#&CLr**5dP;v2

+r~q1,|XkWHG<=C2+rP#
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svrsslcfg 5CLr9 IBM M'K2+&CLr\;k Tivoli Access Manager \m~

qwMZ(~qwxP(E#

svrsslcfg 5CLr9 IBM M'K2+&CLr\;k Tivoli Access Manager \m~

qwMZ(~qwxP(E#

svrsslcfg 5CLr4PTBNq:

v 4(&CLrDC'j6#}g,DemoUser/HOSTNAME

v 4(CC'D SSL \?D~#}g,DemoUser.kdb M DemoUser.sth

v QCC'mS=6L acl C'i

h*TBN}:

v -f cfg_file dCD~76M{F,9C TAMCSS.conf

v -d kdb_dir |,~qwD\?7}]bD~D?<#

v -n server_name $ZD IBM M'zC'D5J Windows C'{/UVM C'{#

v -P admin_pwd Tivoli Access Manager \m1\k#

v -s server_type Xk8(*6L#

v -S server_pwd B4(DC'\k#CN}GXhD#

v -r port_num hC IBM M'zDl}KZE#bGZ Tivoli Access Manager Runtime

d? SSL ~qwKZP* PD \m~qw8(DN}#

v -e pwd_life hC\k=Z1d(Tl}*%;)#

*Z IBM M'zM Tivoli Access Manager ~qw.d("2+,S,kjITB}

L:

1. 4(;v?<"Q TAMCSS.conf D~F/=CB?<#

}g,MSDOS> mkdir C:\TAMCSS MSDOS> move C:\TAMCSS.conf C:\TAMCSS\

2. KP svrsslcfg T4(C'#

MSDOS> svrsslcfg -config -f C:\TAMCSS\TAMCSS.conf -d C:\TAMCSS\ -n

<server_name> - s remote -S <server_pwd> -P <admin_pwd> -e 365 -r 199

":C IBM M'zD$Z UVM C'{Mwz{f; <server_name>#}g:–n

DemoUser/MyHostName#Z MSDOS a>{Bdk0hostname1ITR= IBM M

'zwz{#svrsslcfg 5CLr+Z Tivoli Access Manager ~qwP4(;vP'

u?,*S\(Ea)(;D SSL \?D~#

3. KP svrsslcfg Q ivacld D;CmS= TAMCSS.conf D~#

1!ivB,PD Z(~qwZKZ 7136 Ol}#(}i4 Tivoli Access Manager

~qwOD ivacld.conf D~D ivacld ZPD tcp_req_port N}ITi$|#q!

}7D ivacld wz{\X*#9C pdadmin server list |nqCCE"#~qw{

*:server_name-host_name#TBGKP pdadmin server list D>}:

MSDOS> pdadmin server list ivacld-MyHost.ibm.com

fs,TB|nCZ*OvT>D ivacld ~qwmS4Fu?#Yh ivacld Z1!K

Z 7136 Ol}#
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svrsslcfg -add_replica -f config file path -h host_name MSDOS>svrsslcfg

-add_replica -f C:\TAMCSS\TAMCSS.conf -h MyHost.ibm.com

dC IBM M'z

ZIT9C Tivoli Access Manager XF IBM M'zDi$Ts.0,zXk(}9

C\m15CLr(M'K2+m~f=Di~)4dC?(M'z#>?V|,d

C IBM M'zDHvu~M5w#

Hvu~

7#TBm~4BP3r20Z IBM M'zO:

1. Microsoft Windows 'VDYw53#zIT9C Tivoli Access Manager XFK

P Windows XP"Windows 2000 r Windows NT® Workstation 4.0 D IBM M'

zDi$*s#

2. M'K2+m~ v3.0 r|_f>#20Cm~"tC IBM 6k=2+>,s,z

IT9CM'K2+\m15CLrhCC'i$"`- UVM 2+_T#*qC

XZ20M9CM'K2+m~Dj!5w,kND6M'K2+m~208O7

M6M'K2+m~\m18O7#

dC Tivoli Access Manager 20E"

Tivoli Access Manager 20Z>XM'zOs,zIT(}9C\m15CLr(M'

K2+m~f=Dm~i~)dC Access Manager 20E"# Access Manager 20

E"|(TBhC:

v !qdCD~D+76

v !q>X_Y:f"Bdt

*Z IBM M'zOdC Tivoli Access Manager 20E",kjITB}L:

1. %w*< > hC > XFfe > IBM 6k=2+S53#

2. dk\m1\k,;s%w7(#

zdk\ks,\m15CLrw0Zr*#

3. %wdC&CLr'VM_T4%#

T>0UVM &CLrM_TdC1A;#

4. !PC UVM D2+G<f;j< Windows G<4!r#

5. %w&CLr_T4%#

6. Z Tivoli Access Manager 20E"xr,!q= TAMCSS.conf dCD~Dj{

76#}g,C:\TAMCSS\TAMCSS.conf

Tivoli Access Manager Xk20ZM'zO,CxrEIC#

7. %w`-_T4%#

T>0dk\m1\k1A;#

8. Za)DVNPdk\m1\k,;s%w7( #

T>0IBM UVM _T1A;#
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9. S0Yw1B-K%P!qz* Tivoli Access Manager XFDYw#

10. !P0Access Manager XFy!Ts14!r,TcZCrPvV!PjG#

11. %w&C4%#

ZB;N_Y:f"B1"z|D#g{zh*"4"z|D,k%w"B>X

_Y:f4%#

hC"9C>X_Y:f&\

!q Tivoli Access Manager dCD~s,IThC>X_Y:f"B1ddt#I

Tivoli Access Manager \mD2+_TE"D>X1>GZ IBM M'zO,$D#z

IT?t(0-12)Br(0-30)l4wH>X_Y:fDT/"B#

*hCr"B>X_Y:f,kjITB}L:

1. %w*< > hC > XFfe > IBM 6k=2+S53#

2. dk\m1\k,;s%w7(#

r*\m15CLr0Z#*qCXZ9C\m15CLrDj{E",kND

6M'K2+m~\m18O7#

3. Z\m15CLrP,%wdC&CLr'VM_T4%,;s%w&CLr_T

4%#

T>0^DM'K2+_TdC1A;#

4. k4PTBYw.;:

v *"4"B>X_Y:f,%w"B>X_Y:f#

v *hCT/"BYJ,Za)DVNPdkBE(0-12)Ml}(0-30),;s

%w"B>X_Y:f#+"B>X_Y:f,"R+|BD~X9UZTmw

N1a"zB;vT/"B#

tC Tivoli Access Manager TXF IBM M'zTs

UVM _TG(}(C_TD~XFD#F* UVM _TD~D(C_TD~|, IBM

M'z53O4PDYw(}g,G<=53"e}A;#$Lrr){gSJ~{

")Di$*s#

ZzITtC Tivoli Access Manager 4XF IBM M'zDi$Ts0,9C UVM

_T`-w`- UVM _TD~#UVM _T`-wG\m15CLrD;?V#

*c:tC Tivoli Access Manager 4XFTs,r+TsXFZh Tivoli Access

Manager TsUd#g{zbyv,rXkXB20M'K2+m~TXB("TCT

sD>XXF#

`->X UVM _T

"T`->XM'zD UVM _T.0,7#AYP;vC'Z UVM PGG#qr,

Z_T`-wT<r*>X_TD~1+T>ms{"#

`->X UVM _T";Z`-|DM'zO9C|#g{zZd1!;C20M'K

2 + , r > X U V M _ T f " * \ P r o g r a m

Files\IBM\Security\UVM_Policy\globalpolicy.gvm#vmS= UVM DC'IT9C UVM

_T`-w#
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":g{zhC UVM _TT*sCZi$Ts(gYw53G<)D8F,rmS=

UVM DC'Xk"ad8FT9CCTs#

*t/ UVM _T`-w,kjITB\m15CLr}L:

1. %wdC&CLr'VM_T4%,;s%w&CLr_T4%#

T>0^DM'K2+_TdC1A;#

2. %w`-_T4%#

T>0dk\m1\k1A;#

3. Za)DVNPdk\m1\k,;s%w7( #

T>0IBM UVM _T1A;#

4. Z0Ts!q1!n(O,%wYwrTs`M,;s!qz**d8(i$*s

DTs#

P'YwD>}|(53G<"53bxMgSJ~b\;Ts`MD>}Gq!

}V$i#

5. TZz!qD?vTs,!q Tivoli Access Manager XFy!Ts,*CTs

tC Tivoli Access Manager#

*c:g{tC Tivoli Access Manager 4XFTs,r+XFZh Tivoli Access

Manager TsUd#g{zTs*XB("TCTsD>XXF,rXkXB20M

'K2+m~#

":`- UVM _T1,(}%w_T**ITi4_T**E"#

6. %w&C#fzD|D#

7. %w7(Kv#

`-M9C6LM'zD UVM _T

*g=`v IBM M'z9C UVM _T,k`-"#f6LM'zD UVM _T,

;s+ UVM _TD~4F=d| IBM M'z#g{zZM'K2+D1!;C20

| , U V M _ T D ~ + f " * \ P r o g r a m

Files\IBM\Security\UVM_Policy\remote\globalpolicy.gvm#

+TBD~4F=+9CC UVM _TDd|6L IBM M'z:

v \IBM\Security\UVM_Policy\remote\globalpolicy.gvm

v \IBM\Security\UVM_Policy\remote\globalpolicy.gvm.sig

g{zZ1!;C20KM'K2+m~,rOv76Dy?<G \Program Files#+b

=vD~4F=6LM'zD \IBM\Security\UVM_Policy\ ?<76#

JOoO<m

TB?Va)DJOoO<mIZz9CM'K2+m~v=Jb1a)oz#

}V$iJOoOE"

g{Zq!}V$i1v=Jb,rTBJOoOE"I\aPoz#
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Jb"4 I\Dbv=8

Z}V$iksZd UVM Zn0Zr8Fi

$0ZT>`N

Yw

UVM 2+_Tf(C'Zq!}V$i.0a

) UVM Znr8Fi$#g{C'"Tq!

$i,+`NT>*s UVM Znr8F6p

Di$0Z#

?Nr*i$0Z1dkzD UVM Znr6

pzD8F#

T> VBScript r JavaScript™ ms{" Yw

1zks}V$i1,I\T>k VBScript r

JavaScript `XDms{"#

XBt/Fcz,"YNq!$i#

Tivoli Access Manager JOoOE"

TBJOoOE"ITZzaOM'K2+m~9C Tivoli Access Manager }LPv

=Jb1rza)oz#

Jb"4 I\Dbv=8

>X_ThC;{O~qwODG)hC Yw

Tivoli Access Manager Jm UVM ;'VD3

);dC#rK,>X_T*sIT2G\m

1ZdC PD ~qw1yvDhC#

bG;vQ*^F#

Tivoli Access Manager 20hC;ICJ Yw

Z\m15CLrPD0_ThC13fO^

(CJ Tivoli Access Manager hCM>X_Y

:f20hC#

20 T ivo l i Acc e s s Manage r r un t ime

Environment#g{4Z IBM M'zO20

Runtime Environment,r0_ThC13fOD

Tivoli Access Manager hC+;IC#

C'DXFTZC'Mi<P' Yw

1dC Tivoli Access Manager ~qw1,g{

z+C'(e=i,"Rr*Kiz;,rC

'DXFTZC'Mi<P'#

;h*NNYw#

Lotus Notes JOoOE"

g{ZaOM'K2+m~9C Lotus Notes® 1v=Jb,rTBJOoOE"I\

aPoz#

Jb"4 I\Dbv=8

* Lotus® Notes tC UVM #$s,Notes
^(jIdhC#

Yw

9C\m15CLrtC UVM #$.s,

Lotus Notes ^(jIhC#

bG;vQ*^F#

Z\m15CLrPtC Lotus Notes 'V.0

XkdCMKP Lotus Notes#

1z"T|D Notes \k1T>ms{" Yw

Z9CM'K2+m~1|D Notes \kI\

T>ms{"#

XT\k|D#g{b;pwC,rXBt/

M'z#

fzzI\ksT>ms{" Yw
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Jb"4 I\Dbv=8

1z4PTBYw1I\T>ms{":

v 9C Lotus Notes dC$_,* Notes j6

hC UVM #$#

v r* Notes "9C Notes a)D&\4|D

Notes j6D~D\k#

v Zz|D\ks"4XU Notes

%w7(XUms{"#;h*NNd|Y

w#

kms{"`4,\kQ|D#BD\kGI

M'K2+m~4(DfzzID\k#Notes

j6D~VZCfzzID\kS\,"RC

';h*BDC'j6D~#g{nUC'Y

N|D\k,r UVM +* Notes j6zIB

Dfz\k#
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